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   Monitoring 12th Generation Dell Servers 

This technical white paper provides an overview of monitoring 12th 
Generation Dell Servers using Microsoft System Center Operations 
Manager 2012. 
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Executive summary 

With increased focus on virtualization and dynamic workloads, continuous availability of 

server infrastructure and increased productivity are becoming critical factors for success 

of a cloud environment.  Dell Out-of-Band management packs enable continuous 

availability of server infrastructure in Microsoft System Center 2012 environment by 

leveraging agent-free monitoring capabilities of 12th Generation Dell Servers and 

enhancing productivity by combining it with the power of sophisticated Dell tools. 
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Introduction 

Microsoft System Center 2012 is a comprehensive management platform that enables 

managing IT infrastructure for traditional datacenters, private, and public clouds across 

server infrastructure and client devices. 

Dell OpenManage Integration Suite for Microsoft System Center enables IT administrators to 

leverage the capabilities of System Center and provide enhanced monitoring and effective 

management of Dell hardware. The Integration Suite for System Center Operations Manager 

supports end-to-end monitoring of various Dell product lines covering Dell servers, storage, 

printers and client devices.  Through the Dell OpenManage Integration Suite, administrators 

can selectively download and install individual monitoring suites based on the monitoring 

needs of the organization’s environment. 

Dell Server Management Pack Suite 
In the Integration Suite portfolio, Dell Server Management Pack Suite offers monitoring of 

Dell server hardware – Servers, PowerVault NAS, DRACs, iDRACs and CMCs.  The Latest 

version of this suite enables monitoring of the Dell server hardware using System Center 

Operations Manager 2007 R2, System Center Essentials 2010, and System Center 2012 

Operations Manager and integration with various Dell tools. Additionally, new support is 

added for monitoring 12th Generation Dell Servers through the new agent-free monitoring 

capabilities of Life Cycle Controller running on  the integrated Dell Remote Access 

Controllers version 7 (iDRAC7). 

The agent-free monitoring of 12th Generation Dell Servers is facilitated through Dell Server 

Out-of-Band Monitoring Management Packs that make use of secure WS-Management 

protocol to monitor the various components of Dell Servers through the Life Cycle 

Controller in iDRAC7.  The Out-Of-Band Monitoring Management Packs monitor inventory, 

health and performance metrics of the Dell Server, without requiring an OpsMgr agent 

installed on the server. 

Agent-free monitoring 
Agent free monitoring enables monitoring of 12th Generation Servers without utilizing key 

server resources like CPU, memory and leaving the server resources to be completely 

utilized for business critical applications.  Enabled by Life Cycle Controller running on 

iDRAC7, agent-free monitoring enables you to monitor the server in real time, independent 

of the way the server is being used and the operating system installed on it.  Agent free 

monitoring provides for a one monitoring solution, without depending on agents but at the 

same time providing the same level of monitoring capability as is provided through an 

otherwise in-band agent based solutions. 
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Architecture of Dell Out-of-Band Monitoring Feature 
Dell Out-of-Band (OOB) Monitoring through System Center 2012 is a licensed feature.  The 

monitoring feature makes use of Microsoft System Center 2012 Monitoring Pack for WS-

Management and SMASH Device Discovery to discover 12th Generation Dell Servers.  Once 

the 12th Generation Servers are discovered, the OOB Monitoring solution makes use of Dell 

OOB Helper Utility installed on the management server to efficiently extract the inventory, 

health and metrics from the LifeCycle Controller through secure WS-Management 

interfaces.  The collected inventory, health, and metrics are then represented in the various 

Dell Server specific presentation views. The OOB Monitoring solution converts the device 

events received from LifeCycle Controller as Simple Network Management Protocol (SNMP) 

traps into OpsMgr alerts associated with the Dell Server. 

Figure 1 Out-of-Band Monitoring Architecture 

 

Installing and Configuring Dell Out-of-Band Monitoring Feature 
Before installing the Dell Server Management Pack Suite, import Microsoft Monitoring Pack 

for WS-Management and SMASH Device Discovery, purchase licenses for the Out-of-Band 

Server Monitoring through Dell Server Management Pack Suite, install and configure 

Connections License Manager and finally enable Server (Out-of-Band) monitoring feature 

from Feature Management Dashboard.  

Monitoring Pack for WS-Management and SMASH Device Discovery - Microsoft System 

Center 2012 has released a monitoring pack for discovery and monitoring of devices that 

support SMASH profiles through WS-Management protocol.  The pack includes a discovery 

wizard that can be used to discover devices in a network segment by providing a range of IP 
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Addresses or list of IP Addresses.  Provide the credentials for discovering the devices that are 

either the iDRAC7 local accounts or Active Directory accounts if the iDRAC is integrated with 

Active Directory. 

Devices compliant with WS-Management protocol and support SMASH profiles are classified 

as SMASH devices and are associated with their corresponding Server instances (Windows 

Computer objects).  The Monitoring pack also supports propagating the health of the SMASH 

device to the Windows Computer instance, thereby consolidating the hardware and the 

software health together at the Windows Computer instance. 

Dell Out-of-Band Monitoring Licenses need to be purchased from Dell Sales in order to use 

Dell Out-of-Band monitoring feature.  Licenses can be purchased based on the network size 

and the future capacity expansion of the datacenter.  The licenses are delivered to you 

through email or as downloadable from the Dell Support Site. 

Dell Connections License Manager is a separate downloadable from Dell Support Site.  In 

order to monitor licensed features, this product needs to be setup in your environment.  

Once the license manager is setup, the purchased licenses are imported into the Dell 

Connections License Manager.  

Dell Server Management Pack Suite is then installed on the management servers where the 

12th Generation Dell Servers are monitored via agent-free monitoring.  The installation will 

ensure that Dell OOB helper utility is properly installed on the management server and the 

management server is now capable of monitoring Dell Servers through agent-free 

monitoring. With System Center 2012, the management servers can be grouped into 

resource pools.  Resource pools enable the management servers to distribute work amongst 

them and ensure that monitoring is uninterrupted on management server failures. Dell 

Server Management Pack Suite must be installed on all management servers in a 

management pool, so that all Dell OOB Monitoring workflows continue to work even during 

management server failures.   

Feature Management Dashboard of Dell Server Management Pack Suite 5.0.1 allows you to 

be able to import, remove, or manage monitoring features.  This dashboard is created once 

the Dell Server Management Pack Suite is installed on any one of the management servers. 

In this dashboard, the Dell Out-of-Band Monitoring appears as a monitor feature “Server 

Out-of-Band Monitoring.”  Associated with this feature are a set of tasks, which can be used 

for configuring the feature.  All possible tasks for this feature are listed in  

 

Table 2 Server Out-of-Band Monitoring Feature Tasks.  

Dell Server Management Pack Suite provides two prepackaged monitoring levels of  Dell 

Out-of-Band monitoring based on the network capacity and needs.  The different 

monitoring levels and possible customer scenarios are provided in the following table.  You 
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can leverage these prepackaged monitoring levels or create their own customized 

monitoring by overriding the various unit monitors available as part of the monitoring 

feature.  

Table 1 Dell Out-of-Band Monitoring Levels 

Monitoring Feature 
Level 

Features Scenarios 

Scalable Monitoring Full inventory, alerts 
 
High level health up to 
component groups 

Mid-size to large cloud 
environment with many 
virtual servers 

Detailed Monitoring Full inventory, alerts 
 
Full health up to component 
groups 

Small datacenter or a small 
private cloud with few virtual 
servers 

 

Once the right level of monitoring for the network is determined, customer needs to simply 

select one of the tasks (“Set to Server (Out-of-Band) Scalable Feature” or “Set to Server (Out-

of-Band) Detailed Feature”) to enable the monitoring at that level.  These tasks will import all 

the relevant Dell Out-of-Band monitoring management packs.  (The Feature Management 

dashboard will now change the Available Version to 5.0.1).  License availability and usage is 

also shown in the Feature Management dashboard. 

 
Figure 2 Dell Feature Management Dashboard 
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Figure 3 Dell Connections License Manager 

 

 

 

Table 2 Server Out-of-Band Monitoring Feature Tasks 

Task Name Function 

Set to Server (Out-of-Band) 

Scalable Feature 

Enables high level monitoring of Dell Servers.  Use this feature to 

monitor large number of servers. 

 

Imports all the relevant management packs for high level 

monitoring of Dell Servers through OOB Monitoring. 

Set to Server (Out-of-Band) 

Detailed Feature 

Enables detailed monitoring of Dell Servers.  Use this feature for 

monitoring the health up to component level. 

 

Imports all the relevant management packs for detailed 

monitoring of Dell Servers through OOB Monitoring. 

Set Server (Out of Band) 

Monitoring as Preferred 

Monitoring Method 

Select the preferred monitoring method.  If a server is discovered 

both in-band and OOB, then use the OOB as the preferred 

method of monitoring. 
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Configure License Manager Configure the License Manager URL. Out-of-Band Monitoring 

Licenses should be imported into this License Manager 

Remove Server (Out-of-

Band) Feature 

Removes the Dell Server OOB Monitoring feature. 

Launch Dell Connections 

License Manager 

Launches the Connections License Manager Web Interface. 

 

Dell Out-of-Band Monitoring Features 

Once all the setup requirements are met, Dell Out-of-Band Management packs starts 

monitoring the devices which were discovered through the Microsoft WS-Management and 

SMASH device discovery template. The management packs enable collection of inventory, 

health, and performance metrics of the discovered Dell servers based on the level of 

monitoring feature and render the data in the various views provided by the management 

packs. The monitoring information is collected from the devices using secure WS-

Management interfaces using either local iDRAC7 credentials or Active Directory credentials 

(if iDRAC7 is integrated with Active Directory).  Device events are collected through Simple 

Network Management Protocol (SNMP) Traps and converted into OpsMgr Alerts in the 

various Alerts Views.  Dell Out-of-band management packs automatically configure the 

SNMP Trap destination on the Dell Servers with the IP Address of the management server, so 

that customer need not configure this for every device in the network.  Dell Out-of-Band 

Management packs provide the following views. 

Table 3 Server Inventory, Health, Performance and Alerts 

Component Inventory Health Performance Alerts 

Server Asset Tag, Service Tag, OMSA URL, 

RAC URL, and Model 

Yes N/A Yes 

iDRAC7 LCC Version, Storage Size, and Model N/A N/A Yes 

BIOS Manufacturer, Version, and Serial 

Number 

N/A N/A N/A 

Power Supplies Serial/Part Numbers, Model, Type,  

Manufacturer, and Total Output Power 

Yes Yes* 

 

Yes 

Memory Serial Numbers, Model, Manufacturer, 

Capacity, and Speed 

Yes N/A Yes 
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Processors Family, Model, Manufacturer, Speed, 

and Number of Cores 

Yes N/A Yes 

Network Interfaces MAC & IP Address, Speed, Media Type, 

Vendor/Product Name, Family, and 

NIC attributes 

Yes Yes Yes 

Storage Enclosures Service/Asset Tags,  Firmware/EMM 

version, and Enclosure properties 

Yes N/A Yes 

Storage EM 

Modules 

Part number, firmware version, and 

type 

Yes N/A Yes 

Virtual Disks Name, Capacity, Layout, Media Type, 

and VD properties 

Yes N/A Yes 

Physical Disks Name, Capacity, Vendor, Serial 

Number, Versions, Manufacture Date, 

Drive form factor, and Physical Disk 

properties 

Yes N/A Yes 

* Power/energy and headroom metrics are collected 

 

 

 

Table 4 Sensor Health, Performance and Alerts 

Sensors Health Performance Alerts 

Temperature Yes Yes Yes 

Battery Yes N/A Yes 

Voltage Yes N/A Yes 

Current Yes Yes Yes 

Chassis Intrusion Yes N/A Yes 

Fan Yes N/A Yes 

 

Diagram Views – Dell Out-of-Band management packs monitor the inventory of the various 

components of the Dell Server and create a hierarchical representation of the device in the 
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Dell Server Views.  All servers that are discovered through in-band or Out-of-band are 

grouped under single Dell Servers groups – so that the customer has a single view of all the 

Dell servers in the environment, irrespective of the monitoring methodology.  You can drill 

down the hierarchy for a deeper insight into the component inventory and health.  Out-of-

band Management packs collects asset tags, part numbers, serial numbers and firmware 

versions for all components where applicable, so that you can create an on demand custom 

inventory and asset reports. 

Figure 4 Dell Server Diagram View 

 

Alert Views – Dell Out-of-Band management packs collects the SNMP Traps from the 

various Dell Servers and associates them as OpsMgr Alerts with the Dell Servers which 

originated the events.  All the alerts contain detailed knowledge articles with causes and 

resolutions to assist in troubleshooting.  Customers can utilize the knowledge articles to look 

up the alert condition and take appropriate resolution steps to remediate the problem.  The 

management pack also provides two common alert views across all servers – Server Alerts 

View for all alerts from the Dell Server and NIC Alerts View for network interface specific 

alerts.  These alert views contain the alerts from both Out-of-Band and in-band Discovered 

servers – so that customer has one single view for getting a holistic picture of all alerts in the 

network. 



 
 

11   Agent free Monitoring using Microsoft System Center Operations Manager 2012 
 

Figure 5 Health and Alert Knowledge Articles 

 

 

Performance Views – Dell Out-of-band monitoring management pack monitors several 

temperature, power, energy and network interface performance attributes and displays them 

as graphs under the Dell Out-of-Band Performance Views.  Customer can select different 

attributes and either compare amongst the attributes (for example, Peak Power vs Power 

Consumption) or compare the attributes across different Dell Servers.  Customer can also 

customize the views based on selected time ranges.  Customers can also launch various Dell 

tools to either troubleshoot on the specific device or launch OpenManage PowerCenter to 

monitor and manage power for the devices being monitored. 
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Figure 6 Dell Out-of Band Monitoring Performance Views 

 

Out-of-Band Server State Views – Dell Out-of-band management packs also provide for a 

state view for out-of-band monitored servers.  The state views provide a very easy 

consolidated health view of the Dell Servers and their components in the network. OpsMgr 

Operations Console enables the customer to sort and examine the servers in the order of 

health severity and launch the server specific alert, diagram, and performance views or 

console tools for further troubleshooting. 
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Figure 7 Out-of-Band Servers State View 

 

Console Launch – Dell Out-of-band management packs also enable the customer to launch 

Dell iDRAC7 Console from the server context.  The management packs also enable you to 

also troubleshoot through in-band tools by either launching the corresponding in-band 

console (OpenManage Server Administrator Console) or Remote Desktop Console into 

Windows operating system installed on the dell server. The consoles can be launched from 

any of the diagram, state, alert, or performance views.  With internet access available from 

management server, customer can also launch and view Dell Warranty information for the 

selected server and renew warranty from the same context. 

Unmanaged Servers View 
Dell devices that do not meet the criteria of monitoring (for example, 11th Generation Dell 

Servers) are classified as Unmanaged Servers and shown in a separate state view.  In this 

view, the servers are shown with the reason why they are not classified by the Dell Out-of-

Band management pack – so that customers are able to troubleshoot and take necessary 

steps to remediate the problem. 

Dell Tools integration 
With the latest Dell Server Management Pack suite, you can now leverage all Dell tools and 

their features available from a single OpsMgr console.  With this Suite, you can integrate and 

launch Dell License Manager and Dell OpenManage PowerCenter from the OpsMgr Console.    

Dell License Manager is a one-to-many license deployment and reporting tool for 

monitoring and managing iDRAC7 licenses. Customer can monitor, backup and deploy 
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iDRAC7 licenses on one or more 12th Generation Dell Servers in network.  Customer can also 

now view iDRAC7 license inventory and status reports, all starting from OpsMgr Console.  

Dell OpenManage PowerCenter enables monitoring and management of  energy 

consumption in a data center thereby providing increased visibility into power consumption, 

utilization, and anomalies of Dell Servers in the network. With this increased insight, 

customers can gain precise control by identifying underutilized servers and enabling power 

reduction policies to maximize uptime of business critical applications and increase cost 

savings on overall power consumption in the datacenter. 

Conclusion 
Dell OpenManage Integration Suite for Microsoft System Center enables capabilities of 

Microsoft System Center to be leveraged in the most efficient way for managing and 

monitoring Dell Servers.  Dell Out-of-band Monitoring management brings in the capabilities 

of Microsoft System Center, 12th Generation Dell Server agent-free monitoring features and 

Dell tools together to provide a comprehensive solution to monitor Dell Servers in real time, 

providing the ability to quickly respond to hardware failures in the most effective manner, 

optimize datacenter utilization, and increase productivity in IT environments. 

Links 

 Dell OpenManage PowerCenter User Guide 

[https://support.dell.com/support/edocs/SOFTWARE/OMPC1.0/1_1/EN/ug/ug.pdf] 

 Dell License Manager User Guide 

[http://support.dell.com/support/edocs/software/dlm/10/en/UG/UG_en.pdf] 

 Dell Connections License Manager User Guide 

[http://support.dell.com/support/edocs/software/smconect/clm/10/ug/ug-en.pdf] 

 Dell Server Management Pack Suite User Guide 

[http://support.dell.com/support/edocs/software/smconect/msscom/501/en/ug/ug-

en.pdf] 
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Learn more 

Visit Dell.com/PowerEdge for more information on Dell’s enterprise-class servers. 

Visit Dell.com/SystemCenter for more information on Microsoft System Center and Dell 

OpenManage Integrations 
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