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1. About the Document

Purpose

This document provides detailed information on configuring and managing Elfiq Link Balancer through the web GUI.

Conventions
In this document, the following conventions are used:

e Menu clicks directions syntaxes are written in 10pt Arial on a single in bold:
wizards and settings -> basic configuration menu

« Promptmessages are written in bold under cotes :
“The commands have been sent to the Link Balancer”

e Specific annotations are written in bold and can be of 3 types:
NOTE
IMPORTANT
WARNING

Additional Information

For online access to our complete set of documentation and tools, please visit the support section of our website at
http://www.elfig.com

Support Center

You can contact the Elfiq Support Center at support@elfig.com or at +1-514-667-0611 option 2. A member of our team
will be pleased to assist you.

© Copyright 2011-2012, Elfiq Networks (Elfiq Inc.). All rights reserved.

All the information contained in this document is owned by Elfiq inc. and protected by worldwide copyright laws. No maodification or reproduction is
permitted without the prior written authorization of the owner.

Elfiq is a trademark of Elfig Inc. All trademarks mentioned herein belong to their respective owners.
Elfig inc. shall not be liable for any damages resulting from the use of this information and the products described herein.

Elfig inc. reserves the right to make changes to any information within this document and to make improvements and/or changes in the products
described herein at any time and without notice.
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2. Introduction

In this guide, we will show you how to configurean Elfiq Link Balancer to load balance incoming and outgoing traffic, in an
infrastructure with two internet providers. We will use the GUI interface to complete the setup1.

We will take as an example the following information:
Elfig model: LB550E
The primary2 Link info is:

Provider Name: Provider1_T1

Link Type: T1

Download Bandwidth (kb/s): 1544
Upload Bandwidth (kb/s): 1544

MTU Size (if known): 1500

Provider's Router IP Address: 194.204.1.1
Subnet Mask: 255.255.255.0

The secondary link is:

Provider Name: Provider2_xDSL

Link Type: DSL

Download Bandwidth (kb/s): 5100

Upload Bandwidth (kb/s): 820

MTU Size (if known): 1492

Provider's Router IP Address: 212.217.1.1
Subnet Mask: 255.255.255.0

A DMZ configured with three servers

e Local DNS server I[P address : 194.204.1.102
e A mail server IP address : 194.204.1.101
o A web server (http/https) IP address :194.204.1.100

A firewall with an IP address: 194.204.1.3

For the purpose of this tutorial we will, we will define some link balancing policies on the Link LB.

o Make all outgoing web traffic (http and https) to be load balanced equally on both links.
e Make incoming secured web (https) and email traffic to failover to a secondary link (Provider2_xDSL) if the
primary goes down.

"This setup is based on scenariol1 presented in the LinkLBConfigGuide. If you want to configure the Link LB with the command line interface (CLI),
please refer to the enclosed CD; it contains a quick configuration guide using CLI. It also contains how to add advanced features like SitePathMTPX and
GeolLink.Should you require more information regarding Link LB commands, administration and protocol specific information, please refer to the EOS
Admin Guide

%Primary link is the original link prior to installing an Elfiq Link Balancer and it's IP addressing scheme is used to assign IP addresses in the network
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Figure 1

As shown in Figure 1, Elfiq link balancer will be installed between the firewall and the service provider

The primary link will be connected on port Eth2 and the firewall will be connected on port Eth3 of the Link LB. These are
the Failsafe® ports by default in this model. The secondary link can be connected on any of the remaining ports; in our
case, we used port Eth1.

3Always connect the primary Link and the firewall on the pair of ports shown as bypass on the front plate of the unit. Failsafe will bridge the two ports to
keep the connection with the primary link if the Link LB goes down.

Link LB Quick Web Configuration Guide — EOS 3.5.0 and higher — Document Version 2.0 - January 2012 5/39




ELFIQ

ETWORK

3. Accessing the unit

The Link LB has a dedicated management interface and can be accessed via SSH on port 22 or via the web interface on
port 80.

Connect the Link LB unit power cord.

Connect the management interface to your computer.

Configure the Network interface of your computer with 10.1 .0.x/24*,

Start your web browser and navigate to the unit’s IP address (by default 10.1.0.100).

prON~

Elfig Link Balancer Management Login

ELFI®

N ETWOREKS

Usemarne: rgrik
Password: PR
Sdrninistratar Password [enable]: e

[1mg

Copyright 2004-2010 Elfig Metwarks (Elfig Inc)

The default credentials are:
User name “mgmt”
Password “mgmt’

Enable “‘mgmt”

“X can be any digit from 1 to 254 except the 100, and the mask is 255.255.255.0
]
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4. Basic system configuration

= | Q 10.1.0.100/main.ht -SID_1322777596_331 v | | ™~ subinterfaceinliQ Feedback> # «
: B LinkLB LB1000 UNLICENSED UNIT 10.1.0.100 EOS 3.5.0 (2043) mgmi[EOS_READ|Enable]
Elfiq Link Balancer sysiembatefMime : 2011.12.01 2219 CPU Usage: 209% e L F I (’
System Uptime : 0.11 Hours Memory Usage : s [60/115MB
Management Serial Number:  ST1E61040A00010
NETWDRARKS
Menu > System > Basic Configuration Wizard
= System

Welcome to the Basic System Configuration Wizard

’ & Wizards & Settings

| =l Event Log This wizard will help you setup basic information about your Elfig Link Balancer SYSTEM madule :
H Save Configuration ® Hostname and managementinformation.
= Date and time.
@ Web Command Line B | ogging server (syslog).
pa = Email alerts,
B Command Prompt m | jcense key.

=] Batch Commands — ) o ] .
w The execution of this wizard save the configuration to FLASH.

+* | Configuration
f The execution of this wizard will reload your Link Balancer if the management IP address or the license

= Help key is modified. You will lose access to the Link Balancer and need to login.
& Effig Info Click the Next button to continue
_| Diagnostic Infarmation Click the Cancel button to abort

(1] Browser Compatibility Notes

= Session

§ Logout

http://10.1.0.100/main.htm(2sid=SID_1322777596_330# = o b Sonee

Once logged in, a welcome to the Basic system configuration wizard will be displayed automaticallys. This wizard will help
you setup the SYSTEM module of your link balancer. This includes configuring:

e The Hostname and the management IP address.
e The system time,

e The Logs/alerts, email configuration

e Inserting the License key.

Note that, some preconfigured system informations are also shown on top, most importantly:The model name, the license
type, the management IP and EOS version. In our case, the wizard above shows a license type as unlicensed in bold
red, this is because we didn’t activate it yet6.

Click “Next” to start the configuration

®Click on wizards and settings -> basic configuration menu to get to the same wizard
®Unless your link balancer unit is shipped to you preconfigured with the license activated, the license type will show as Unlicensed in bold red, otherwise
it's in bold blue.

Link LB Quick Web Configuration Guide — EOS 3.5.0 and higher — Document Version 2.0 - January 2012 7/39




LFIO

This windows allows you to insert all information

General

Hostname: MyLinkLB
Management IP address: 192.168.0.100
Bitmask [1-32]/ Netmask: 24 | 2] 2552552550
Default gateway: 102.168.0.1

[ Adjust the Coordinated Universal Time (UTC) time and date

Use NTP to synchronizeJTC date | yoe w
and time:
NTP Server IP address: 192.168.0.99
NTP refresh interval hours [1-24]: 1 A
v
UTC date (yyyy-mm-dd}: e
UTC time (hh:mm):
Link Balancer location (timezone). | Canada/Easterr| (==
Send syslog messages to a logging server
" Previo > Next 0 Cancel

We named the host as MyLinkLB. We assigned to it a management IP address of 192.168.0.100, available on the private
network, and a gateway of 192.168.0.1

We configured the date and time on the unit to be synchronized from an NTP server available at 192.168.0.99 with a
refresh time of 1 hour. Finally we selected the time zone as Canadian/Eastern. Notice that you can choose not to use NTP
and insert UTC time and date manually’

We left the box “Send syslog messages to a logging server” unchecked because we assumed we don’t have a syslog in
the network.

Click “Next” to continue.

& Send SMTP (email) alerts

Mail relay IP address: 192.168.0.33
Mail relay port [1-65535]: 25 2
Issue severity [1-4]: 1- Alert v

Link Balancer sender email address: MyLinkLB@mydomain.com

Send email alerts to the following recipients
support@mydomain.com

=]

m
T

"Please refer to Admin guide for more info.

0000000909090
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Here we configured SMTP relay with 192.168.0.33 to receive notification about the status of the unit through email. We
put the severity to 1 to receive alerts only.

Finally we give it an email address of mylinkLB@mydomain and added a support@mydomain.com as a recipient for any
notification. You can add more recipient if required. Click next to continue

[ Configurefmodify the license key

License key: B06C46ET8A4B21095C20DAA1 A0BO4FS

B

Here we simply inserted the license of 32 caracters long.

Click “Next” to continue

Note: The license is emailed to you once you purchased the unit:

Here is an example of an email you should have received

Elfiq Networks Unit Shipment

sales@elfiq.com

Wed 31/08/2011 3:23 FM
GreatAdmin @GreatCompany. com
Support; sales@elfig.com

] Message - Elfiq Support 2.3.pdf 349 KB)

Here is vour license key and serial number information:

Unit Owner : Great Company Inc.

Installation Site - Great City Office

Hardware Serial Number - 12345678

License Tvpe : End User

License Key : 18ZVP45QSBKBLD062WI6H2147S257B72
Model : Link LB-S00E

HA/Failover Option : No
Geographical Option : n/a
Maintenance : Partner 1.3 10/1/2011 to 9/30/2012
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Finally, the wizard will show the summary of what was inserted through the wizard and ask for your confirmation before
applying the configuration. If the information shown corresponds to what you intended, just click on Finish to apply the

new configuration.
> System > Basic Configuration Wizard

Confirmation
These are the values collected by the wizard.

Hostname : MyLinkLB

Management P : 192.168.0.100/24
Default Gateway : 192.168.0.1

Syslog Server : Disabled

NTP Server IP Address : 192.168.0.99

NTP refresh interval hours : 1

Date/Time : No Changes

Timezone : Canada/Eastern

SMTP (email) Relay IP : 192.168.0.33
SMTP Relay Port; 25

SMTP Severity : 1

SMTP Sender : MyLinkLB@mydomain.com
SMTP Recipient : supporti@mydomain.com
License key : B06C46ETBA4B21995C20DAA1A40B04FS

Link Balancer Commands
These commands will be sentto the Link Balancer and executed.

syst
set hostname MyLinkLB
setmgmtip 192.168.0.100/24 192.168.0.1

et lemaine dicahlo

" Previous Finisy QCarH:eI

A confirmation box will be displayed
(Apply changes? x|
92 Are you sure you want to apply all the changes?

'

Mo

Click “yes” if you are sure.

The unit will reboot to apply the changes.

Another box message will be displayed to show that you lost the connection to the unit. Just ignore it and reconnect using
the new management IP address: 192.168.0.100

| Reconnect? %l

<2 Communications with the unit has been lost.
L
S
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5. Basic Virtual Forwarder Interface (VFI) configuration

5.1.  Configuring the primary link

After reconnecting with the new IP address, you are automatically redirected to primary link page to create a new primary
link .2

= (.) 192.168.0.100/main. html?sid=SID_1323102841_565 v C ‘lv oogle Q @ Feedbackv # ~
MyLinkLB LB1000 Demo Single 192.168.0.100 EOS 3.5.0 (2049) mgmi[EOS_READ|Enabie]
Elfig Link Balancer sysembatemme: 20111205 11:35 CPUUsage: o 114.2% e L
System Uptime : 0.42 Hours Memory Usage : s (707115 MB
Management Serial Number:  S71E61040A00010
NETWOR !(.

Menu > Link Balancer > Wizards > Primary Link

= Link Balancer
Welcome to the Primary Link Configuration Wizard
This wizard will help you setup the primary link configuration.

&P Overview
4% Wizards & Settings

) o The execution of this wizard will clear and reset the Link Balancer configuration.
fllly Cumulative Statistics
»&* Historical Statistics ; .
v Click the Next button to continue
(=] Probe Click the Cancel button to abort
=] Event Log
a Save Configuration

(_» Reload Unit

= Web Command Line
@ Command Prompt
] Batch Commands

# | Configuration

= Help

&) Elfiq Info

|=| Diagnostic Information

http://192.168.0.100/main.html?sid=SID 1323102841 565# (5 4] @ cance

Click “Next”to continue

InsidelOutside Interfaces

Inside interface (connected to the firewall): eth3 -
VLAN Inside (leave blank if no VLAN):

Outside interface (connected to ISPs): eth? w

WLAN Outside (leave blank if no VLANY):

8 You can get to the same screen through Wizards & settings ->Primary Link.
]
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Here, notice that the wizard automat|cally defined eth3 as the inside interface, and eth2 as the outside interface, because
these are the default failsafe’ ports on this model. The primary link is supposed to be plugged in the outside interface eth2
(see section 6 for more details).

Click next to continue

> Link Balancer > Wizards > Primary Link
General
ldentification Label: Primary_Link
Router IP / Gateway: 184.204.1.1
Bitmask [1-32]/ Netmask: 32 |4 255.255.255.0
Firewall IP: 194.204.1.3
Quick Link Bandwidth Selection: T1 1544 khitls 28
Bandwidth In kbis [1-100000] 1544 :
Bandwidth Out kb/s [1-100000] 1544 &
Probe 1 IP: 72.55.150.217
Probe 1 Port [1-65535] 1148 =
Probe 2 IP: 152.58.128.30
Probe 2 Port [1-65535] [53] gl
MTU [1024-1500]: 1599 | :

h. ¥ Previous Mext PCEWEEl

Here is where all primary link information should be inserted. Most of the information is provided by your ISP: IP address
of the gateway, the mask the speed of the connection and also the MTU. The polling destinations or probes however
should be defined by you They are used by the link balancer to check the status of the Link.

Click “Next” to continue

® Failsafe is useful in order to keep the internet connection through the primary link should the link LB goes down
"“The probe IP address can be any IP address reachable on the internet that’s reliable. Probes could be a root DNS server, a public service or another
Elfig Link LB at port 1148. You should define your own probe destinations.
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> Link Balancer > Wizards > Primary Link

Confirmation
These are the values collected by the wizard.

Inside Interface : eth3

Outside Interface : eth2

Description : Primary_Link

Router IP : 194.204.1.1

Bitmask : 24

Firewall IP ; 194.204.1.3

Bandwidth In : 1544 (kb/s)

Bandwidth Out : 1544 (kb/s)

Probe 1 |p: 72.55.150.217 [:&
Probe 1 Port; 1148

Probe 2 1P : 192.58.128.30

Probe 2 Port : 53 |

Link Balancer Commands
These commands will be sent to the Link Balancer and executed.

syst

vfid

cirall

attach in eth3
aftach out eth2

Fovmtirn deFaalt halamcinm oeson s akle

Previous | Finish €3 cancel

This screen shows what has been added to verify your information before applying.
If satisfied with the changes, click “Finish” to confirm.

| Success |

The commands have been sentto the Link Balancer.

A window will pop up confirming the changes have been sent and there were no errors. Click “OK”

Next we will add an alternate link.

Note: At this point the link balancer can be installed in your network and can operate with just the primary link
configuration”.

" Please refer to section 6“Installation” for more details.

Link LB Quick Web Configuration Guide — EOS 3.5.0 and higher — Document Version 2.0 - January 2012 13/39




€LFIQ

MNETWORK

5.2

Add Link wizard

To add an alternate link click on Wizards & settings ->Add Link.

| |2 Web Command Line

& | © | 192.168.0.100/main.html?sid=SID 1324313718 12334 v | [~ Q| €Y Feedback~ # ~
e LinkLE LB1000 Demo Single 192.168.0.100 EOS 3.5.0 (2150) mgmiEOS_READ|Enable]
Elfiq Link Balancer syserpatermime : 20111219 12:50 CPUUsage: [ 1222% L (
System Uptime 116.94 Hours Memory Usage : s  [BOJ115MB
Management Serial Wurber:  S71E61040A00010 E
NETWORARK
Menu

=@ Link Balancer
9 Overview
i Wizards & Settings

@& Link 1 :Primary Link
illly Cumulative Statistics
=4+ Historical Statistics
=
=

™ save Configuration

Probe

Event Log

Bl Command Prompt
F=] Batch Commands

& | Configuration

= Help

& Lifig Info
|F] Diagnostic Information

[ 1] Browser Compatibility Notes |=

> Link Balancer > Wizards & Settings

e s T TR TR ey P

parameter

Change Passwords
: the user pa
Qo
mard (=nable)
Authenticetion Settings (2,
Caonfigure user authentication ‘-':},r_

Firmware Update
Update the Link Balancer's
firmware

= Links and Primary Link Devices

[

k g { cenfigure the primary fink

Primary Link

| s wizard will nelp you

Ea T e R (TR

interfaces.

User Management

Manage users and goups.

LAN Failsafe Confijuration
Manage interface groups and

actions.

Configure the system network

N

Add Link

= |||_,_|-:||-n

w link to the balander

¥ill RElp You o ado

a

A welcome to the add link wizard will be displayed.

Welcome to the Add Link Wizard

This wizard will help you add a new link to your current configuration.
Click the Next button to continue
Click the Cancel button to abort

Click "Next" on the welcome screen.

Link LB Quick Web Configuration Guide — EOS 3.5.0 and higher — Document Version 2.0 - January 2012
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> Link Balancer > Wizards > Add Link

General

ldentification Label: Secondary_ISP2

Link Type: Static IP Address B
Router IP / Gateway: el iy A

Bitmask [1-32]/ Metmask: 24 |*|[ 2552552550
= 255255,

Quick Link Bandwidth Selection: Cahle 5100/820 khitis o

Bandwidth In kbis [1-350000]: 5100 <
bl

Bandwidth Out kb/s [1-350000]: 820 =
v

Probe 1IP: 72.35.150.217

Probe 1 Port [1-65535]: 1148

Probe 2 IP: 182.58.128.30

Probe 2 Port [1-65535] 53 =
Al

MTU [1024-1500]; 1500 v
N

Presdoug 5 Mext P Cancel

In this winqgw, we inserted the IP address of the secondary ISP gateway, the type, the download/upload bandwidth and
the probes “.

Note that the “Quick link Bandwidth” Selection allows you to quickly select a bandwidth from some usual configuration. In
this scenario, we selected the Cable 5100/820 Kbits because it matchs our download and upload bandwidth. The Cable in
the description doesn’t necessarily represent a Cable link.

Click “Next” to continue.

Outside Interfaces
Cutside Interface (connected to ISPs): | ath1 =
VLAN Qutside (leave blank if no VLAN):

Here we selected which interface we wanted to use to connect the secondary link (we used eth1).

Click “Next” to continue.

"2 The probe IP address can be any IP address reachable on the internet that’s reliable.Probes could be a root DNS server, a public service or another
Elfig Link LB at port 1148. You should define your own probe destinations.
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Primary Link Firewall IP

Please choose the device on the internal interface where the inbound 104.204.1.3 T
traffic should be sent: —

Here we defined the primary link IP address to where the incoming traffic should be forwarded. Usually, this is your
firewall IP address.

Click “Next” to continue.

> Link Balancer > Wizards > Add Link

Confirmation
These are the values collected by the wizard.

Outside Interface : ethl
Description : Secondary_ISP2
IMEL undefined

APN : undefined
SIMIRUIMICSIM Pin : undefined [}
Router [P :212217.1.1
Bitmask : 24

Bandwidth In : 5100 (kbis)
Bandwidth OQut : 820 (kbis)
Probe 1 1P :72.55.150.217
Probe 1 Port: 1148

Probe 2 1P :192.58.128.30
Probe 2 Port : 53

Firewall IP:194.204.1.3

Link Balancer Commands
These commands will be sent to the Link Balancer and executed.

-

™ Previous| %" Finish QCa.nrc:el

This is the confirmation page. It shows a description of all the changes as well as the generated Link LB commands.
Click “Finish” if you agree with the changes.

You will be prompted

' .Applychanges? %
' < | Areyou sure you wantto apply all the changes?
\.."/

Press “yes” to continue.

If successful, a success window will be displayed:
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Click “ok”.

| Success 1%

I The commands have been sentto the Link Balancer.

5.3. Load balancing configuration

5.3.1.

IP association

In this section, we will start by creating an association between the “class C” ranges from each link. Creating a basic IP
rule covering the complete secondary link IP range is recommended for typical internet deployments as it eases future

load balancing.

The IP association wizard will help you match the IP addresses from the alternate links with the IP addresses on the

primary link.

Elfig Link Balancer
Management

Menu

= Link Balancer

L_g‘iﬂ Overview

#° Wizards & Settings
& Link 1: Primary Link
& Link 2 : Secondary I1SP2
illy Cumulative Statistics
=¥+ Historical Statistics
=] Probe

[=] Event Log

H Save Configuration
= Web Command Line
Bl Command Prompt
=] Batch Commands

#°| Configuration

= Help

System Uptime : 119.08 Hours Memory Usage : s |80 /115 MB

LinkLB LB1000 Demo Single 182.166.0.100 EOS 3.5.0 (2150) mgmi[EOS READ|Enable]
System Date/Time : 2011-12-19 14:59 CPU Usage : = 10.0 %
Serial Number:  ST1E61040A00010 E L

NETWE_'II:II(

> Link Balancer > Wizards & Settings

IP Pools
IP pools configuration

=
Advanced Incoming IP
%“ Association
'-- C g [P t}

1 Pmemindomon

Click on “IP Association Wizard "

A welcome page will be displayed.
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Welcome to the IP Association Wizard

This wizard will help you associate |P addresses from the primary to the alternate links.

6 The execution of this wizard save the configuration to FLASH.
f The execution of this wizard will clear and completely recreate the ACL NAT OUT table.
f The execution of this wizard will clear and completely recreate the [P Pools table.

Click the Next button to continue
Click the Cancel button to abort

l B Mext bCarh:el

Click “Next” to continue.

IP Associations

5 Refrest] ) Addl €3 Clear

Primary Devices Primary_Link Secondary_|SP2
IP Addressing Static - 194.204.1.1 Static - 212.217.1.1

IP Pools
s Add s Refresh €39 Ciear

Index... Range Link Masquerading

Ty

oy Previuu{mo Cancel

Click on “Add” to introduce a new association rule.
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The simple IP rule outlined here will create an association between the 194.204.1.0/24 of the primary range with
212.217.1.0/24 of the secondary.

New IP association entry
General

Protocol; ; T

Primary Devices [P Addressing

IP Address: 19420410
Bitmask [1-32] / Netmask: 24 ||| 255.255.255.0

St

Port [1-65535];

£ )

Primary Link - Stafic - 194.204.1.1/24

IP address: 194.204.1.0
Start port [1-65535];

£ 2
£

Secondary [SP2 - Static - 212.217.1.1124

IP address: 212.217.1.0 |
Start port [1-65535];

£ 2
£

| + save i ol:amel |

Click “Save” when done.
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The IP association of the address 194.204.1.0/24 on the primary with the address 212.217.1.0/24 on the alternate link,

created is shown in the IP association wizard window below.

Management

Menu

3 Link Balancer

&l overview

Wizards & Settings
& Link 1: Primary Link
& Link 2 : Secondary ISP2
flls Cumulative Stafistics
=g+ Historical Statistics
[ Probe

[=] Event Log

E Save Configuration
=@ Web Command Line
@ Command Prompt
[=] Batch Commands

*| Configuration
= Heip
& Elfig Info

—| Diagnostic Information

= Session

Elfig Link Balancer sysem patemime :
System Uptime ; 119.76 Hours
Serial Number : ST1EG1040A00010

w Browser Compatibility Notes

LinkLB LB1000 Demo Single 192.168.0.100 EOS 3.5.0 (2150)
2011-12-19 15:40 CPU Usage .

mgmi[EQS READ|Enable]
= 229%
Memoary Usage ; ] Bl/115MB

ELFI®

NETWDODRKS

> Link Balancer > I[P Association Wizard

| | | iP Associations

Refresh ) Add €9 Clear

Primary Devices
IP Addressing

A 12 -ip (1 item)

& [} 10420410024

IP Poois

Refresh 39 Clear

Index... Range

Primary_Link
Stafic - 194.204.1.1

194.204.1.0/24

Link

Secondary_ISP2
Stafic - 212.217.1.1

212.217.1.0/24

Masquerading

N

3

Previous &9 Next OCanc:el

After creating your IP associations you should create some IP Pools to use in future outgoing load balancing rules. IP
pools help simplify load balancing rules and their updates by using an id instead of an IP address. Plan ahead and create
an IP Pool containing the range of IP addresses for each alternate link.

Note: If Alternate link has less IP addresses than the primary Link, we recommend that you create an IP pool containing a
single IP (/32) for each link using IP masquerading”. This IP pool will be used for load balancing outbound web browsing
and similar traffic for all source IP addresses.

To create a new IP Pool click on add under IP Pools

¥ Masquerading maps an IP address to a network address — see the Admin guide for more details.
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The new IP pool window will be displayed to insert the related information.

New [P Pool

Index [2-255]: 20 v
b

IP address: 212321713

Bitmask [24-32] / Netmask: 32 c 255 255 255255

DHCP 1D [1-15]: >

PPPOX ID [1-15]: v
s

Masquerading: No -

Save aCaru:EI

Here we create one pool IP 212.217.1.3/32 to map with194.204.1.3/32 (see section 5.3.2 below). Click Save when done

Note: The DHCP id and PPPOX id refer to IP pools for a DHCP and a PPPOE circuits. They are grayed out because in
this scenario, we are using static circuits only.

New [P Pool

Index [2-255]: 71

<>

IP address: 21221710

.

Bitmask [24-32] / Netmask; A oD
74 |2 255255255,

DHCP ID [1-15];

PPPOX ID [1-15];

4L dd

Masguerading: -

¢ Save o Cancel

Here, we create another IP pool 212.217.1.0/24 to map with194.204.1.0/24.

Note also that you cannot use masquerading with a network IP address (212.217.1.0). Masquerading is useful if you want
to NAT a network to one IP address'*.

Click “Save” when done, the IP pools will be shown on the "IP Associations" window below.

" For more information, please refer to the Admin Guide.
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> Link Balancer > IP Association Wizard

IP Associations

Refresh &y Add €9 Clear

Primary Drevices Primary_Link Secondary_ISP2
IP Addressing Static - 194.204.1.1 Static - 212.217.1.1

= 12 - ip (1 item)

S [ ; 1942041024 194.204 1.0/24 212.217.1.024

IP Poois

oo Bdd 5 Refresh €4 Clear

Index... Range Link Masguerading
& [} 20 212.217.1.3032 Secondary_|SP2
(=] 21 212.217.1.0024 Secondary_|SP2

¥
%‘ o P:eviou% W Next bCa.ncel

A confirmation screen will be displayed with all the related commands that will be applied to the new configuration.

Click “Next” to continue

Confirmation
These are the values collected by the wizard.

Link Balancer Commands
These commands will be sent to the Link Balancer and executed.

Vi

clracl nat outip

clracl nat outtcp

clracl nat out udp

clr acl nat outicmp

clracl nat outigmp

clr acl natoutgre

ciracl nat outipsec-esp

clr acl nat outipsec-ah

clracl nat out skip h‘
clr acl nat out ospf

clr acl nat out 12tp

clr acl nat out eigrp

acl natout +ip 1 +any +194.204.1.0/24 +natndnet:194.204.1.0/24

acl natout +Hip 2 +any +212.217.1.0/24 +nat ndnet:194.204.1.0/24

vii0 o
clr poalip

poolip 20 212.217.1.3/32

poolip 21 212.217.1.0/24

broker

saveall o

 Previous | Einish| €2 Cancel
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Click “Finish” to apply to the configuration.

You will be prompted with

' Apply changes? *
2)

Are you sure you want to apply all the changes?
ves [l No

Press “yes” to continue.

If successful, a Success window will be displayed:

| Success |

| The commands have been sent to the Link Balancer.

I oK

Click “OK”.
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5.3.2. Outgoing Load Balancing

Click on Wizards & Settings -->Outgoing Load Balancing

LinkLB LB1000 Demo Single 192.168.0.100 EOS 3. 5.0 {2150) mgmi[EQS_READ|Enable]
Elfiq Link Balancer sysempaterime : 201112191458 CPUUsage: = 110.0% E I f I (
System Uptime : 119.08 Hours Memory Usage . s |80/ 115 MB
Management Serial Number : ST1EG1040A00010
METWDORKS

Menu > Link Balancer > Wizards & Settings

= Link Balancer f | =

- £ ] Ii}e'l.nce Llst [ARF'TabIe:l
£ Overview / vice
47 Wizards & Settings
& Link 1: Primary Link
&b Link 2 : Secondary 1SP2 = IP Association and Balancing Algorithm
illy Cumulative Statistics : IP Association Wizard
] -q Caonfigure basic IP association
= Historical Statistics B
[&=] Probe <« l ‘
[E Event Log IP Pools 4
q IP pools con =1
™ save Configuration %
= Web Command Line .

B Command Prampt
[~ Batch Commands

Advanced Incoming IP
q Association

= Help g -

1 Moeninkamnn

*| Configuration

&

This screen allows you to tailor the outgoing load balancing strategies to your network.

> Link Balancer > Outgoing load balancing

Outgoing Load Balancing
& Relresh Ei Clear.. = o Shiw Extended lnfo

Protocol | Index..  Source Destnation Algorithm  Link 1
IP Pools

oy Add s Retresh B3 Ciear

Index... Range Limk Masguerading
Q ¥ 2 M2.2M17.1.3732 Secondary_ISP2
Q F) 21 2122171024 Secondary_ISP2

Note that the IP pools created in the “IP Association” wizard are listed here for reference. You can also tweak the IP pools
here if necessary. Click “Add” on top to add a new rule.
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We want to create an IP rule. So we selected IP from the protocol list.

The index represents the order of the rule created. As you see in this example, this is the first rule.

General | Source Destination || Action
Index: 1
Protocol: ip b e

Next clickthe “Source”tab to select the source IP address ofthe rule that will represent the source of the outgoing traffic.

This rule for instance will be applied to any traffic coming from the 194.204.1.3 (the firewall IP address).

General Source Desfination || Action

PPPOX ID [1-15];

Source logic: + : positive logic (inclusive) ¥
B 194.204.13 ‘32 12| 255.255.255.255

Ports [0-65535]; l o 2

DHCP ID [1-15]: '

L SR T A

Click on “Destination” tab and type in “any” for the destination IP of the rule.

General || Source Destination Action

Drestination logic:

IP address [a.b.c.d or ‘any’] / Bitmask: any !

40

+: positive logic {inclusive) 2

Paorts [0-65535]: e e

Click on “Action” tab to select the IP pools and the load balancing algorithm you want to use for your load balancing
strategy pertaining to this rule.
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General Source Drestination Action
et ook +: positive logic (inclusive) = nat N
Timeout [1-86400]: B A |CV Action Group [1-253] cr o
cMier e gmeolt v =) A
IP Pools: Qo5
| S Range Link Desc. Biiss Attach - D Description Attach
1 <<srclP>» << sr¢ fink »> o @]
20 212217.13132 Secondary_... 2" @
21 212.217.1.0/24 Secondary_... 2 [
Normithud | Ordered Preferred First Algorithm (OPEA ||  StePath Group ID: [} v
Save 0 Cancel

On the Action logic, positive logic is always preferred. Please refer to the admin guide for more details.

In Action we selected NAT. The Link LB uses the NAT to load balance traffic on alternate links by NATing the source IP to
an adequatelP pool of the link in question.

Under IP pools, we checked the boxes in the attach column to select the IP pool 1 and the IP pool 20.

The IP pool 1 represents the source IP that the session will use to get out of the primary link which is basically the same
as the original. The IP pool 20 is used when the session is load balanced on the secondary link.

Notice that you can select the order of the IP pool bg clicking on the green arrows of each IP pool to push it up or bring it
down. The order is important if you are using OPFA", but not necessary for other Algorithms.

Under Algorithm, we selected OPFA. OPFA is used for a failover'® strategy. Other algorithms can be selected depending
on the strategy you want to apply.

Click on “Save” when done.

The new rule is shown on the outgoing load balancing window.

'® Please refer to the Admin guide for more information on the algorithm description

"SFailover will NAT the traffic on a secondary link only if the primary goes down.
1
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Quigoing Load Balancing

Refresh &y Add €4 Clear..* 4 Hide Extended Info

Protocol et | source Destination Algorithm ~ Link 1 | Link 2 Q
= 12 - ip (1 item)
@ L ip 1 194.204.1,3/32 any opfa 1 2
)
IP Pools

Add L Refresh €9 Clear

Index... Range Link Masguerading
[— 20 21221713032 Secondary_|SPZ2
& Ei 21 212.217.1.024 Secondary_ISP2

We will add in the same way, a rule for each server in the DMZ, but before, we will create an IP pool for each:

e AnIP pool 212.217.1.100 for the local DNS server ; this will be mapped to the IP address : 194.204.1.100
e AnIP pool 212.217.1.101 for the mail server ; this will be mapped to the IP address : 194.204.1.101
e AnlIP pool 212.217.1.102 for the web server (http/https) ; this will be mapped to the IP address :194.204.1.102

We will create also new rules using the above as a guideline for all protocol types we wish to load balance or failover.

We will start with TCP rules for the ports: 25, 80 and 443. We will define a failover strategy for SMTP and an equalized
load balancing for the web and secure web.

We will add a UDP rule for DNS with a failover algorithm.

Finally, we will define a catch all rule for outbound traffic originating from any IP in the Primary Link IP range and using the
OPFA Algorithm for a failover.
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Once done with the outgoing load balancing strategy, the screen will resemble the following screenshot.

> Link Balancer > Outgoing load balancing
Qutgoing Load Balancing
Refresh &, Add €9 Clear.~  Show Extended Info
Protocol Index... Source Destination Algorithm Link 1 Link 2
= 03 - tep {3 items)
& L tep 1 194.204.1.332:0-0 any:25-25 opfa 1 2
& Ll tcp 2 194204133200 any:B0-80 etfa v ]
@ tcp 3 194.2041332:0-0 any:443-443 etfa d +
= 04 - udp (1 item)
& L3 udp 1 194.204.1332:0-0 any:53-53 opfa 1 2
= 12 - ip (5 items)
[ ¥ i 1 194.704.1.3/32 any opfa 1 2
-3 X 2 184.704.1.100/32 any opfa 1 2
SLe¥ o 3 194.704.1.100/32 any opfa 1 2
o L} in 4 194.204.1,102/32 any opfa 1 2
& L ip 5 194.204.1.0/24 any opfa 1 2
e - 3
IP Pools b
L) Add 2 Refresh €4 Ciear
Inde... Range Link Masquerading
& L} 20 212.217.1.332 Secondary_|SP2
@ L& 21 212.217.1.024 Secondary_ISP2
& L 22 712.217.1.100i32 Secondary_|SP2
@ L} 73 212.217.1.101/32 Secondary_|SP2
[ 24 212.217.1.10232 Secondary_|SP2
fr i = .

In this example, as it shows in the screenshot, underTCP, threeTCP rules were created. The first rule means all SMTP
traffic coming from 194.204.1.3 will go through Link1 first and then Link 2 if Link1 goes down. The second rule means all
web traffic coming from the firewall will be equally balanced between the two Links. Similarly, the third rule shows that the
secure web browsing is load balanced between the two links and uses again ETFA (Equalized Traffic First Algorithm)”.

Similarly, a UDP rule for DNS means that any DNS request will go through Link 1 first then Link 2 if the Link 1 goes down.

"7 Please refer to the Admin guide for more details
I —
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5.3.3. Incoming Load Balancing

Incoming load balancing allows your clients to get to your network services from the outside, through all the circuits.
Should one of the links fail, the client can still get to the network from other links.

Usually, because your resources are originally configured with only one IP address from the primary link, the only way to
get to your network from outside is through the primary link only. To overcome this limit, the Link LB knows how to forward
traffic to the right server even if a request is coming from an alternate link. It does that by NATing the destination IP
address according to the mapping already configured on the unit (as we did above - see IP associations).

The Link LB can also be configured to answer DNS request using iDNS. This way, the requester will only need to know
the FQDN'® to access a resource in your network. The Link LB will answer with an IP address of the resource that can be
either an IP from the primary or the alternative link.The advantage of this method is that Elfiq LB will never reply with an IP
of a circuit that is failing because, before replying, it checks the status of the circuits and make sure it's up. Furthermore,
algorithms can be applied to change the way the link balancer will answer to DNS requests therefore, defining your
incoming load balancing strategy.

In order to configure iDNS you would first change your original A records to an NS records for each link on your original
DNS server. This NS record will point to an address of an interceptor that is configured on the Link LB.

See Figure 2, for more details: Different steps are described in order to delegate DNS resolution to the Link LB™.

"8FQDN : Fully qualified domain name
®For more details about IDNS please check the Amin Guide.
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~
J

/al/

DNS Server / Records

www.llb.com NS dns1.llb.com
www.llb.com NS dns2.llb.com
dns1.llo.com A 194.204.1.102

dns2.llb.com A 212.217.1.102 \What is the IP address for
“‘www.llb.com™?

“www” is a sub-zone whose records
are maintained by these name servers:
dns1.llb.com
dns2.llb.com

12,917 1.1/24 204.1.1/24 @ Ok whatis the IP address for
“dns1.llb.com™?

' 3 The IP address for
. “dns1.llb.com” is
194.204.1.102

The Elfig unit will listen for incoming DNS |

requests on an IP address ( Interceptor) from
q ( ptor) 194.204.1.3 . What is the IP address for

each link: “ 5y
194.204.1.102 w www.llb.com™

212.217.1.102 ‘

N
The possible “A” records (iDNS answers) ‘ The IP address for “www._lIb.com” is
are: 212.217.1.100

194.204.1.100
212.217.1.100 (NAT back to 194.204.1.100)

(194.204.1.100)

‘ Browser makes HTTP or HTTPS
N\ IS connection to 212.217.1.100 which then is

S translated by the Elfiq unit back to the
original IP address of 194.204.1.100

www.llb.com

Figure 2

In the Figure 2 above, we replaced the www.llb.com "A record" to an NS record that point to 194.204.1.102 or
212.217.1.102, which are the interceptors configured on the Link LB. At this point, the Link balancer is responsible to
answer DNS requests forwww.llb.com. On the Link LB, we configured the A record for www.llb.com to be 194.204.1.100
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and 212.217.1.100. Elfig will answer with an IP address according to the load balancing policy applied(we will define later
in this section in associated iDNS resource records).

To configure iDNS on the Link LB, click on Wizards & Settings --> iDNS

= Link Balancer

aﬁl Overview

47 Wizards & Settings

& Link 1: Primary Link
@& Link 2 : Secondary 15P2
illly Cumulative Statistics
=¢* Historical Statistics

=

Probe

Event Log

= IP As:

'ﬂ

@ | 192.168.0.100/m 2sid=SID_1324313718 12334, v €| [&@~ Q| Feedbackv # =
. . LinkLB LB1000 Demo Single 182.168.0.100 EOS 3.5.0 (2150) mgmi[EQS READ|Enable]
Elfig Link Balancer sysempatemime : 20111219 14:59 CPUUsage: = 10.0% e LF I(
System Uptime : 1159.08 Hours Memory Usage - Daeesesss |80/ 115 MB
Management Seral Number:  S71ER1040A00010
NETWORKES
[Mang > Link Balancer > Wizards & Settings

De'\nce L|stlARPTabIe‘J |

on the in

the Link Balancer

sociation and Balancing Algorithm

IP Association Wizard
Configure basic IP associafion

IP Pools

=y

IP pools configuration

™ save Configuration

=l Web Command Line

i o Prompt Advanced Incoming IP

Association
i‘\:l-, nced incoming I"

cor

=] Batch Commands

<
i

e T o PRSP P

4" | Configuration

= Help

Click “Add” to add a new interceptor
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IDNS Interceptor Groups

' Refresh ac‘far

Index... Virtual DNS IP Group I Authoritative Resource Authoritative ... Hit C...

H Group 0 (2 items)

All Resource Records

Add ‘2 Refresh €9 Clear
Resource Record Group ID | TTL  Algorithm Int Out Multi RRA  Auth RRA  Nsn

A new window will pop up

Neﬁ EDhiS Interceptor
Index [1-63]: 1 :
Wirtual DNS IP address: 104.204.1 102
Group |D [1-31}: 10 c
Authoritative resource: dns1.iib.com
Authoritative TTL in seconds [30-86400]: | 3p . c
¢ Save a Cancel

The index defines the Id of the interceptor®.
The Virtual DNS IP address is the interceptor IP addressZOzo.Usually one interceptor is required per link.

The group ID can be any digit that will represent a group of different iDNS interceptors. Multiple groups can be created to
represent different IDNS interceptors groups. As you will see later, we will also need to reference the group when we
create the A records®.

Authoritative resource is a virtual FQDN of the interceptor®.
The authoritative TTL (Time To Live) defines the time tocache the entry in the DNS cache®.

Click “Save” when done.

0 please check the Admin guide for more details.
I —
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Do the same thing to create another interceptor for the second link that belongs to the same group.

| Mew iDNS Intercepior |
(|

Index [1-63]: 2 :-
Virtual DNS IP address: 212.217.1.102

Group (D [1-31]: 10 :
Authoritative resource. dns2.lib.com

Authoritative TTL in seconds [30-86400; P =

W' Save | OCanceI | |

This is how it looks after the interceptors are created. And grouped in group 10

iDNS Interceptor Groups

.y Add “or Refresh €9 Clear
- Index... Virtual DNS IP Group ID | Authoritative Resource Authoritative ... Hit C...
= Group 0 (2 items)

0 Al Resource Records 0
0 Unassigned Resource Records 1]

= Group 10 (2 items)

& [ 1 194.2041.102 10 dns1.Ib.com 30
Q L2 2 2122171102 10 dns2.lb.com 30
Associated iDNS Resource Records in Interceptor Group: iDNS Interceptor Group 10
«» Add l Refresh €24 Clear
Resource Record Group [T TFL Algorithm In Out Multi RRA&  Auth RRA | MNsn

Next we will add some resource records. One resource record is required per service to performincoming link balancing.
Click “Add” under associated iDNS.
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Edit iDN5 Resource Record

Resource Record:

1 wiww.llb.com
Group 1D [1-31]:
TTL in seconds [5-B5400]: 30 o
™~
Algorithm: Equalized traffic (ETFA) 2
9% In (LTFAor ETFA) [10-100]: 100 e
v
% Out (LTFA or ETFA) [10-100]: 100 e
b ot
Persistence: MO w
Authoritative Response: Mo b
Muttiple [P Response: Na -
No Such Name (NSN) option: Mo w
Resouwrce Record Answer (RRA): 194.204.1.100
212217.1.100

°

Save O Cancel

The “resource record” defines the FQDN of your resource.
The “group ID” 10 is related to the interceptors we created earlier.

The “TTL in seconds” (Time To Live) defines the time tocache the entry in the DNS cache
The “Algorithm” defines the incoming load balancing strategy21.

The “In%” and “Out %" define the saturation thresholdsof incoming versus outgoing traffic for this resource. This is
applicable only for ETFA and LTFA.?

The “Persistence” ensures to keep the incoming sessions on the first link on which they have been initiated. They are
identified by their source IP they coming from.

The “Authoritative Response”is “no” to define that the Link LB is not the authoritative DNS server for this resource.lt is
mandatory to have it at no if your DNS server is externally hosted.

The “Multiple IP Response” option allows the link LB to answer with all possible IP addresses for the service on top of the
recommended one by the algorithm.

The “No Such Name”will reply with “no such name”?'.

The “Resource Record Answer (RRA)” defines the IP addresses of the resource in each circuit we want the resource to
be accessed from.

?'Check the Admin Guide for more details on the Algorithms.
2 Note that these are not the threshold of the links, defined in section 4.1 and 4.2
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Following the same principles, other resource records will be added.
A mail.llb.com is added for the mail server.

A secure.llb.com is added for the secure web server.

This is how itwill look like when all resource records are added.

> Link Balancer > Idns Configuration

iDNS Interceptor Groups
» Add % Refresh €3 Clear
Index..  Virtual DNS 1P Group |D  Authoritative Resource Authoritative TTL | Hit Count
= Group 0 (2 items)

0 Al Resource Records 0 (1] 1]
0 Unassigned Resource Records 0 ] o

= Group 10 (2 items)

(-5 1 194.204.1.102 10 dnsLilb.com 30 0
(- 2 7122171102 10 dns2.llb.com 30 0
iDNS in Group: iDNS Group 10

Add Refresh 0 Clear

Resource Record Group IDY | TTL  Algorithm In Out Multi RRA  Auth RRA  Nsn Persistence Cache Hit Count Hit Count  grg

= Group 10 (3 items)

Q ¢ wwilib.com 10 30 etfa 100 100 no no no no o 0 ip [194.204.1.100], type [undefined], hc [undefin...
ip [212.217.1.100], type [local], hc [0], gmac [g...

Q 4 mailllp.com 10 30 opfa yes no no no %J 0 ip [194.204.1.101], type [local], hc [0], gmac [g...
ip [212.217.1.101], type [locad], hc [0], gmac [g...

Q & securelb.com 10 30 opfa no no no YES [H] 0 ip[194.204.1.100], type flocall, hc [0], gmac [g..

ip [212.217.1.100], type [locall, hc [0], gmac [g...

Notice thatall resource records are related to the group id 10 of the interceptors created earlier.

We also selected “Yes” for multi RRA to answer with multiple IP addresses for any DNS request regarding the mail server.
For the secure web server we used persistence to keep the session on the same link for the period of a session (see
under the persistence column).

Note also that all the records are created with one IP address from each link. Should one link fail the link balancer will
answer any DNS request with an IP address of the link that's available and thus the client can always get toyour services
through the available links.
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6. Installation

This step requires you to temporarily disconnect your firewall from your existing link router in order to introduce the Elfiq
unit.

In this example we will use an Elfiq LB550E. In this model, the port numbers in the failsafe®® mode are port Eth3 and port
Eth2 (Port numbers may be different for your model). Connect your firewall on the inside interface Eth3 and the primary
link router on interface Eth2. (Please use a crossover network cable unless you are connecting the Elfiq Link LB to a
switch). All traffic will start going through the Elfiq Link LB

NOTE: Before you turn on the Link LB, check your Internet connection, it should be working. If no connection is
established, check your cables.

Providert_T1

194.204.1.1/24

Providert_T1

194.204.1.1/24

Eth2

Eth3

194.204.1.3/24 194.204.1.3/24
— Hitp/https - Hitp/https
n 194.204.1.100/24 “ 194.204.1.100/24
— Mail L AL ., '
Internal n 194.204.1.101/24 Internal I
Network | © Network \ 3

DNS

n 194.204.1.102/24

-

194.204.1.101/24

(> /i

DNS
194.204.1.102/24

&
e

Once you are sure you have connection to the internet, connect the interface Eth1 to the secondary link DSL modem and
turn on the unit.

Z\Make sure you always use the ports in failsafe mode to connect your primary link and your firewall. This mode will keep the connection between your
firewall and the primary link up should the unit fail or lose power.
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Provider2_xDSL Provider1_T1

212.217.1.1/24 194.204.1.1/24

Eth1 Eth2

ELHQ - i Link Load Balancer
e CONBOLE. ]

L8550 1 1100 E Sarinn
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NOTE: If other devices are installed in parallel with the firewall (another independent firewall, a VPN device, relay, etc.) to
the inside interface of the Link LB using a switch, additional ARP and/or ACL ARP and/or ACL NAT OUT statements
could be required.

IMPORTANT: Any additional modification to the configuration after doing the step-by-step procedure requires to save the
configuration in flash using the SAVE Configuration icon on the menu.
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7. Verification

Once the configuration of the Link LB unit is completed, you can verify the status and usage of your links, by selecting
“Overview”, in the left hand menu.

&= Q| 192.168.0.100/main.htm|7sid=SID_13 3 el [4- A €Y Feedback+ #
LinkLB LB1000 Demo Single 192.168.0.100 EOS 3.5.0 (2150) mgm{['EOS READ|Enable] |
Elfiq Link Balancer sysemoatemme - 20111227 11:08 CPUUsage© | 5,
System Upfime : 30723 Hours  Memary Usage iﬂ!z :1.1.5 MB
Management Senal Number S7T1E61040A00010
NET w oRx
Menu > Link Balancer > Overview
3 Link Balancer = A 3 i
Link 1: Primary Link - Link 2 : Secondary ISP2 e
=1
Download (kbls) Upload (kbis) Download (kbis} Upload (kbfs)
# Wizards & Settings 8,000 23006, &R0,
@ Link 1: Primary_Link
@8 Link 2 : Secondary ISP2 4.000 2,00C
{illy Cumulative Statistics
+#* Historical Statistics o
[ Probe
[=] Event Log 8 ~£:00C
a Save Confi i Download : 202 kbis Upload : 17 kbis. Download : 642 kbis Upload : 111 kiv's
we Configuration Avg (5 min) : 206 kbis Awg (5 min) : 23 kbis Avg (5 min) : 376 kbis Avg (5 min) : 78 kiv's.
Top : 3420 kbis Top - 636 kbls Top ; 59164 kbis Top : 3422 kbis
= Web Command Line
i Command Prompt Statistics for all links [ Elapsed Time : 19 days, 21 hours ] al
[=] Batch Commands Download - Al (kkhis) Upload - All {kbis) Data Transfer :
35,500 1,834 Download - 138.92 GB
" | Configuration Upload : 13.35GB
Dynamic Nat Outgoing Sessions
= Help Mumber of sessions : 255
17,75 3,250 Top - 1680
& Eifig Info Dynamic Nat Incoming Sessions
E Number of sessions : 13
[F] Diagnostic Information Top: 781
3 DNS Requests (iDNS)
) Browser Compatibility Notes Total number of DNS requestsisec : I!
Top:
(= Session 0 71,000
] Logout Download : 393 kbis Upload : 144 kbls
Avg (5 min} ; 668 khis Avg (5 min) : 182 kbis
Tnn ; 59172.88 (kbis) kbvs Top . 3551.27 (kiv's) kiv's
43792130973 30AAH -

You can also look at each link in detail by selecting the relevant entry in the left menu.
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Menu > Link Balancer > Link 1 : Primary_Link
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MTU : 1500
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e " . Failure Threshold : §
=g+ Historical Statistics Failure Timeout (s} : 3
e Probe Destination |P : 157.166.226.25 192.58.128.30
[ probe Last Prabe RTT : 0,000 ms
= Weight . 1
(£ EventLog Threshoid In : 90 %
A - Threshold Out : 90 %
a Save Configuration 0 15,00C Interface - efh2
& Web Command Line Dawnlaad : 135 kbis Uplozd © 21 kbis snchicn Heteoics 434200 TIved
Avg (5 min) ; 157 kbls Avg (5 min) ; 23 kbls
B Command Prompt Top : 3420 kbis Top : 636 kbis
Total Downloaded : 16307 MB Total Uplbaded : 2039 MB b
=] Batch Commands
Configuration
= Help
Average Usage IniOut (kbis) ~ &8
& Elfig Info
3,000
|57| Diagnostic Information
L1] Browser Compatibility Notes 2,400
= Session ,-"
1,800 {
H| Logout ! |
! \
1,200 f '.I
/ ~\ A V4
600 ,-’ /'\ / \ LY / .\
/ \\w / / X o
S / =
e PR \._._4 = i ) IR S e ———
Dec 27 2011 Dec 27 2011 Dec 27 2011 Diec 27 2011 Dec 27 2011 Dec 27 2011 Dec 27 2011 Dec 27 2011 Dec 27 2011 Dec 27 2011
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http://192.168.0.100/main.htmi?sid=SID_1324416234 375%

The “Probe” menu option is also a useful feature that can be used to help you identify the traffic flows and adjust the
algorithms in the “Outgoing load balancing” wizard (ACLNAT in rules).

| Meau > Link Balancer > Probe

& Link Balancer X
& Probe

&l overview =
Currem Sessmn Repnn - Current Session Srar\stlcs Cumulative Session Statistics Reset probe counters

 Wizards & Settings = Display current session == O =" Ciear all probe couniets

@8 Link1:Primary Link
@0 Link 2 : Secondary ISP2
fll; Cumulative Statistics

=% Historical Statistics

[=] Event Log

B8 save configuration

The “Current Session Report”displays all current sessions.
The “Current Session Statistics” shows sessions grouped by inside IP addresses and outside addresses.
The “Cumulative Session Statistics” shows the total bandwidth per protocol, and destination ports, of all your live sessions.

The “Reset probe counters’reset all session’s statistics.

Note: Event log is a good place to look for help if you have issues with your connections.
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