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1.2

1.3

Preface

Audience

The audience for this document is system administrators who are responsible for the setup and
maintenance of CommVault Simpana 10 software running in a Windows environment used to backup and
restore data residing on a Dell Compellent Storage Center. Readers should have a working knowledge of
CommVault Simpana 10 in a Windows environment and administrative experience with the Dell
Compellent Storage Center.

Purpose

This document provides an overview of CommVault Simpana 10 and introduces best practice guidelines
for configuring CommVault on Windows Server 2012 using IntelliSnap to backup Dell Compellent Storage
Center volumes. For installation procedures, please refer to documentation from CommVault's website.

Customer Support

Dell Compellent provides live support 1-866-EZSTORE (866.397.8673), 24 hours a day, 7 days a week, 365
days a year. For additional support, email Dell Compellent at support@compellent.com. Dell Compellent
responds to emails during normal business hours.
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2.1

2.2

2.3

2.3.1

2.53.2

2.3.3

2.3.4

Introduction

Introduction to CommVault Simpana 10

CommVault Simpana 10 offers scalable data protection via snapshot, replication and persistent copies that
are secure and deduplicated. Offering seamless integration with Dell Compellent Storage Center, data can
be protected and managed through a single, unified platform.

Dell Compellent Storage Center Integration with CommVault
Simpana 10

Leveraging Dell Compellent Data Instant Replay, CommVault IntelliSnap creates hardware-based
Snapshots of Hyper-V, VMware, SQL Server, Exchange Databases and Windows File Servers. System
Center Operating System v5.5.2 and above is supported.

CommVault Component Reference

Note: Allinstalled components of CommVault must be at the same service pack level.

CommCell
A CommCell is the basic organizational unit of a data management system. A CommcCell contains one
CommbServe StorageManager, at least one client, and at least one MediaAgent.

CommServe

The CommServe communicates with all clients and MediaAgents and coordinates all operations such as
backups, restores, copies, media management, etc. within a CommCell. There is only one CommServe
per CommCell. Typically, the CommServe GUI is installed on the CommServe.

MediaAgent
A MediaAgent manages the transmission of data between clients and backup media and manages the data
stored in the media.

Note: A MediaAgent installation is required to backup a server. To create IntelliSnap backups of ESX
virtual machines a MediaAgent and Virtual Server Agent must be installed on the same server.

Virtual Server Agent
A Virtual Server Agent backs up a complete image of each virtual machine.
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Note: For minimal load on host resources, it is strongly recommended the Virtual Server Agent be
installed on a proxy server that can communicate with the Virtual Center or ESX server being backed up.
The proxy server can be a virtual machine on the Virtual Center or ESX server if sufficient resources are
available on the host.

Note: A single instance of a Virtual Server Agent can support about 30-40 TB of front-end load when
backing up virtual machines. Depending on the amount and size of virtual machines in the environment,
a second Virtual Server Agent may need to be installed on a separate proxy server.

2.3.5  Windows File System iDataAgent

This agent performs the backup and restore of the clients’ data.

Note: The Windows File System iDataAgent must be installed with a MediaAgent in order to create
IntelliSnap backups of Hyper-V guests, a Windows file server, SQL Server or Exchange Server.

Note: The Windows File System iDataAgent does not need to be installed to create backups of Windows
virtual machines on an ESX server. This process is handled by the Virtual Server Agent.

Note: The CommVault VSS Provider must be installed to create Windows file system backups.
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3 Adding a Storage Center to Array Management

Note: Prior to using IntelliSnap to take hardware-based snapshots of a Dell Compellent volume, a
Storage Center must be added in Array Management.

1. Open the CommcCell Console GUI.

2. Onthe Home tab, choose Control Panel.

| Horne | Taools Skorage Canfiguratian Reporks View
o O N 85 0O @
CommCell Jab Ewvent Alert Scheduler Control
Contraller Viewer - Panel

Figure 1 CommcCell

3. The Control Panel will appear as shown in Figure 2.

Add/Remove Licenss Certificats Register User
Softvare Administration Administration Commcell Preferences

9 & =

Global User Account SQL iDataAgent Name
Filtars Management Configuration Management

] g
& gdb

Library and Drive Media Hardvare Array
Configuration Management Maintenance Management

Index

Shared Catalog
Configuration

Monitoring

Bl &) @ & ()

Audit E-Mail & Web Server SNMPVE Systemn Owner Diagnostics
Configuration Configuration Capabilities and Usage

Job DR Backup Troubleshooting Volume Data Interface
Management Settings Settings Explorer... Pairs.

Figure2  Control Panel
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4. Under Storage, click Array Management.

Control Host User Mame Snap Yendor Marme:
172.16.2.43 lsmith — [pell Compellent

List Snaps

(s[4 H Cancel H Help |

Figure 3 Array Management

5. Click Add.

General | Security

Snap Yendor

I,
ame Comm'ault

Control Host
Dell Equallogic

EMC Isilon
EMC WIAY | Symmetrix
User Account |

Description

Credentials:

| OF || Cancel || DSaveAsScript || Help |

Figure 4  Array Properties

6. Click the drop down arrow for Snap Vendor and select Dell Compellent.
7. Inthe Name field enter the name of the Storage Center (i.e. SC520).

8. Inthe Control Host field enter the IP Address of the Storage Center.
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Note: When entering the Array IP, always use the Storage Center Management IP address. This IP
address can be found by opening the System Manager of the array required, then highlighting the System
Center name and clicking Properties in the upper lefthand corner.

9. Click the Change button.

¢ Enter User Name and Password-
User Mame: asmith
Passward: [

Confirm Password: | gessss

Ok, | | Cancel | | Help

Figure 5 Username and Password
10. In the Enter User Name and Password dialog box, provide a User Name that has administrator

access to the Storage Center along with the user’s password.

Note: The User Name and Password are case-sensitive.

11. Click OK. The Array Management window now displays the added Dell Compellent Array.

) Array Management -

Mafme Contral Host User Name Snap Yandor Mame Type Description
SC09 172.16.2.109 asmith Dell Compellent Array
SC1E 172.16.2.43 asmith Dell Compellent Array

e

Edit

Delete

v

List Snaps

oK H Cancel || Help

Figure 6  Array added

Note: To use this CommVault instance to backup volumes on more than one Storage Center, all
applicable Storage Centers must be added in Array Management.

Note: If “___ is not a Compellent device” is displayed during a backup operation, it means the Array
Management entries are not correct.
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4 Configuring a Storage Policy to Use IntelliSnap

In order to use IntelliSnap to create hardware-based snapshot backups, a snapshot copy of an existing
Storage Policy must be created.

1. Within the CommCell Browser, expand Policies then expand Storage Policies.

2. Right-click on the Storage Policy to use for IntelliSnap backups, select All Tasks, then select
Create New Snapshot Copy.

=25 Storage Polices

- B3 Backup_5QL Guest
% 8 Backup_SQL_Guest_on_TSSRV4O1
£ | Comm3erveDR(tssrvovesdl)
B3 MMO1_Backup_All
4] Sub_Client _Pabcy _for_tssevscymm0l 1
% B2 | Test_Hyper V_Guest_Storage_Policy m h h 8
= B Test_Subclent S .
- Primary AllTasks  » | Run Auxiliary Copy
B Test Subclent S View ' Run Content Indexing
- [ Sublient Policies Properties o
) VaukTracker Polces p Run Data Verification
45 reports Create New Copy
¢ Content Director - P
£ Cost s CmatiN_anapsh_oE%
A, Workflows
Delete
1

Figure 7 Create New SnapShot Copy

3. The Snap Copy Properties window appears.

¢ Snap Copy Praperties (Storage Policy: Test_Subclient _Storage_Policy) 1561 |
I I I ‘

LeJLeJLe]e]

Figure 8 Snap Copy Properties

4. Inthe Copy Name field enter a name for the Snapshot copy.

5. Choose a disk library to use from the Library drop-down list.
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6. Choose a media agent from the MediaAgent drop-down list.

Note: If this policy will be used to backup ESX Virtual Machines, choose the Media Agent for the Server
on which the Virtual Server Agent is installed.

¢ Snap Copy Properties (Storage Policy: Test_Subclient _Storage_P... L]
[ I I I I ]
|

General [ Retention | |

<opy Information
Copy Name SnapShot_Capy_APS
Primary Copy Active
Selective Copy
Default Index Destination

Library: Disk_Library_SC18_TSSRYCYCS0L
Mediagent:

=

Drive Paol;

Ll

Seratch Pool;

Figure 9 Library and MediaAgent selected

7. Use the Retention tab to configure retention rules for backup created using this policy.

Note: An IntelliSnap backup process creates a new Replay every time an IntelliSnap process is run. As a

best practice, use the retention settings within the storage policies being used to expire and remove old
Replays.

. Snap Copy Properties (Storage Policy: Test_Subclient Stora... -
I I | I |
\ General \ Retention | | |
: ~
Enable Data Aging
() sponl Copy (Mo Retention)
O Retain Snsps by Burber of Jobs | 21
Basic Retention Rule for all Backups
@ Infirite
) Retain for 15 :I Days z j =
Extended Retention Rules for Full ackups =
For Infinitey %0 :I Days Keen Plesseslect v | Grace
For [Jrfnitel | 35| pays keep please ekt~ | race
For Infintej | ez :| Days Keep flease Select | Grace
Select the jobs From previous Her
For The Daily Full Rule and Hourly Full rule the Day starts at: 12 1 00 AM
For ieekly Full Rule the Week sarts on:  |Friday J
For Moanthly Ful Rule the Month starts on: |1 J
Erp all lec baan bhe. e
< w >

Figure 10 Retention settings

8. Click OK when finished.
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Enabling IntelliSnap on Clients

In order to create IntelliSnap backups of VMware virtual machines, SQL Server, Exchange database or a
Windows File Server, IntelliSnap must be enabled on the associated client computer where the Agent is
installed. For example, to enable IntelliSnap backups on a SQL server, follow the directions below to
enable IntelliSnap on the client where the SQL Server iData Agent is installed.

Note: To use IntelliSnap to backup VMware virtual machines, follow the directions below to enable
IntelliSnap on the Proxy Server where the Virtual Server Agent is installed.

The instructions below illustrate how to enable IntelliSnap on a SQL Server. Follow the same process to
enable IntelliSnap on an ESX, Exchange, or Windows File Server.

1. Within the CommCell GUI, expand Client Computers in the CommcCell Browser and locate the
client computer to enable IntelliSnap on.

|| CommiCell Browser

M-

+- CY_Guest_4
W _Guesk_S
W _Guest_&
ey ex13-01a
KP-Guest1001
KP-Guest1002
KP-Guesk1003
kP-Guest1004
KP-Guest1006
KP-Guest1007
kP-Guest1005
KP-Guest1009
KP-Guest1010

-01

SACYYMOL
SACYYMOZ
SACVYIMOG
SACYYMO4

SACYVMOS

Figure 11

2. Right-click on the client computer and select Properties.

Select Client Computer

- 2% mm-
; ShC
SAC
SAC
SAC
SAC

—

fal= =T ]

All Tasks
Wi e
Tools

Properties

Figure 12  Select Properties
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3. The Client Computer Properties window appears.

General | yersion | Security I Activity Control

Client Narne
Client Name: mm-esx03-01
Hast Name: mm-gsx08-01.techsollocal

CommServe HostMame:  tssrvovesD1 L bechsol.local

Physicalfvirtual; Phrysical

Clignt Information
05 ‘Windows Server 2008 R2 Enterprise

Platform:  ‘Winke4

Tirme Information
Time Zone: (UTC-08:00) Central Time {US & Canada)
Clock skew with CommServe: 1 Min(s),58 Sec(s)behind CommServe

Description

| Cancel H Advanced H B‘SaveAsScript H Help |

Figure 13 Properties Window

4. Click the Advanced button.

Ganaral | version | Security | Activity Control |

Clionk Karne
Cliant Namas: mrm-asx00-01
Hast Name! mm-asx08-01 techsol.Jocal

CommSarve HostName:  tasrveves0l . techsol.local

PhiysicaliVirtual: Physical
Client Infarmation
051 windows Sarver 2008 R2 Enterprise

Flatformn:  Winde4

Time Information
Time Zone: (UTC-06:00) Contral Time (US & Canada)
Clack skaw with € 1 Min(=), 50 Commberve
Description

[Tk | [ concel ([ [ advanced | ) @ savemsscrpr | [ relp |

Figure 14  Click Advanced Button
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5. Select the General tab and check the Enable IntelliSnap box.

YD Part 8400
Evmarc Port @ 8402

[w] Enable Intellisnap

[ Enable retry on network errors

Retry Frequency (seconds) | 32
Retry Count ﬂ

ZDR. Log File Lacation

[ | [ Browse

Enter Alternate Cache Partition for QSnap. Please ensure that the volume specified is an
NTFS volume,

H Cancel || Help

Figure 15 Enable IntelliSnap

6. Click OK to return to the CommcCell Console.
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6 Using IntelliSnap to Backup ESX Virtual Machines

This section details the steps needed to configure CommVault IntelliSnap to backup Windows virtual
machines running on an ESX Server.

Before getting started, it is highly recommended to review the document titled “Dell Compellent Storage
Center Best Practices with vSphere 5.x" located on Dell Compellent Knowledge Center. This document
contains important information about how to configure a vSphere 5.x environment for best performance.

Note: As a best practice, do not create virtual machine datastores on the same volume that the ESX/ESXi
host uses as its boot volume.

6.1 Configuring the Virtual Server Agent

1. Within the CommCell Console, right-click on Client Computers. Select New Client >
Virtualization > VMware vCenter.

| ) CommeCell Browser e W Event viewer > | B2 Summary x| [
o] -
o = Essrvcvcsil .;i tssrvowes0l = BBm Client Compukers =
+E‘ Client Computer Groups
=" Client Compu - - _I -
e sAvCo2 Mews Client i Wirtualization 4 Whtwvare wCenter
+- [ TS5RY40 Customize Wiew Application 4 Micrasoft Hyper-i/
+ S tssrva0l Clustered Server  # Windaows
S5 tssrwovesOl ) _
+ |_ File System File System 4 Windows
=i virtual Server Reference Copy i Windows
0= Tesruand — = e

Figure 16 Select VMware vCenter

2. The Create VMware vCenter Client Window appears.

Create VMware vCenter Client -
vCenter Host Name:
User Name:
Password:
Confirm P: d
Proxies: SR Add.. NRemove @ @
Clients / Client Groups ﬂ

Figure 17 Create VMware vCenter Client
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3. Enter the vCenter host name, user name and password information. When finished, click Add...

Clients f Client Groups
Exdude

Laptop Clients
Media Agents < Excude
SAVCD2
TSSRV401
tssrvcwcs0l
tssrv401_2
tssrvoves0l
tssrvcvhvs01
tssrvovhvs02
tssrvscvmmOl

<< Exclude All

Incude >

Indude All ==

Figure 18 Adding Client

4. Select a server from the Exclude list that has the Virtual Server Agent installed. Click Include > to
add the server to the Include list. Click OK when finished.

Clients / Client Groups
Exdude
Laptop Clients

tedia Agents
SAVCD2

rssrvaoz
tssrvcves0l

Indude
tssrvovesil

ool 2
tesrvovhvs01

tesrvovhvs02
tssrvscvmmO 1

Figure 19 Client Selected
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5. Verify all settings look correct, and click OK.

vCenter Host Name: |TSVC06

User Name: |rECH50L\Jq:|epho

Password: | .........

Confirm Password: |.........

Provies: M Add.; PCRemove Q) [}

Clients / Client Groups
tesrvoves0l

>«

<]

[ox ][ conel || @rsavesssait |[ e |

Figure 20 Verify Settings

6. The vCenter Host will be added to the Client Computers list.

CommCell Browser

tssrvovicsil
! Client Computer Groups
=% Client Computers
- W SAVCD2
- TSSRV401
- A tssrva01_2
-4 tssrvovesOl
- &% tssrvovhvs0l
q-'." tssrvovhvs02
q-'.", tssrvscwmm01

R T5VC05
—

Figure 21  vCenter Added to Client Computers List
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7. Right-click on the vCenter host and select Properties. The Properties window appears.

Gereral | Gecurity | Actuaty Contred |
Chent Hama

Chent Namel  TSVCDE

Hoit Mame:  TEVCDE

Figure 22  Properties Window

8. Click the Advanced button.
9. On the General tab, check the box to Enable IntelliSnap.

10. Click OK twice when finished.

General Grot

Enable retry on network errors

Figure 23  Check IntelliSnap Box
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11. Expand the Virtual Server

. Right-Click on defaultBackupSet - Properties. The Backup Set
Property page appears.

General | Security

Client Name: TSVCos

iDataAgent: virtual Server
Instance Mame: VMware

Backup Set Name

defaultBackupSet

[&#] Make this the Default backup set

(@) Automatic Switch between VCBMounter and vStorage method depending on the Virtual machine and ESX version.

) webmounter VMware Consolidated Backup method.

O vStorage VMware vStorage API method for Backup.

Figure 24 Backup Set Properties

12. Select vStorage as the backup method.

General | Security

Client Name: TSVC0s
iDataAgent: Virtual Server
Instance Name: VMware

Backup Set Name

defaultBackupSet

[#] Make this the Default backup set

) Automatic

Switch between VCBMounter and vStorage method depending on the Virtual machine and ESX version.

) vebmounter VYMware Consolidated Backup method.

@ LStorage VMware vStorage API method for Backup.

Figure 25 Select vStorage

13. Click OK.
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6.2 Creating Subclients

1. Right-click on defaultBackupSet = All Tasks = New Subclient.

At Conpal | Evcrypion | I I
Generd | Content | Fites | PrefostProcess | Searity |

Cientheme:  TSVCOS
Catatgents  Virtual Server
Badap set: defaltBadanset
Subdient name:

Transport Mode for Whnare [y

Descrpton

Figure 26  Creating New Subclient

2. Enter a name for the Subclient.

3. Click the IntelliSnap Operations tab.

[ General | content | Fiters |

Activity Control | vyt | InteliSnap Operations.

[ gl
Avalable Snap Engines  [Pleage select a Snap Engine =l

Proxy ESX Server

Virtual Center /ESX Server  [T5vE08

[ Use Separate Prexy for Backup Copy
proxy | =]

[ [Fesesi] [weer]

Figure 27 IntelliSnap Operations Page
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4. Check the IntelliSnap box.

5. Review the warning dialog box and then click OK.

A Changing IntelliSnap state will cause the next backup to be converted to a full backup.

Figure 28 Warning Message

6. From the dropdown box, choose Dell Compellent Snap.

7. Select the Manage Array box.

Control Host Snap Vendor Name
172.16.2.112 Dell Compellent
172.16.2.43 asmi Dell Compellent

Figure 29 Array Management Window

8. Verify that the Storage Center the ESX Server Datastore volumes are located on is listed. Click Edit
to make any changes.

9. Click OK when finished.
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10. In the Proxy ESX Server box, click the Select ESX server for snap mount box.

| 1) Tsveos

tssrv243. techsol.local
tssrv244. techsol local
tssrv245. techsol.local

Figure 30 Choose Proxy Server
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11. Choose a proxy server from the list.

| Generd | content | Fiters | | Seaxity | StorgeDevice |
actuity Contral | rcyoion | InteliSnap Operations | Advanced Options | Quiesce Gptions
[ ntelisnap
Avaible Snap Engines  Del Compelent Snap =]

Proxy ESX Server

vitual Center /ESX Server  [Tsucos

[tssrv2+4.techsol Jocal

[] Use Separate Proxy for Backup Copy

Proxy [

[ = e = ]

Figure 31  Proxy Server Selected

12. Click the Storage Device tab.

[ activityControl | “revpion | inteliSnap Operations | Advanced Options | Ouiesce Ontions |
General | Content | Fitrs |  PrejPostProcess |

Seaurty | Storage Device

Data Storage Poicy | Data Transfer Option |

Storage Policy:

~| [[oswrats |

NfA

Incrementz Storage Poicy:

Data Paths

Create Storage Policy

I =N

Figure 32  Storage Device Tab Selected
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13. From the Storage Policy drop-down box, select the desired IntelliSnap Storage Policy.

Activity Contrel | = pion | InteliSnap Operations | Advanced Options | Oui
General Content | Fiters |

Ontions |

PreffostProcess | Seaity | Storage Device

Data Storage Policy | Data Transfer Option | D on |

Storage Policy:

orage_Policy

Data Paths.

Incremental Storage Policy: A

Create Storage Policy

. =N =N

Figure 33 Select IntelliSnap Storage Policy

14. Click OK when finished.

Note: Repeat this process for each Subclient needed.
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6.3 Associating a Subclient With a Datastore

1. Inthe CommCell Browser, expand Virtual Server > expand defaultBackupSet - right-click on
Subclient > Properties.

Note: The default Subclient does not need to be associated with a Datastore.

=¥ TSvCo6 _
= Virtual Server .
=5y VMware
== defaultBackupSet
-5 Cv_Data 1
#- CV_Datas Backup
a B default Browse and Restore
(=) Security .
@& Storage R i List Snaps
H-| R Policies Find
Y
B ’f REvoes Backup History
| Content Director
-4 Cost Analysis Schedules
b - Delete
| ) CommCell Browser Operation Window
] Agents Properties

Figure 34  Select Properties

2. Click the Content tab.

[ actvity contral [ Encrvoicn | intelisnap operations | Advanced options | Quiesce options |
Genersl | Content | Fites |  prefPostProcess | seaity |  storageDevice |

Contents of subdlient:

Type Name ﬂ

Delete

B g

| =N (N

Figure 35 Subclient properties

3. Click the Browse button.

4. Click the drop down arrow and select Datastores and Datastore Clusters.
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ﬁ Hosts and Clusters
I% VYMs and Templates

s

Datastores and Datastore Clusters

Figure 36  Select Datastores and Datastore Clusters

5. Expand the list of available Datastores.

6. Check the box next to the Datastore to be backed up.

) Datastores and Datastore Clusters v

- vCloud Datacenter

B8 CV_Guest Datastore_1

B8 CV_Guest Datastore 2

B3 tssrv243 local

a tssrv244_local

B2 tssrv245_local

B vedinfralun2o

B vedisostemplatesiun 10
+ B vedtechsollun 100
&[] B vedtechsolun110

Figure 37 Select from list of Datastores

Note: Expanding the Datastore will show the virtual machines stored on it. Specific virtual machines can
be selected and backed up individually. Selecting the Datastore will back up all virtual machines
contained within it.
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7. Check the virtual machines to be backed up.

{3 Datastores and Datastore Clusters +

[=] ;) TsvCOS
E- [] [y vCloud Datacenter
=+ [v] B CV_Guest_Datastore_1
i [v] ) cv_Guest_1
i [l (3h CV_Guest_2
L[] (3h cV_Guest_3
8 Cv_Guest Datastore_2
8 tssrv243 local
tssrv244_local
tasrv245_local
vedinfralun2o

8
8
5]
[l vedisostemplatesiun10
[F]
8

vedtechsollun 100
vedtechsollun 110

- - -
Oooooooboo

Figure 38 Check Virtual Machines to be backed up

8. Click OK when finished. The selected Datastore should now be listed in the Contents of subclient

window.

[ activity Control | Encrvnion | Intelisnap Operations | Advanced Options | Quiesce Options |
General | Content | Fiters |  PrefPostProcess | Seaity | Storage Devie
Contents of subdient:

e Narme | o]
B Datastore CV_Guest_Patastore_1 =]
[o]

Figure 39 Datastore Selected

9. Click OK to close the subclient properties window. Repeat this process to associate a Datastore to
each subclient.
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0.4 Runnning a Backup

CommVault has the option to run a backup of a single Subclient, or all Sublclients at once.

6.4.1 Backing Up a Single Subclient

1. Within the CommCell Browser expand the Virtual Server and click on defaultBackupSet.

‘ TSSRV401_SQL
tssrvcves0l
e tssrvovhvs0l
2% tssrvevhvs02
+- 4% tssryscvmmOl
= I TSVCos
- Virtual Server
E}.::g\j VMware
S8
- CV_Datastore_1
- CV_Datastore_2
B default

Figure 40 Open DefaultBackupSet

2. Inthe operations window all Subclients will be displayed.

[ defaultBackupSet x |
&% tesrvevesD1 > BB Client Computers > B9 TSVCD6 > L[] Virtual Server > b VMware > [ defaultBackupset >

Subclient Mame Storage Policy Description
[ CV_Datastore_1 VMware_Guest_Storage_Palicy

9 CV_Datastore_2 VMware_Guest_Storage_Policy

B default Mot Assigned

Figure 41  Subclients Displayed

3. Right-click the Subclient to backup, then choose Backup.

[ defaultBackupSet < |
&% tssrvcvesO1 > "3 Client Computers >

List Snaps

Find

Backup History
Schedules

Delete
Operation Window

Properties

Figure 42 Select Backup
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4. The Backup Options window appears for the Subclient. Select Full Backup Type.

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of what
the Backup Type is set to. This is necessary to create a baseline to which subsequent backups are applied.
A full backup will take more time to complete as it contains all the data that comprises a subclients
contents. Depending on requirements, subsequent backups can be set to Incremental or Differential.

@ Backup Options for Subclient: CV_Datastore_1 -
Select Backup Type Job Initiation
@ el @ Immediate
O Incremental Run this job now
() Differential () Schedule
Synthetic Full Configure Schedule Pattern Configure

Run Incremental Backup
Before Synthetic Ful

After Synthetic Ful

| £ ok || Cancel H Advanced H [ save As Script || Help ‘

Figure 43 Backup Options for Subclient

5. Click the Advanced Button.

) Advanced Backup Options -

Dﬁtﬂ| Startup I Job Retry I Media | Data Path I VaultTradkdng I Alertl

Catalog
(®) Use shared profile if present without transaction logging.
() Use shared profile if present with transaction logging
() Use Transaction logging

() None

Start Backup Copy job based on Storage Policy Rules

Start Backup Copy job with the current job
[ ] Create Backup Copy immediately
Enable Granular Recovery For Backup Copy

Mote: Creation of backup copy depends on the Storage Policy - Snapshot configuration

[ Enable Granular Recovery for InteliSnap

| 0K || Cancel || Help

Figure 44 Advanced Backup Options
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6. To send a copy of this snapshot to backup media, check the box to Create Backup Copy
immediately.

7. If desired, check the box to Enable Granular Recovery for IntelliSnap.

Note: Enabling Granular Recovery allows file and folder restores from within virtual machines on the
snapshot. Depending on the number of virtual machines in the Datastore to back up, enabling this
option significantly increases the time needed to create a backup of the Subclient. During this process
the IntelliSnap volume is mounted to the ESX Proxy Server, and an inventory is taken of all folders and
files in each virtual machine located in the backup set.

Note: It is not required to enable Granular Recovery to recover files and folders from Windows virtual
machines. Alternately, using CommVault's Live Browse functionality allows browsing of a backup set,
selecting a specific virtual machine, and then choosing which folders/files to restore. This process works
in much the same way Granular Recovery does, in that when choosing the virtual machine to restore
from, Simpana mounts the snapshot to the ESX proxy server, runs an inventory of all the virtual machines
within the snapshot, and then displays those folders and files. Depending on proxy server hardware
configuration, and the amount of virtual machines contained on the snapshot, it may take some time to
mount the snapshot on the ESX server before displaying files and folders.

8. Click OK to close the Advanced Backup Options window.
9. Click OK to begin the backup.

10. Monitor the backup process in the Job Controller window.

= summary - |4 Job Controller( Show All ... =
|43 Job Controller( Show All Jobs )

Filters: |Show All Jobs j +
Y libD Operation Client Co... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errors
500 Snap Backup TSVCO0G Virtual Server CV_Datast... Full Backup VMware_G... tssrvcves01  Running l 15%

Figure 45 Job Controller Window
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11. The backup process is finished when the Job Controller shows a status of Completed (Progress =
1007%).

[ Summary %< [ Job Controller( Show All ... x
u Job Controller( Show All Jobs )

Filters: |Show All Jobs ~| +
¥ b Operation Client Co... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errors
500 Snap Backup TSVCO6 virtual Server CV_Datast... Full M VMware_G... tssrvovesOl  Completed

Figure 46 Job Controller Window Job Completed

6.4.2  Backup All Subclients

Note: Use this option to backup all virtual machines at the same time.

1. Within the CommCell Browser expand the Virtual Server and right-click on defaultBackupSet >
Backup All Subclients.

) CommCel Browser 2 [0 30b Controller( Show All...
&= M TSVC06 ~ || (3 3ob Controller( Show All Jobs )
B ﬁ !imai Server
=5y VWMware
= {2 defaul L
[ Cv_Dat§ AllTasks  » < Backup All Subclients >
:3 g iv';::: View ; Browse and Restore
* .
£ seaurity Properties List Snaps
# Q Storage Resources Find
iy 5? . Operation Window
#-#5 Reports | B
- Content Director e New Subclient

Figure 47 Select Backup All Subclients

2. Answer Yes to backup all subclients of this backup set.

@ Do you want to back up all of the subclients of this backup set?

Figure 48 Select Yes to Backup All Subclients
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3. When the Backup Options window appears, select Full for the backup type.

d) Backup Options for All Subclients of defaultBackupSet .
Select Backup Type Job Initiation
(®) Immediate
() Incremental Run this job now
() Differential (O Schedule
() Synthetic Full Configure Schedule Pattern Configure
Run Incremental Backup
Before Synthetic Full
After Synthetic Full
| g oK | | Cancel | | Advanced | | [} Save As Script | | Help ‘

Figure 49 Select Full Backup

Note: By default, the first time an IntelliSnap backup runs it will create a full backup set regardless of what

the backup type is set to. Depending on requirements, subsequent backups can be set to Incremental or
Differential.

Note: When backing up all subclients, there is no option to enable granular recovery.

4. Click OK to start the backup. The following error message will appear if the default subclient is
not associated with a Storage Policy.

Error in running job

Failed to get the Target Storage Policy for Client [TSVIC06] Subclient [default].
Check the Storage Policy under the subclient properties.

Figure 50 Error Message

4. Click OK to ignore the error.

5. Monitor the status of all backup jobs in the Job Controller window.

|3 Job Controller( Show All ... <
|3 Job Controller( Show All Jobs )

Filters: |Show All Jobs j +
¥ |xbD Operation Client Co... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errars
503 Snap Backup TSVCO6 Virtual Server CV_Datast... Full Backup VMware_G... tssrvcvcs0l  Running I 15%
504 Snap Backup TSVCO6 Virtual Server CV_Datast... Full Backup VMware_G... tssrvcwesOl  Running I 15%

Figure 51  Job Controller Window — Job Starting
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Note: A separate job will be created for each Subclient that is backed up.

6. The backup process is finished when the Job Controller shows with a status of Completed
(Progress = 100%) for all jobs.

|3 Job Controller{ Show All .. x
|3 Job Controller({ Show All Jobs )

Filters: Show All Jobs ﬂ -+
¥ lwbD Operation Client Co... AgentType Subdient Job Type Phase Storage P... MediaAgent Status Progress Errors
503 Snap Backup TSVCO& Virtual Server CV_Datast... Full Mja YMware_G... tssrvoves0l  Completed 100%
504 Snap Backup  TSVCOS Virtual Server CV_Datast... Full NA VMware_G... tssrvcves0l Completed

Figure 52 Job Controller Window - Job Completed

Note: Improve backup performance by spreading virtual machines over multiple Datastores. For heavily
utilized virtual machines, Dell Compellent recommends fewer virtual machines per Datastore.

6.5 VMware Restore from an IntelliSnap Backup

Simpana 10 allows the following types of restores from a VMware IntelliSnap backup:

e Individual files/folders (from a Granular Recovery Enabled snapshot, or by using Live View)
e Entire volume

e Container restore (to restore files like VMDK/VHD or entire guest OS)

e Virtual machine

For detailed information on how to perform the above restores, please refer to the CommVault Online
Documentation.
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Using IntelliSnap to Backup a SQL Server

Simpana uses IntelliSnap to backup a SQL Server by using VSS to quiesce SQL, and then creating a
snapshot of the Compellent volume(s) that contain the SQL database(s).

Note: To backup SQL databases with IntelliSnap, the databases must be installed on mapped Dell
Compellent volumes. The databases cannot be installed on local volumes.

Note: In order to use IntelliSnap to backup a virtual instance of SQL server running on ESX, Dell
Compellent volumes must be presented to the virtual machine as raw device mappings (RDMs) from the
ESX host. The SQL databases and transaction logs must be stored on the Dell Compellent volumes.

Install CommVault components on the SQL Server as detailed in the CommVault - SQL Server
Deployment Documentation.

Once the SQL Server iDataAgent has been installed on the SQL Server, the SQL Server is automatically
added to Client Computers in the CommCell Console.

Configuring the SQL Server Subclient

1. Inthe CommCell Browser navigate to Client, expand the SQL Server, expand the SQL Server iData
Agent, and select the SQL Server.

2. Right-Click on the default Subclient and select Properties.

| CommCell Erowser L W eventviewer x| [ JobControler 0 5 MMEESKO8-01 x

(P-Guest 1009 A & tssvovestt > By Clenk Computers > & nm-es301 > & SQLser

= 8% meesxBB-0L Subchent Name Tope

Backup

List Smaps

Backup History
Schedules
Qperation Window

< Propetis >

]
g
&
[

Figure 53 Open Default Subclient Properties
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3. The Subclient Properites page appears.

| Activiee Control | Ercoption | InkeliSnap Operations | Security | SGL Settings |
Generdl | Cortent | BackupRues | PrefPostProcess | StorageDevice |
Clisrk Name:  mmeesx0B-0L
Dakafgent:  SOLServer

Instance Name:  MM-ESX08-01

Subclient: Hefaul:

[] Allove multiple dsta readers for Backup Copy
[] bisable Auto-iscavery

Note: This is a default subclient.

Descriptian

Figure 54  Subclient Properties

4. Click the Storage Device tab, and select an IntelliSnap-enabled Storage Policy from the drop
down list.

Activity Control | Ercvoion | InkeliSnap Operations | Secudty | SOl settnos |
Gereral | content | BackupRules PrefPostProcess | Storage Device

Data Storage Policy | Log Storage Policy | Data Transfer option | Deduplication |

Storage Folicy:

5QL_BACKUP Folicy - Data Paths

1rf5ub_lient_Pelicy _For_tsstvscymmDt 8
[Test_Hyper__Guest_Storage_Policy
[Test_Subclient _Storage_Policy v

Create Starage Policy
Humber of streams for data backup: | 2 5]

Figure 55 Select Storage Policy
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5. Click on the IntelliSnap Operations tab.

[ General | comtent | BackunRules | Pre/Post Proce: | Storage Devics

Activity Control | Encrvpton InteliSnap Oper ations Seaurty | 50L Settings

[ inkeliSnap (Bppicable oy fo Full and Differential jobsh

Avalltic s Engies
Use Proxy | d
[] Use Separate Proxy For Backup Copy
Proxy | =]

[ Use source f proxy is unreachable
[] Proncy for SGL Integrity Check
[ Credentials

Figure 56 Select IntelliSnap Operations Tab

7. Check the IntelliSnap (Applicable only to Full and Differential jobs) box, Select Dell Compellent
Snap from the Available Snap Engines drop-down, From the Use Proxy list, select the MediaAgent
where the IntelliSnap and backup copy operations will be performed.

| General | Content | BackunRules | PreiPostProce | StorageDevice |

Activity Contral | Ercryption Intelisnap Cperatiares Securty | SQL Settings

[¥ InteliSnap (Appiicable only to Ful and Differential jobs)

Avallable Snap Engines (B

Use Proxy bssrvcvesil |

[ use Separate Praxy for Backup Copy

Py | |

[ Use source f proey is unreachable
[ Prosy for SQL Integrity Check
["] Credentials

Figure 57 Check IntelliSnap Box
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8. Select the Content tab.

| activiey Contral | Ercvpton | Intelisnap Operstions | Security | 5oL Settings |
Genersl | Content | BackupRules |  PrefPostProcess |  StorageDevie |

Database List:

Total; 0 databasels).

Ok || Cancel H Help

Figure 58 Content Tab Page

9. Click Configure to discover and associate databases to this subclient. The Database Configuration
window appears.

Database Mame «1 subclient Marme ¥

hange all selected databases to: | LI

| QK || Cancel || Discover || Help |

Figure 59 Database Configuration Window
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10. Click Discover and Simpana will list all the databases on the SQL Server.

Databass Name 1 Subclient Name
AdventureWorks
AdventureWworksDn
AdventurewworksL T

hange all selected databases to: ‘ ;I

‘ [a]4 || Cancel || Discaver || Help ‘

Figure 60 Discover Databases

11. Right-click in the Subclient Name column next to the database name. Assign databases to backup
to the default Subclient. Databases not needing backup should be set to Do Not Backup.

Database Name « 1 subclignt Marme ¥
Adventureiorks default
AdventureiorksDw default
AdventureorksLT default
DemoDB default
master Do Mot Backup
radel Do Mot Backup
e ault
Do Mot Backup
~
hange all selected databases to: | ;I
‘ OF ‘ | Cancel ‘ | Discover | | Help |

Figure 61 Choose which databases to back up
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12. Click OK. Databases assigned to the default Subclient will be listed in the Database List.

| activity Control | i | ntelisnap operations | Securiy | 50L Settings |
| General | Content | Backup Rules PrejPost Frocess | Storage Device

Database List:

Adventurewarks
AdventureWorksDV
AdventuretorksLT
DemaDB

Tetal: 4 database(s).

Figure 62 Databases in the database list

13. Click OK to close the Subclient Properties window.

/.2 Running a SQL Server Backup

1. Inthe CommCell Browser navigate to Client, expand the SQL Server, expand the SQL Server
iData Agent, and select the SQL Server.

2. Right-click on the default Subclient and select Backup.

| CommCell Browses. ] N et vewer | [0 Job Controker X 5 MM-ESHOB-DL X Ty
L P10 ~1 | b tesmvovest > B ek Computers > 2 mavestB 4l > 5 SQUServer
7 G0l
=88 meend Ol [smrm Tyoe
o e y————
S Py
5 meesmeal List Sraps
-2 S
-1 7 SAOWR N Backup History
2 SACYS Schedules
i Operation Window
12 SAYVMIS
® I s Propeties

i

Figure 63 Select Backup
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3. The Backup Options window appears.

i) Backup Options for Subdlient: default

Backup Options

Select Backup Type

Job Initiation

® Immediate

O Transaction Log Run this job niow
Do Mok Truncate Log ~
O stheduls

O pifferential
Configure Scheddle Pattern Configure

[ x| [ concel || advanced | | [ save ns st | [ Hep |

Figure 64 Backup Options Window

Note: By default, the first time a IntelliSnap backup runs it will create a full backup set regardless of what
the backup type is set to. Depending on requirements, subsequent backups can be set to incremental or

differential.

4. Click OK to start the backup.

5. Monitor the backup job status in the Job Controller and Event Viewer windows.

[ Job Contraller
Filters:
¥ |3bID  Operation Client Computer Agent Type Subclient  JobType  Phase «1 Storage Policy MediaAgent  Status Pragress
477 Snap Backup wm-esk0E-01 SQL Server default Ful Databass Backup  SGL_BACKUP_Palicy tsrvovesl Rurming | 0%

<

Figure 65 Job Controller monitoring a job

N Event viewer

Severty  EventID Job ID Date Program Computer Event Code Description
[i] 10455 477 07)08/2013 13:19:17 JobManager  tssrvovcsDl  19:1053 Backup job [477] completed, Client [mm-esx08-01], Agent: Type [SGL Server], Subclient [default], Backup Level [Full], ¢l
[1] 10454 477 07/08/2013 13:16:51 VssSwProvider mm-ssx08-01  32:373 Snap created for valure [F:1] - id [270] backup joh [+77] dient [mm-gsx06-01] array [SC12] snap ngine [Dell Compellent
0 10453 477 07j08/2013 13:16:51 VssSwProvider mm-esx<08-01  32:373 Snap created for volume (| [269] backup job [477] client [mm-es=08-01] array [SC12] snap engine [Dell Compellnt

lobianager 1011678 Client
[i) 10451 477 07)08/2013 13:18:27 JobManager  tssrvowcsOl  19:1137 Mew backup request received for Client [mm-esx08-01], iDatafgent [SQL Server], Instance [MM-ESX08-01], Subclient
<| [T |

Figure 66 Event Viewer
6. The backup job is complete when the Job Controller Status shows Completed and Progress

shows 100%.

[ Job Contraller
Filters:
% |ahio  Operation Client Computer Agent Type subclent  JohType  Phase 1 Storage Policy Mediahgent  Status Pragress
477 Snap Backup mim-es%08-01 SQL Server default Full [T SQL_BACKUP_Policy tssrwcves0l  Completed  [EECGENNN |
<| [T |

Figure 67 Job Controller: Job Completed
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/.3 Restoring a SQL Database from an IntelliSnap backup

Please refer to the CommVault Online Documentation for detailed instructions on how to restore a SQL
database from an IntelliSnap backup.
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8 Using IntelliSnap to Backup an Exchange Server Database

Simpana uses IntelliSnap to backup a SQL Server by using VSS to quiesce SQL, and then creating a
snapshot of the Compellent volume(s) that contain the SQL database(s).

Note: To backup SQL databases with IntelliSnap, the databases must be installed on mapped Dell
Compellent volumes. The databases cannot be installed on local volumes.

Note: In order to use IntelliSnap to backup a virtual instance of SQL server running on ESX, Dell
Compellent volumes must be presented to the virtual machine as raw device mappings (RDMs) from the
ESX host. The SQL databases and transaction logs must be stored on the Dell Compellent volumes.

Install CommVault components on the SQL Server as detailed in the CommVault - SQL Server
Deployment Documentation.

Once the SQL Server iDataAgent has been installed on the SQL Server, the SQL Server is automatically
added to Client Computers in the CommcCell Console.

8.1 Configuring the SQL Server Subclient

1. Inthe CommCell Browser navigate to Client, expand the SQL Server, expand the SQL Server iData
Agent, and select the SQL Server.

2. Right-Click on the default Subclient and select Properties.

o Commied Erowrser [ W Event Viewer x | [ Job Controler . 5 MMHESX08-01 X
-1 KP-Guestiony A1 & tosrvovesdl > B Clent Computers > £¥ mm-esd®01 > £ SQLSe
+ KP-Guest 1010 r
= &% reesv08-01 Subchent: Name Type

& esyden e
=2 SO Server Backup
S MHERIDE0L List Smaps
07 SRORMO1 i
S SACYMO Backup History
-0 SHOVMOI Schedules
Sy’ SAOVMOA Operation Window
+ SACYMOS —
+ I Stz (j_Pmpmits >
+- I T55RY401 E
B4 tsavil_?
-0 TSSRvE01_S0L

Figure 68 Open Default Subclient Properties
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3. The Subclient Properites page appears.

[ activity Conbral | Encovoion | InkeliSmap Operations | Security | SQL Settings |
General | Content | BackupRules | PrefPostProcess | Storage Device
Client Mame:  mm-esx05-01
iDatagent: QL Server

Instance Mame:  MM-ESROS-01

Subclient: |pefauie

[] Allaw multiple data readers For Backup Copy

[] Disable Auto-Discavery
Hote: This is a default subdlient.

Description

| oK H Cancel H Help

Figure 69 Subclient Properties

4. Click the Storage Device tab, and select an IntelliSnap-enabled Storage Policy from the drop

[ activity Cantral | Erovoion | InkeliSnap Operations | Securty | S0l Settings |
| General | cortent | BackupRules | PrefPostProcess |  Storage Device
Dats Storage Policy | Log Storage Policy | Data Transfer option | Deduplcation |
Storage Policy:
SQL_BACKUP_Policy - Data Paths
~
1r{5ub_Client_Policy_for_tssrscymmal n
Test_Hyper__Guest_Storage_Policy
Test_Subelient _Storage_Policy v
Creats Storage Polcy
Number o streams for data backup: :|
\ o H Cancel H Help

Figure 70  Select Storage Policy
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5. Click on the IntelliSnap Operations tab.

| General | cortent | BackunRules | PrefPost Proce | Storage Device

Activity Control Encrypion InkteliSnap Oparations Sacurity SGL Settings

fvalable Snap Engines  [Dell Compellent snap -
Manage firray
Use Praxy I =]

[] Use Separate Proxy For Backup Copy

Proxy ‘ LI

[ Use source iF proxy s unreachable
[ Prosey for SQL Intearity Check

Use Proy \ =]

50l Server Name | |

[] credentials

| oK H Cancel H Help

Figure 12: Select IntelliSnap Operations Tab

6. Check the IntelliSnap (Applicable only to Full and Differential jobs) box, Select Dell Compellent
Snap from the Available Snap Engines drop-down, From the Use Proxy list, select the MediaAgent
where the IntelliSnap and backup copy operations will be performed.

Use Proy tssrvcves0l =

[ Use Separate Prozy For Backup Copy

Proxcy ‘ LI

[] Use sauree iF praccy is unreachabls
[] Proocy For SQU Integrity Check

Use Prosy I =1

501 server Name | |

[] Credentials

| oK || Cancel || Help

Figure 71 Check IntelliSnap Box
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1. Select the Content tab.

| activity Contral | ocrction | InteliSnap Operations | Security | SQL Settings |
General | Content | BackupRules |  PrefPostProcess | Storage Dewice
Database List:

Tatal: 0 database(s).

ok | cenesl | [ heb

Figure 72 Content tab

7. Click Configure to discover and associate databases to this subclient. The Database Configuration
window appears.

Database Name a1 sybclient Name ¥

hange all selected databases to: | LI

‘ [s]:4 | | Cancel ‘ ‘ Discover | | Help ‘

Figure 73 Database Configuration window
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8. Click Discover and Simpana will list all the databases on the SQL Server.

Database Name a1 Subdient Name ¥
Adventuretiorks
AdventurelorksDivy
AdventurgiorksL T
DemoDB
master
model
msdb

hange all selected databases to: | ;I

| oK | | Caneel ‘ | Discover | | Help |

Figure 74  Discover Databases

9. Right-click in the Subclient Name column next to the database name. Assign databases to backup
to the default Subclient. Databases not needing backup should be set to Do Not Backup.

Database Name a1 sybclient Mame ¥
Adventuretorks default
AdventurediorksDi defaul:
AdventureorksLT default
DiemoDE defaul:
masker Da Mot Backup
model Do Mot Backup
idefault
Do Mot Backup
v
hange all selected databases to: | LI
| oK | | Cancel | ‘ Discover ‘ | Help ‘

Figure 75 Choose which Databases to back up
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10. Click OK. Databases assigned to the default Subclient will be listed in the Database List.

[ nctiiy control | Ercoption | antelisnap operstions | secury | QL settings
| General | Content | Backup Rues PrefPost Process | Storage Device

Database List:

Adventurewarks
AdventurewarksDwW
AdventureworksLT
DemoDE

Tatal: 4 database(s).

Figure 76 Databases listed in Database list

11. Click OK to close the Subclient Properties window.

8.2 Running a SQL Server Backup

1. Inthe CommCell Browser navigate to Client, expand the SQL Server, expand the SQL Server
iData Agent, and select the SQL Server.

2. Right-click on the default Subclient and select Backup.

] N Evenk Viewer x| [ b Controer x5 MMEESKOEOL % | Ty
ol | & tssrvovestt > Ty Clonk Conguters > ¥ navesstB01 > & S0LServer

Imm Tipe

P p——a—

List Srags
Backup Kittory
Schedules
Oiperation Window

Propertier

Figure 77  Select Backup

49 CommVault Simpana 10 Best Practices @



3. The Backup Options window appears.

Backup Options

Select Backup Type

Job Initiation

® Fui ® Tmmediate
() Transaction Log Run this job now

[] Da Mot Truncate Lag
() schedule

() Differential
Configure Schedule Pattern

gOK ‘ Cancel || Advanced || @SavsAsScnpt || Help |

Figure 78 Backup Options Window

Note: By default, the first time a IntelliSnap backup runs it will create a full backup set regardless of what
the backup type is set to. Depending on requirements, subsequent backups can be set to incremental or

differential.

4. Click OK to start the backup.

5. Monitor the backup job status in the Job Controller and Event Viewer windows.

I3 Job Cortraller
Fileers:

¥ |ab10  Operation Clierk Computer Agert Type Subdient  Job Type  Phase 1 Storage Policy MedisAgent  Status Progress
477 SnapBackup TiT-esX08-01 SQL Server default Ful Databass Backup  SQL_BACKUP_Pulicy tesvcves0l Running | 10%

Figure 79 Job Controller Monitoring job

N Event Viewer

Severly  EventID JobID Date Program Computer  EventCode  Description

[1] 10455 477 070802013 131917 JobManager  kssrvcves0l 19:1083 Backup job [477] completed, Cliznt [m-esx08-01], Agent Type [SQL Server], Subchent [default], Backup Level [Ful], O

[1] 10454 477 070802013 131651 VasSwProvider mm-esx08-01 32373 Snap created For volume [F:1] - id [270] backup job [477] chient [mm-es=08-01] array [SC12] snap enging [Del Compellent

(1] 10453 477 07/08(2013 131651 VssSwProvider mm-esx08-01 Snap created For volume (E:1] - id [269] backup job [477] chent [mm-esx08-01] array [SC12] snap enging [Del Compellent

F gz [lien has jed bk 5t

[ 10451 477 07i08(2013 13:1:27 TobManager  bssruevesDl  19:1137 New backup request received for Client [rmm-esx08-01], iDatshgent [SQL Server], Instance [MH-ESKNE-01], Sublient [41
<[ " 1

Figure 80 Event Viewer
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8.3

6. The backup job is complete when the Job Controller Status shows Completed and Progress

o,
shows 100%.
(3 0b Controller
Filkers:
% |xbm  operation Client Computer agent Type Subcient  JobType  Phase a1 storage Policy Mediadgent  Status Progress
477 Snap Backup mm-esx08-01 SOL Server default Full Hfa SQL_BACKUP_Policy tssrvovesDl  Completed |
< m

Figure 81 Job Controller Job Completed

Restoring a SQL Database from an IntelliSnap backup

Please refer to the CommVault Online Documentation for detailed instructions on how to restore a SQL
database from an IntelliSnap backup.
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9 Using IntelliSnap to Backup a Windows File System

1. Inthe CommCell Browser, navigate to Client Computers, expand the Windows Server, expand File
System, and select defaultBackupSet.

CommCel Browser ")
© L VIFEal Server
-7 TSSRY401_S0L
E}:: tssrvewesil
=[] File System

- defaultBackupset
ﬁ Virtual Server

2% tssrvcvhvsOl

[} 4% bssrycvhvs02

Figure 82 Select defaultbackupSet

2. Right-click on the default Subclient, and select Properties.

(&) CommCel Browser [l "N Event viewer x| [0 Job Controler X
-}
-2 TSSRY401_SQL Al & tssrvevestl > B Clienk Computers > A2 13
E-ag t;srw:w.sﬂl | o
[=-1 File System 5_‘* clent
[ defaultBackupSet [ DDBBackup
[#- 4 Virtual Server
54y tasrvovhvs0l = Tes  Backup
: :" tssrvevhvs02 Browse and Restare
? g mﬁml List Snaps
1 Seaurity Find
# & StorageResources Backup History
[=-| & Policies
=3 j,__‘ Replication Policies Schedules
- [54, Schedule Policies Delet
[E: a! :ka Operation Window
|8 vaultTracker Polices Properties
=5 Reports -
i [a] My Reports
|0 | Other Renorts

Figure 83 Default Subclient
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3. The Default Subclient Properties window appears.

[ activite Contral | crcovpion | Inkelisnap Operations | Advanced Options
General | Content | Retention | Fiters | PrefPost Process | Security | Storage Deviee

Client Name: EssryvewesOl
iDatafgent: File System
Backup Set: defaultBackupSet
Sublient name:  |Hefault

[[] Use ¥S5 options

(®) Use Y35 For all files
IF 55 Snap Fails, the backup behavior should be

() Fail the job

() Continue and reset access time
Recommended only if file archiving with access time rules is being done, Meed
b select recursive scan method with Preserve access time option, With other
scan methods the incremental will backup all files whose access time is
changed,

(®) Continue and do not reset access time

Mote: Archiving rules based on access time will be affected
() For locked files only

MNote: This is a default subclient,

Description

\ oK || Cancel H Help

Figure 84 Default Subclient Properties

4. Check the Use VSS box.

Note: IntelliSnap backups of a Windows File System will fail if VSS is not used.

ity Control Encryption InteliSnap Operations Advanced Options
General | Content | Retention | Filters | PrejPost Process Security | Storage Device
Clignk Mame: tssrvoves0l
iDatadgent: File System
Backup Set: defaultBackupSet
Subclient name: | default

[ U

(®) Use V35 for all files
If S5 Snap fails, the backup behavior should be

() Fail the job

() Continue and reset access time
Recommended orly I file archiving with access time rules is being done. Heed
to select recursive scan method with Preserve access ime option, With ather
scan methods the incremental wil backup all files whose access time is
changed.

® Continue and do not reset access time

Mote: Archiving rules based on access time wil be affected
() For locked files anly

Mote: This is a default subclient,

Description

\ oK H Cancel Help

Figure 85 Check Use VSS Options
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5. Select the Storage Device tab. Select the IntelliSnap enabled Storage Policy from the drop-down
list.

[ mctiviey contrel | Ercovcton | InteliSmap Operations | Advanced Ontion: |
Generdl | Coment | Retention | Fiters | Pre/PostProcess | Security | Sterage Device
Dats Storags Policy | Data Transfer Option | Deduplication |
Storage Policy:

MMO1_Backup_all v| | Data Paths |

Incremental Storage Palicy: TS

Data Paths
Create Storage Palicy
| ok || Cancel || Help

Figure 86 Select Storage Policy

6. Select the IntelliSnap Operations Tab. Check the box to Enable IntelliSnap. Select Dell
Compellent Snap from the drop-down list. Choose a proxy server from the drop-down list.

|"General | Content | Retention | Fiters | PrefPost Proce:
Activity Control | Encrypton |

[ Security | Storage Deviee |
Intelisnap Operations

Advanced Options
[ Intellsnap

Available Snap Engines el Campellent Snap

= |
Use Proxy

Manage Array

[] Use Separate Proxy For Backup Copy
Proxy ‘

[] Uss source F proxy is unreachable

[ o

| [ ] |

Help

Figure 87 Select IntelliSnap
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7. Click the Content Tab.

Activit Encryption InteliSnap Operations Advanced Options
General | Content | Retention | Filters | PrefPost Process | Security | Storage Device

Contents of subclient:

1 Delete

T B

Add Paths
I Edit Paths

[w] Backup System State

[ ©nly with Full backup

Mote: First job after synthetic Full will backup system state,

| QK H Cancel || Help

Figure 88 Contents of Subclient

8. Click Browse and specify content for the Subclient.

Content Library
Desktop
Documents
Music

Pickures

Videos

Figure 89 Browse for Content
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Note: If nothing is selected to backup, Simpana will attempt to IntelliSnap all volumes on the server
(including local volumes). This will cause the backup to fail.

Note: By selecting an entire drive (i.e. D:), Simpana will backup all files on the drive, and allow for the
restore of all files. Selecting specific files and folders only allows for the restore of those files and folders.

9. When first selecting a drive or file to backup, the following message will appear:

d Warning

If you define content for the default subclient,

its auto detection capability will be disabled,
Ape wou sure you wish to do this?

Figure 90 Auto Detection Warning Messaage

10. Click Yes to disable auto detection. Click OK to return to the Content tab.
Uncheck the box to Backup System State.

d Subclient Properties of default -

| Activity Cantral | | InteliSnap Operations | Advanced Options |
Genera\l Content | Retention I Filters I PrefPost Process I Security I Storage Device

Contents of subdient:
Delete

Browse

Add Paths

Edit Paths

As User

[] Backup System State

Only with Full backup

Mate: First job after synthetic Full will backup system state,

| ok || Cancel H Help |

Figure 91 UnCheck Backup System State

11. Click OK to exit to the CommcCell Console.
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9.1

Running a Windows File System IntelliSnap Backup

12. Right-click on the default Subclient for the Windows Server and select Backup.

[ CommCel Browser I Event Viewer x | [J Job Controler x B
'h.'rssmmsqt o tssrvoves0l > B Chenk Computers > £ tssrvi
o _I
B-ag tasrvovcst Subdient Name
. =1L File System
L2 defaukBackupSet [ DDBBatkup
- ﬁ Virtual Server = default
-2 tssrvevhvsOl Backup
* ‘::M Browse and Restore

(] m‘&
f; rsvcuswrm List Snaps

-2 Security Find

- Soragoh Backup History

| Policies
Ei Replication Policies Schedules
- Schedule Polices Delete
- gy Storage Policies
; %ﬁaﬁb:i Policies Operation Window
- [Bl VaultTracker Policies Properties

=145 Reports
# %Lm Reports

Figure 92  Starting Backup

13. The Backup Options for Subclient: default appears.

Backup Options

Select Backup Type
) Ful
(®) Incremental
() Differential

() Synthetic Full
Run Incremental Backup

(8 Before Synthetic Full

() After Synthetic Ful

Job Initiation
(®) Immediate

Feun this job now

() schedule

Configure Schedule Pattern

‘ gOK || Cancel || Advanced || @SaveAsScript || Help |

Figure 93 Backup Options for Default Subclient

Note: By default, the first time a IntelliSnap backup runs it will create a full backup set regardless of what
the backup type is set to. Depending on requirements, subsequent backups can be set to incremental or

differential.

14. Select OK to begin the backup.
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15. Monitor the job status in the Job Controller and Event Viewer windows.

13 10b Contraller Laln!
Filters: j + 10
Y |wb Operation Client. Computer Agent Type Subchent  JobType  Phase Skorage Policy v Medishgent Status Progress
513 Snap Backup bssrycvesD] Windows File System default Incremental  Scan MM01_Backup_all tssrycwesD]  Running ﬂ_

Figure 94 Job Controller showing Job Running

N Evert viewer no
D Date Prograrm Computer Event Code Description
S1307/09/2013 17:50:46 JobManager  kssrwowesDl 1901053 Backup job [513] completed, Client [tssrvcvesl ], Agent Type [Windaws File System], Subdlient [default], Backup Level [Incremental], Objects [No...
513 07j09/2013 17:50:34 JobManager  testwowcsOl 1901678 Client [tssrvcves01 techsol local] has deduplication enabled but Storage Policy Copy [MMD1_Backup_all_snap] for Storage Policy [MMO1_Backup_Al...
S1307/09/2013 17:45:48 JobManager  bssrwewcsDl 19500 Mew backup request received for Client [tssrvcvesD1], Application Type [Windows File System], Backup Set [defaultBackupSet], Subclient [default]...
o 12 I L PRTHT 2ok TEACL b b o Cliant Lol fis e 3 Jacall b Tume TS ek aran Batakasal

Figure 95 Event Viewer

16. The backup job is complete when the Job Status is Completed and Progress is 100%.

1 0b Controller J04
Filters: j + o

¥ lubIn Operation Client Computer Agent Type Subrlient Job Type Phase Starage Policy w1 Mediafgent Status Progress E
513 Snap Backup tssrvovesOl Windows File System defaul: Incremental  MfA MMD1_Backup_all tesrvevesDl  Completed I

Figure 96 Completed Backup Job

9.2 Restoring a Windows File System from an IntelliSnap Backup

Please refer to the CommVault Online Documentation for detailed instructions on how to restore from a
Windows File System IntelliSnap backup.
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10 Using IntelliSnap to Backup Hyper-V Virtual Machines

IntelliSnap Backup enables the creation of point-in-time snapshot of a virtual machine by temporarily
quiescing the data, taking a snapshot and then resuming live operations. Commvault Simpana 10 supports
backing up Hyper-V virtual machines with IntelliSnap. The following steps will show how to set this up in a
Dell Compellent environment.

Note: Ensure the Storage Center where the Hyper-V Hosts and their vitual machines reside have been
added in Array Management in the CommCell being used. The steps for this process are outlined in
Chapter 3 of this document.

Note: Ensure the Virtual Server iDataAgent is installed on all Hyper-V hosts. This is a requirement for
proper IntelliSnap operation. Instructions for installing the Virtual Server iDataAgent can be found within
the Commvault documentation located on their support web site.

Note: As of this writing, IntelliSnap backup of virtual machines with Microsoft Windows 2012 on cluster
shared volumes is currently not supported and will be supported in a future Commvault service pack.

10.1  Performing a Backup of a Hyper-V Virtual Machine using
IntelliSnap

1. Inthe CommCell Browser, right-click the server under Client Computers and select Properties.

- Client Computer Properties for TSSRV401 -

General | Security I Activity Cantral

Client Name

Client Mame:  TS5RY401
Host Marne: T55RY401

Description

| QK H Cancel H Advanced || @SavaAsScr\pt || Help |

Figure 97 Client Computer Properties
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2. Click the Advanced button and ensure the Enable IntelliSnap box is checked, then click OK.

- Advanced Client Properties -
[ 30b Configuration | Encryption | Content Indexing | Deduplication |
General | Groups I Firewall Configuration I Metwork Throttle |

Enable retry on network errors

Retry Frequency {seconds) a0 j’

Retry Count 40 j’

DR Log File Location

Erowse

Enter Alternate Cache Partition far GSnap. Please ensure that the volume
specified is an MTFS vaolume,

| oK || Cancel || Help

Figure 98 Check Enable IntelliSnap

3. Select the Computer that hosts the Hyper-V virtual machine to be backed up. Expand to
defaultBackupSet.

| ] CammCell Browser 7
L]

y 53%vml
! Client Computer Groups
=" Client Computers
: 172.20.20.142
s bz19s12
|| File System
E||J_| Yirtual Server
Eli_, Hyper-¥
o M
L2 HY-1543
&N be19se7
- () bz19sas
- £\ theSsp_sim10
-4\ rhs7mp_sim10
[2
[2
[

|»

b G rhé&3mp_sim10

-4 s39vml

A £} sulilsimi0 —
(5] Security

[ 4 Storage Resources

=] & Policies

[ Replication Policies

‘& Schedule Policies

Storage Policies

4| CommServeDR{s39vm1)

B | policyl_WinFS

| mnlirw? WKW LI

| ConmecellBrowser
Figure 99 Right-Click defaultBackupSet
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4. Right-click defaultBackupSet and select All Tasks > New subclient. The Subclient Properties
window appears.

QSUthient Properties of Hyper_¥ subclient

Activity Control | Enmcryption | InteliSnap Operations | Advanced Options
General | Content | Filtersl PrefPost Process I Securityl Skorage Device

Client Mame:
iDakafgent:
Backup Set:

Subclient name:

bz19s12
Virtual Server

defaultBackupSet

Hyper_Y subclient

~Description

OF | Cancel | Help

Figure 100 Subclient Properties

5. Type a name in the Subclient name field. Click the Content tab.

QSUthient Properties of [ %]

Activity Control | Encription | IntelliSnap Operations | Advanced Options
General  Content I Filtersl Pre/Post Process | Securityl Storage Device

Type I Marne |¥| | Browse I
2l

Add |

Edit |

Delete |
Preview |

OF | Cancel Help

Figure 101 Content page
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6. Click the Browse button. Expand the Hyper-V host server in the Browse window to expose its
Hyper-V virtual machines. Check the boxes of the virtual machines desired for backup. Click OK.

g; Hosts  w
[OEE=ER

w Hasz19s1z
I~ 2 bzigs1y
I~ S b219s7
¥ 2 st2vmi
LW g stzvm2

oK |

Cancel | Help |

Figure 102 Hyper-V Virtual Machines Selected

7. Select the IntelliSnap Operations tab. Check the IntelliSnap box. A warning message will appear
stating that the next backup will be converted to a full backup. Click OK.

i

Zhanging Intelisnap state will cause the next backup to be converted to a full backup.

Figure 103 IntelliSnap Warning Message
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8. Select the drop-down for Avalable Snap Engines and select Dell Compellent Snap.

QSUthient Properties of E

Generall Contentl Filtersl PrefPast Process | Securityl Storage Device
Activity Conkral I Ercryption  InkeliSnap Operations | Advanced Options

~ v InteliSnap

Available Snap Endines  [Please select a Snap Engine

Flease select a Snap Engine
Data Replicator

(KN

Dell Compellent Snap
Dl Equallogic Clone -

Use Proxy

Broy I LI

" [~ Use Separate Proxy For Backup Copy

0K I Cancel Help

Figure 104 Select Snap Engine

9. Select the Use Proxy Drop-down and select the appropriate Proxy VSA agent.

f@ Subclient Properties of

Generall Contentl Filtersl PresPost Process | Securityl Starage Device
Activity Contral | Encryption  InteliSnap Operations | Advanced Options

— v InteliSnap

#vailable Snap Engines  [Dell Compellent Snap j
Manage Array |
Use Proxy ﬂ

|

OF I Cancel Help

Figure 105 Select Proxy Server
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10. Click on the Storage Device tab. Select the Storage Policy drop-down list to expose previously
created storage policies and choose the appropriate policy.

Note: A new storage policy can be created at this point if required by clicking the Create Storage Policy
button.

11. Click OK to create the new Subclient.

’JSubclient Properties of

Ackiviky Control | Encrypian | IntelliSnap Operations | Advanced Ootions
Generall CUntentI Filtersl Pre/Post Process I Security  Storage Device

Data Storage Policy | Data Transfer Option | Deduplicatin |

Starage Palicy:

policy1_WinFs LI Data Paths |

WinFS

Data Paths |

Create Storage Policy |

[o]4 I Cancel | Help

Figure 106 Select Storage Policy

10.2  Running a Backup
1. Once the Subclient has been created, a backup should be taken to verify functionality. Right-click
on the newly created Subclient and select Backup.

[ defaubBackupSet 0O x
& s30vmi > T Chent Computers > 2 b219s12 > |1 Virtual Server > 5 Hyper-¥ > [ defaukBackupSet >
Subclent Hame [ Storage Polcy | Description 1¥
5 defaul s12pobcy_HY A
~] =
“Browse and Restore
List Snaps
Find
Backup History
Schedules
Delete
 Operation Window =l
m E  Properties by

Figure 107 Select Backup

64 CommVault Simpana 10 Best Practices



2. The Backup Options window appears.

QBackup Options for Subclient: Hyper_¥ subclient

Backup Options |

~Select Backup Type—————————————————————— ~Job Initiation
 Full i+ Immediate
@& Incremental Run this job now
" Differential " Schedule

€ Synthetic Full Zonfigure Schedule Pattern Configure |

¥ Run Incremental Backup

% Before Synthetic Full

€ after Synthetic Full

g [a]:4 Cancel Advanced I E’ Save As Script | Help |

Figure 108 Backup Options

3. Select the Full backup type and click OK.

4. Open the Job Controller in the CommCell browser and ensure that the backup job is running.

3 3ok Controller RO
Filters: I |+ O 7
%7 | 2obio | operation | ciert co... Agent Type Subelient +1[ Jab Type Phase StoragePolicy | MediaAgent | status | Progress ¥
1232 Snap Backup bZ19s1Z Wirtual Server Hyper_W subclient Full Backup policy1_wWinFs s39vml Running - 254 ;l

-
4| | »

Figure 109 Job Controller view of Job Running
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10.3

66

5. To ensure that IntelliSnap is working, open the Dell Compellent System Center Manager where
the Hyper-V virtual machines being backed up reside. Go to Volumes and highlight the volume
and select Replays to view all Replay activity. Figure 106 indicates that the Subclient has
successfully integrated with the System Center and created a Replay using IntelliSnap.

f a3\
(3§ ) 62151202
Refrash 97 Set Lipdate Frequsncy ., Set Replay iew ., Set Display Fisld \ i, Modify Yolume Maxdimurns \
Fresze Time Expiration Time [Repiay Size | Description [state Source
i 621s1zvz 6MB Active
B 07/02/2013 02:50:02 FM Mever Expire §MB Commtault Snapshat v, 10 Frozen Created by External Application
® 07/02/2013 02:05:10 PM Never Expire sMB Commiault Snapshot v, 10 Frozen Created by External Application
# 07/02/2013 10:43:36 AM Never Expire sMB Commiault Snapshot v, 10 Frozen Created by External Application
® 07/02/2013 09:20:37 AM Never Expire 6MB Commiault Snapshot v, 10 Frozen Created by External Application
D 07/02/2013 12:01:14 AM 07/09/2013 12:01:14AM  OME Daily at 12:01 AM Frozen Created by Scheddle
10142013 12:01:16 AM 07/08(2013 12:01:16 AM O ME Daily at 12:01 AM Frozen Created by Scheddle
130/2013 12:01:13 AM 07/07/2013 12:01:134M  OME Daily at 12:01 AM Frozen Created by Scheddle
129/2013 12:01:23 AM 07/06/2013 12:01:23 M OME Daily at 12:01 AM Frozen Created by Scheddle
12812013 12:01:15 AM 07/05(2013 12:01:15AM  OME Daily at 12:01 AM Frozen Created by Scheddle
127/2013 12:01:16 AM 07/04/2013 12:01:16 AM O ME Daily at 12:01 AM Frozen Created by Scheddle
D 06f26/2013 12:01:25 AM 07/03(2013 12:01:25 M &ME Daily at 12:01 AM Frozen Created by Scheddle
® 05/23/2013 01:50:35 PM Never Expire 1.91GE Commiault Snapshot v, 10 Frozen Created by External Application
< i v
Source: > User B Schedule W® External Application B89 Replication | Type: B Consistent | Status: & Expiration Pending + Coalscing

Figure 110 System Center Manager view of Replays created by IntelliSnap

Note: An IntelliSnap backup process creates a new Replay every time an IntelliSnap process is run. As a
best practice, use the retention settings within the storage policies being used to expire and remove old
Replays.

Restoring a Hyper-V Virtual Machine using IntelliSnap

Please refer to the CommVault Online Documentation for detailed instructions on how to restore from a
Hyper-V IntelliSnap backup.
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Conclusion

CommVault Simpana 10 and Dell Compellent Storage Center offers scalable data protection via snapshot,
replication and persistent copies that are secure well integrated. Data can be protected and managed

through a single, unified platform.

CommVault Simpana 10 Best Practices



12 Additional Resources

Below are some links to additional resources:

Commvault Simpana 10 Books Online

http://documentation.commvault.com/commvault/release_10_0_0/books_online_1/default.htm

Dell and Commvault Products and Solutions

http://dell.commvault.com/

Dell Compellent Knowledge Center

http://kc.compellent.com
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