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Blue Coat® K9 Web Protection is a content filtering solution for your home computer. It
implements the same reliable enterprise-class Web filtering technology used world-
wide by enterprise and government customers, provided in a user-friendly experience
that allows you to control Internet use in your home.

Blue Coat's Web filtering technology divides Internet content into 60 distinct categories.
These categories—and their associated Web sites—are stored in the Blue Coat database,
which maintains and updates almost 15 million Web site ratings and domains. A Web
site belongs to one or more of these categories, based on the content of the site. To meet
your particular needs and preferences, you can configure the software to block or allow
specific categories.

K9 Web Protection offers:

O Service-based filtering—The Blue Coat filtering database service receives and rates
over 50 million requests every day, making it the most accurate content filtering
database available and ensuring that you are protected against the ever-growing
number of inappropriate Web sites. With no database to download, K9 Web
Protection does not slow down your computer.

0 Dynamic Real-Time Rating™ (DRTR)—Blue Coat's patent-pending DRTR
technology automatically determines the category of an unrated Web page. Unlike
other filtering solutions, K9 Web Protection ensures the highest level of protection
by building the most relevant ratings database available. Using statistical analysis
and artificial intelligence methods to rate new or previously unrated Web pages,
DRTR only provides a rating when it is confident that it has reached an accurate
conclusion. Its effective coverage reaches more than a billion Web pages.

0 Automatic updating—Automatic updates of the K9 Web Protection application
ensure that you are always protected by the latest features.

0 Efficient caching—Caching is the method your Web browser uses to save frequently
used data, which increases efficiency by reducing the amount of information
requested over the Internet. K9 Web Protection uses Blue Coat's unique caching
technology, so your Internet experience is always as fast as possible.

System Requirements

To run K9 Web Protection, your computer must satisfy the following requirements:
O Operating System: Microsoft Vista™, Microsoft Windows XP™, Windows 2000™
Processor: 233 MHz or higher Pentium-compatible CPU

Memory: At least 64 megabytes (MB) of RAM

Hard Disk: 25 MB free space

a o o o

Internet connection
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This chapter describes how to download and install K9 Web Protection to your
computer. It also describes how to access the application following the installation.

Loading and Installing K9 Web Protection

Before you begin the K9 Web Protection installation process, verify the following
prerequisites are satisfied:

0 Verify your system meets the requirements listed in “System Requirements” on
page 1.

O Your e-mail account (or your Internet Service Provider) might be set to disregard
unwanted e-mail (known as spam). To ensure that you get your K9 license e-mail,
configure your e-mail account to accept messages from k9support@bluecoat.com. If
you do not see the K9 license e-mail shortly after requesting your license, check
your e-mail account anti-spam settings, and check your junk or anti-spam folders to
see if the K9 license e-mail was routed there.

There are two methods available to download and install K9 to your computer:
a “Downloading and Installing K9 Web Protection from the Internet”

a “Installing K9 Web Protection From a CD” on page 8

Downloading and Installing K9 Web Protection from the Internet

Follow this procedure if you using the Internet to download and install K9 Web
Protection.

1. In your Web browser, enter www.k9webprotection.com.

5o

{;v Check Site Rating

Click link ([ 7 ) K9 Support

2. Click the Get K9 Now link.
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K9 Weh Protection License Request (* required fields):

First Mame* Blok

Last Mame ™ Hent

Your Email ™ why? hob kent@email.com
“erify Your Email * hob kent@email com
Howe did you hear about us? | Search Engine w
Which Search Engine? google

[ _Request License ]

W

3. Fill out the K9 Web Protection License Request form; click Request License.

Your K9 Web Protection license is e-mailed to you (typically, within minutes). This key
is required to install the K9 software.

© Get K9 License
© Dofunload Software
Click link— @

© License Agreement

© Refer a Friend

4. Download the software:
a. Select Download Software page. You can also use the download link in the e-
mail containing your license key.
b. Click Download.
¢.  You are prompted whether you want to run or save the

k9- webpr ot ect i on. exe file. Click Save to save the file to your hard drive. K9
is a small file and downloads almost instantly for most users.

Note: Write down the path and folder name, as you will need them later.

d. After the file download completes, open the folder where you saved the file.
Double-click the k9- webpr ot ect i on. exe file to continue the installation
process.
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Blue Coat® K9 Web Protection Setup g|§|@

Welcome to the Blue Coat® K9 Web
Protection Setup Wizard

This wizard will guide vou through the installation of Blue
Coat® k9 Web Protection,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant syskem files without having ko reboot your
compuker,

Click Mext to continue,

Click Next

/

[ Mexk = ‘[ Cancel ]

I

5. The Setup Wizard launches. Click Next to begin the installation process.

6. You are prompted to accept the K9 Web Protection license agreement. After reading
the agreement text, click | Agree.

Blue Coat® K9 Web Protection Setup E]|E|@
Choose Install Location
Choose the Folder in which to install Blue Coat® k9 Web Protection, @
=

Setup will install Blue Coat® K9 Web Protection in the Following Folder. Tainstall in a different
folder, click Browse and select another Folder. Click Mext bo continue.

Destination Folder

C:\Program FilesiElue Coat K9 Web Protection

Space required; 909, 0KE
Space available: 60,356

[ <Back || Next:i:\vj | cancel |

7. You are prompted for the install location. K9 Web Protection defaults to C: \ Pr ogr am
Fi | es. To install the software in a folder other than the default, click Browse and
navigate to a folder or manually enter a path name in the Destination Folder field.

Click Next.
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Blue Coat® K9 Web Protection Setup
Install License
Plzase enter a walid Blue Coat Systems, Inc. license @
=

To use Blue Coat® K2 Web Protection, you need a valid license,

The license is assigned to you by Elue Coat Swstems, Inc, You can expect ko receive
this license by email after vou register to use K9 Web Protection,

In order to validate vour license, the installer needs ko connect to the inkernet, Please
make sure vou are currently connected to the internet, I vou have a personal firewall
installed, it may ask vou if k3filker.exe can access the internet, Be sure to allow this
application through wour Firewall,

o personal information will be sent to Blue Coat Systems, Inc,

License
. License: AECDE1Z345 et License, .,
Enter license
number from — |
e-mail

[ < Back ” Mek = I’ Cancel ]

8. Copy your K9 Web Protection license from the e-mail and paste it into the License
field. Click Next.

Blue Coat® K9 Web Protection Setup
Install Password
Please enter and administrator password %

To administer Blue Coat® K Web Protection, you need ko create an administrator password.

The password you choose will be used to access the administration screens to configure
the Filter, as well as to averride any blocked web pages. 1t is also required in order ta
uninstall the application. You will need to remember this password.

Create Administrator Password

Specify a ’

P u L1111
password for asswon
administrative verify | sesme
access

[ <Back || Ne;gltl%] [ cancel |

9. You are prompted to create an administrator password. This password allows you to
modify your Internet filtering settings, view reports, and override blocked pages. It is
also required to uninstall the program.

Note: The password must be 15 characters or less and can only include alpha-
numeric characters (for example, A-Z and 0-9). You can also use the following special
characters:!, @#,$, %", *,(,),{,and}.

Click Next.
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Blue Coat® K9 Web Protection Setup E|E|@
Shortcut Placement
Please choose where bo put shorkouks @
P
where would you like to place shortouts For Blue Coat® K9 Web Protection?

Shortout Placement
Place shortcut on Deskkop

Select

shortcuts to Flace Shortcut on Quick Launch Toolbar

be placed on Flace Shortcut in Inbernet Explorer Favorites
your desktop

Place Shorkcuk on Inkernet Explorer Links Toolbar

[ < Back ]uni}tall I [ Cancel ]

10. You are prompted to place application shortcuts. Select which shortcuts you want by
checking the appropriate boxes, then click Install.

Blue Coat® K9 Web Protection Setup E|§|@

Completing the Blue Coat® K9 Web
Protection Setup Wizard

Your computer must be restarted in order to complate the
installation of Blue Coat® k9 Web Pratection. Do you want
ta rebaook now?

(® Reboot now - Select

option

(1 want to manually reboot later

Click
— " Finish

11. You must restart your computer to enable K9 and begin protecting your system:

e If you select Reboot now, your computer shuts down and restarts after the K9
application is installed. If you have any other applications or documents open,
save them and close them to avoid losing data before clicking Finish.

e If you select I want to manually reboot later, the K9 application installs, but is not
active. When you shut down and restart your computer the next time, K9 Web
Protection is enabled.
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Click Finish.

12. After your computer restarts, K9 Web Protection begins protecting your system
with the Default Internet Protection Level. Proceed to “Getting Familiar With the K9
Web Protection Interface” on page 15 to begin learning how to configure K9.

Installing K9 Web Protection From a CD

Follow this procedure if you received a copy of K9 Web Protection on a CD.

1. Insert the K9 Web Protection installation CD into your computer's CD-ROM drive.
The Setup Wizard automatically launches. If it does not, open the Windows
Explorer, double- click on your CD drive, and double-click k9-webprotection.exe.

Blue Coat® K9 Web Protection Setup g|ﬁ|@

Welcome to the Blue Coat® K9 Web
Protection Setup Wizard

This wizard will guide vou through the installation of Blue
Coat® k9 Web Protection,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant syskem files without having ko reboot your
compuker,

Click Mext to continue,

|- Click Next

/

[ Mexk = ‘[ Cancel ]

I

2. You are prompted to accept the K9 Web Protection license agreement. After reading
the agreement text, click | Agree.
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Blue Coat® K9 Web Protection Setup

Choose Install Location
Choose the Faolder in which toinstall Blue Coat® K2 Web Protection. @
=

Setup will install Blue Coat® k9 Web Protection in the Following Folder, To installin a different
folder, click Browse and select another folder, Click Mext bo continue,

Default
path

Destination Folder

C\Progran Files\Blue Coat K9 Web Protection

Space required: 909.0KE
Space available: 60,368

| Click Next

e
[ <Back || Next:ﬁg [ concel |

3. You are prompted for the install location. K9 Web Protection defaults to
C:\ Program Fi | es. To install the software in a folder other than the default, click
Browse and navigate to a folder or manually enter a path name in the Destination
Folder field.

Click Next.

4. Obtain your K9 Web Protection License:
If you are a CA Internet Security Suite (ISS) user, follow the next set of steps.
If you are not a CA ISS user, proceed to Step a on page 10.

CA ISS users: If you have a valid CA ISS license, you are automatically entitled to
a one-year license for K9 Web Protection.

a. To obtain this one-year license, you must already have the Internet
Security Suite installed on your computer and rebooted before starting
your K9 installation.

Note: See Appendix B: "CA Internet Security Suite Users" on page 55 for some
important configuration rules required to set inside of CA ISS to ensure smooth
operation with K9.
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Blue Coat® K9 Web Protection Setup

Install License
Please enter a valid Blue Coat Systems, Inc, license @
P

Yfour Ca eSS license entitles wou to a 1 year license For Blue Coab® K9 \Web Protection,
In ardet ba obtain this license, dick the Following link:

Reguest k2 Web Protection License
Click link ﬁ

—
Once you have recieved your heénse via email, paste it into the box below.

Enter License

License:

Mote: In order bo walidate vour license, wou must be connected to the internet, You may also
need ko allowe k9Filker.exe through any personal Firewall wou may have installed.

[ < Back ” Mt = l[ Cancel ]

b. Click the Request K9 Web Protection License link, which takes you to the K9
Web Protection Web site.

K8 Web Protection License Request (* required fields):

First Name * |Bob

Last Name * |Kent

Your Email * why? |bub.kent@emﬂil.cum

Verify Your Email * |bub.kent@emﬂil.cum
CA License: ABCD1-EFGH-IJKELM-HOPQR

I Request License ]

W

c. Fill out the K9 Web Protection License Request form. Your CA license is
automatically retrieved from your system and stated in the CA License
field. click Request License.

d. Your K9 Web Protection license is e-mailed to you (typically, within
minutes). This key is required to install the K9 software.

Remember to review the information in Appendix B: "CA Internet Security
Suite Users" on page 55 to ensure smooth operation between CA ISS and K9
Web Protection.

e. Proceed to Step 5.
All other users installing from CD: You must obtain a license from the K9 Web
Protection Web site.

a. Click Get license.... You can also enter the following URL in your Web
browser: www.k9webprotection.com and click Get K9 Now.
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K9 Web Protection License Request {* required fields):

First Mame * Bak

LastMame * Kerit

Your Email * by ? hiob kent@emsil com
Verify ¥our Email * kiob kent@emsil com
Howe did you hear about us? | Search Engine w
‘Which Search Engine? aoogle

|, RequestLicense |

b. Fill out the K9 Web Protection License Request form; click Request License.

c. Your K9 Web Protection license is e-mailed to you (typically, within
minutes). This key is required to install the K9 software.

Blue Coat® K9 Web Protection Setup g|§| g]

Install License
Please enter a walid Blue Coat Systems, Inc, license @
=

To use Blue Coat® K9 Web Protection, vou need a valid license,

The license is assigned to you by Blue Coat Syskems, Inc, You can expect to receive
this license by email after you register to use K9 Web Protection,

In order to validate vour license, the installer needs to connect to the internet, Please
make sure vou are currently connected to the internet, IF wou have a personal firewall
installed, it may ask vou if kSFilter.exe can access the internet, Be sure bo allow this
application through vour Firewall,

Mo personal information will be sent to Blue Coat Systems, Inc,

License
. License: ABCDELZ345 f
Enter license Get License
number from — |
e-mail

[ < Back “ Mexk = ‘[ Cancel ]

5. Copy your K9 Web Protection license from the e-mail and paste it into the License

field. Click Next.

11
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Specify a
password for
administrative
access

Blue Coat® K9 Web Protection Setup

Install Password
Please enter and administrator password

To administer Elue Coak® k9 Web Protection, you need ko create an administrator password,
The password vou choose will be used to access the adminiskration screens ko configure

the filter, as well as to override any blocked web pages. Itis also required in order to
uninstall the application. You will need to remember this password,

Create Administratar Password

Password: | eeees

Verify | sesee

[ <pack | Negf}:»_l [ cancel |

6. You are prompted to create an administrator password. This password allows you
to modify your Internet filtering settings, view reports, and override blocked
pages. It is also required to uninstall the program.

Note: The password must be 15 characters or less and can only include alpha-
numeric characters (for example, A-Z and 0-9). You can also use the following special

characters: !, @, #, $, %,

A% (G ) {and ).

Select
shortcuts to
be placed on
your desktop

Blue Coat® K9 Web Protection Setup

Shortcut Placement
Please choose where bo put shortouts

£

Where would vou like to place shortouts For Blue Coab® k2 wWeb Protection?

Shartcut Placement
Place Shorteut on Desktop

Place Shortcut on Quick Launch Toolbar

Place Shorteut in Inkernet Explorer Favarites

Flace Shortcut on Internet Explorer Links Toolbar

I ’ Cancel

]

[ < Back ] Install
=

7. After you enter and verify your password, you are prompted to place application
shortcuts. Select which shortcuts you want by checking the appropriate boxes, then

click Install.

12
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Blue Coat® K9 Web Protection Setup g|§|@

Completing the Blue Coal® K9 Web
Protection Setup Wizard

Your compuker must be restarted in order to complete the
installation of Blue Coat® K2 web Protection. Do wou wank
to reboot now?

(%) Reboot: now < Select

option
(1 want ko manually reboot laker

Click
L—"Finish

Finish

You must restart your computer to enable K9 and begin protecting your system:

e If you select Reboot now, your computer shuts down and restarts after the K9
application is installed. If you have any other applications or documents open,
save them and close them to avoid losing data before clicking Finish.

e If you select I want to manually reboot later, the K9 application installs, but is
not active. When you shut down and restart your computer the next time, K9
Web Protection is enabled.

Click Finish.

After you restart your computer, K9 Web Protection begins protecting your system
with the Default Internet Protection Level. Proceed to the next section to begin
learning how to configure K9.

Logging in to K9 Web Protection

To access the K9 Web Protection configuration, administration, and reporting
functionality pages, you must log in to the application with the administrator
password you specified during the installation process.

1.

Find the application in your Start Menu > Program listings. Click Blue Coat K9 Web
Protection admin to run the application. Alternatively, if you chose to place a shortcut
to the application on your desktop, launch the software by double-clicking on the
shortcut.

K9 Web Protection launches in a Web browser window.

13
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J"I‘ HOME -.-'l' VIEW INTERNET ACTIVITY

Ekj You are protected by K9 Web Protection!

Flease choose from one of the following options below, or from the toolbar above.

o View Internet Activity . Setup Get Help
J If Allows you to =ee how the <~ Allows you to change the Helpz you to troubleshoot
Internet has been uzed on I . & way that K9 fiters the izzuss you may have with
your computer Internet for vou. K% Web Protection.
(Requires Administrator Password (Requirss Administrator Password

2. Clicking either View Internet Activity or Setup displays the Administrator Login
prompt.

|% You must log in to access this page.

Administrater Login

Administrator Password: [eeese in

Administrator login required
[ Forgot wour password? |

3. At the prompt, enter the administrator password that you created during the
installation and press Enter.

Note: If you forget your password, click the Forgot your password? link and a
temporary password is sent to the e-mail address you used when you registered
your K9 Web Protection application. This temporary password is valid for only
24 hours, so you must change the password after regaining access (see
“Changing the Admin Password and E-mail Address” on page 30).

14
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K9 Web Protection Administration 4w

-I'I" VIEW INTERNET ACTIVITY

_’( SETUP

.y Web Categories to Block

{3 ceT HELP

SETUP ¢ Setthe categories you wish to block. [ More help... |

Protection Level

¥ ] Web Categories to Block

— o O High Protectz against all default-level categories, plus chat, newsgroup and unrated
<) Time Restrictions sites. [ Show Detaile |
]‘r Web Site Exceptions (%) Default Protects against all adult content, security threats, illegal activity,

13 Blocking Effect sexually-related sites and online community sites. [ Show Details |
OCKIN ecls
i g O Moderate  Protects against all adult content, security threats and illegal activity. [ Show

URL Keywords Detailz
% Other Settings O Winimal Protects against pornography and security threats. [ Show Detailz |
_:.:'j Password/Email () Monttor Allows all categories - only logs traffic.

O Custom Select your own =€t of categories to block.

Bluef3Coat’

3. You are now logged in as the K9 Web Protection administrator

Note:  The administrator login times out, or expires, in five minutes of non-activity
to ensure that other users cannot change filtering or administrative settings should
the administrator fail to log out.

Getting Familiar With the K9 Web Protection

Interface

This section provides a quick overview of the Blue Coat K9 Web Protection user
interface. Blue Coat recommends that you familiarize yourself with the user interface
before you configure and use the software.

The Blue Coat K9 Web Protection user interface includes four primary sections:

Home—Default page that allows access to other pages containing K9 Web Protection
features.

View Internet Activity—Tracks Web browsing activity, including category violations and
override requests, and administrative activity, such as changes to program settings and
automatic software updates.

Setup—Controls the Web filtering rules for your K9 Web Protection application. With
this tab, you can create the filtering rules that meet your specific requirements. You can
select from five pre-configured Internet Protection Levels or create customized filtering
rules using a variety of controls, including the 60 unique categories in the Blue Coat
database.

15



Blue Coat K9 Web Protection User Manual

Get Help—Contains links to Instant Support and to frequently asked questions about
the product. It also provides a support number for emergencies, a way to check or
dispute how a specific Web site is categorized, and a link for providing feedback.

16



This chapter describes how to configure the various filtering features provided in the
K9 Web Protection.

Selecting a Protection Level

This section describes how to change one defined protection to another or how to create
a custom level.

Selecting A Defined Internet Protection Level

K9 Web Protection has five pre-configured Internet Protection Levels. These levels
range from Monitor to High. They include different combinations of commonly blocked
categories. Upon installation, the protection level is Default, which blocks a variety
categories that most concerned people seek to block; however, unrated sites are
allowed.

To select a different defined protection level:

1. Click Setup. If you have not already logged in, you are prompted for your
administrator password.

K9 Web Protection Administration & oou

1
I (\
-h HOME -l-l’ VIEW INTERNET ACTIVITY % SETUP » GET HELP

X

SETUP ¢ Setthe categories you wish to block. [ More help. . ]

w Web Categories to Block

Protection Level

4/ Web Categories to Block

= o O High Protects against all default-level categories, plus chat, newsgroup and unrated
£) Time Restrictions sites. [ Show Details ]
1‘, Web Site Exceptions (%) Default Protects against all adult content, security threats, illegal activity,

sexually-related sites and online community sites. [ Show Details ]

) Blocking Effects _ _ . p
| O Moderate  Protects againzt all adult content, security threats and illegal activity. [ Show

URL Keywords Detailz |
% Other Settings O Minimal Protects against pornography and security threats. [ Show Details ]
_:."j Password/Email O Monitor Allows all categories - only logs traffic.

O Custom Select your own =&t of categories to block.

Bluef3Coat

2. Defaultis highlighted as the current protection level. In the description text, click the
Show Details link to display what categories are blocked with this setting.

17
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@ Default Protects against all adult content, security threats, illegal activity,
sexually-related sites and online community sites. [ Hide Details ]

Categories Blocked in this Level - Potential Age Group: 10-13 years old
Abortion Intimate Apparel'Swimsuit Proxy Avoidance
Adutt/Mature Content Nudity Sex Education
Alternative Spirtualitv/Occult Open Image/iedia Search  SexualitwiAlternative Lifestvies
Gambling Peer-to-Peer (FZP) Social Metworking
Hacking Perzonalz/Dating Spyware Effects/Privacy Concerng
liegal Drugs Phizhing Spyware/Malware Sources
llegal'Questionable Pornography Violence/Hate/Racism

Figure 3-1. Most commonly blocked categories.

Clicking any of these links displays another dialog that describes the category and
lists a few example Web sites. After reviewing the categories, click Close.

3. Each of the five pre-configured Internet Protection Levels within K9 Web Protection
blocks different categories or combinations of categories. Review any of the other four
protection levels, and select one to make a change.

4. Click the Save Changes at the bottom of the screen to activate K9 Web Protection level
you have specified.
Creating a Custom Protection Level

If you are not satisfied with the pre-defined protection levels, you can create a custom
level, designated with only the categories you select.

To create a custom protection level:

1. Click Setup. If you have not already logged in, you are prompted for your
administrator password.

18
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Protection Level
O High Blocks the most commenly blocked categeries, plus Abortion, Gaw/Lesbian, and
Unrated sites.

O Default Blocks the most commenly blocked categories, but allows Unrated sites.
iogerate ocks Adult’Mature Centent, Pornography, Nu /, AN SpYWars calegonss only.
Moderat: Block dult/Mat Centent, P hy, Nudity d5 t i |
Ainima ocks Pornography and Spyware categories only,

Minimal  Blocks P h d§ i |

Jonitor Allews all categeries - only logs traffic.

Monit Il Il cat i by | traffi

2 @ Custom Select yvour own st of categories to block.
Commenly Blocked Categories ( Block All 1) [ Unblock Al ]

AdultiMature Content [ liegaiQuestionable O Prcxy\rx:eidﬂfm?

AlceholTebacce | [Intimate Sex Education

IcoholTok [w] Intimat Sex Educati

ApparelSwimsuit
Cult'Qceuy udity v| Sovware Effecta/Privacy
Cult/Qceult Hudit [#] & EffectaiPri
Concernz
3ambling pen Image/Media Spyware/Malwars Sources
Gamkbli o I Medi S Mal S
Search

[] Hacking [] Ehizhing [] Viclence/Hate/Racism

lizgal Drugs Pornography |:| YWeapons

3 — =
Other Categories [ Block All ]| [ Unblock All ]
|:| Abortion D GovernmentiL egal |:| Bestaurants/Dining/Focd
[] ArsfEntertainment [] Heatth [] Search EnginesiPortals
[] Aucticns [ Humorilekes [] Shepging
D Blegsilewsgroups |:| Job SearchiCaresrs D SocistviLifestvie
v

2. Select Custom. The field expands in the Web browser to display all the categories
identified by the Blue Coat database

3. Select any individual categories (not all displayed in example). You can also select
Block All, which selects every category.

4. Special categories:

At the bottom of the expanded Web page are two important filtering options, Dynamic
Real-Time Rating™ (DRTR) and Unrated Web Pages.

Unrated Web Pages
Enable Dvnamic Resl-Tims Rating™ (DRTR)

s

[] Bleck Unrated Visb Pages

Figure 3-2. Unrated Web Pages categories.

® Selecting the Enable Dynamic Real-Time Rating™ (DRTR) option (enabled by default)
permits K9 Web Protection to attempt to dynamically match a Web site to a
category in the Blue Coat database.

e Selecting Block Unrated Web Pages (off by default) blocks any Web page that K9
Web Protection cannot match to a specific category. Blue Coat recommends that
you retain the default settings for these two options.

5. Click Save Changes to activate the new custom protection level.
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Specifying Time Restrictions

K9 Web Protection enables you to restrict the time of day users can access Web sites. If
there are specific times when you do and do not want your family accessing the Web, this

feature assists you in enforcing that policy.

To restrict Web browsing access times:

4/ Web Categories to Block

Click ink——— = 'f:?\' Time Restrictions
1P web Site Exceptions
| Blocking Effects
:":.__._ URL Keywords
#X Other Settings
E] Password/Email

1. Select Time Restrictions.

Time Restrictions
7. Selecttime during the week to allow or deny access to web sites. [ Mors heip... ]
Sun Maon Tus Wed Thu Fri Sat
12 am Click to change web access:
tam Allowl
2am
2am Hote:
&
- = rou have selected a
- E&m region of time. Click
=
= il above to set the
ram permizsion of this region.
8 am
5 am
10 em Save Changes
11 am
-Clear Al
12 pm
1 pm
2 pm
2 pm
4 pm
5 pm
@ pm =
T pm :
8 pm
9 pm
10 pm
11 pm

Dragging the
mouse to
include a
time region

2. Using the mouse, select individual time frames or drag your mouse to include
multiple time frames. In the above example, the user is adding Friday from 8 am to

6:59 pm.
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Time Restrictions

7 Selecttime during the week to allow or deny access to web sites. [ Lore help.. |

Sun | Meon | Tue | Wed | Thu Fri Sat

12 am Click to change web acces:
1 am Allowlﬁ
Zam [ — 3

2am

4am [ Save Changes ]

8 am

T am

8 am

2 am

10 am

11 am

12 pm

1 pm

2 pm

3 pm

4 pm

& pm

& pm

T pm

& pm

2 pm

10 pm

11 pm

3. Click Allow or Deny. Click Deny turns the time fields red. This example completes the
scenario of restricting all Web access on school days from 8 am to 7:59 pm on Monday
through Thursday, and to 6:59 pm on Fridays.

4. Click Save Changes.

Note: Even when you allow access, your other restrictions (for example, restrictions
based on categories) are still active. Selecting Deny blocks access to all Web sites,
regardless of other policies.

Specifying Web Site Exceptions

In addition to the defined and custom protection levels, K9 Web Protection allows you to
explicitly block or allow access to specific Web sites. For example, K9 is blocking a site, but
you want to allow access to it, but not any others in the category.
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To specify Web site exceptions:

¥ Y] Web Categories to Block

<) Time Restrictions
1? VWeb Site Exceptions
{) Blocking Effects

Click link

URL Keywords
% Other Settings

j Password/Email

1. From the Setup menu, select Web Site Exceptions.

@ Web Site Exceptions

2a
Setweb sites you want to always block or always allow. [ More help... ]
Sites to Always Block Sites to Alwa llow
Add g site: Add a site: |gbay.com Add|<—— 2b
. hate.com . craigslist.org

2. To always block or allow a site:
a. Enter the URL in the appropriate Add a site field.
b. Click Add.

You must enter each URL separately. Each URL is displayed on a separate line.
3. Click Save Changes.

Removing a URL

At any time, you can remove a Web site from either the Sites to Always Block or Allow
field lists.
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To remove a URL.:

Sites to Always Allow

Add a site:

. awert.org

b

1.
2.

Click the blue X next to the Web site.

Click Save Changes.
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Specifying Blocking Effects
The Blocking Effects page enables you to:
a Customize an alert when a page is blocked.

O Specify time out settings when K9 detects multiple blocked pages.

To configure blocking effects:

X

SETUP

¥ 'Y} Web Categories to Block
<) Time Restrictions

rr Web Site Exceptions

) Blocking Effects

Click link
URL Keywords
% Other Settings

j Password/Email

1. From the Setup menu, select Blocking Effects.
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) Blocking Effects

Set general blocking options. [ Mere hels... ]

General Block Page Options Time Out Settings
2a Bark when blocked [ Enable Time Qut Settings
2b Show admin optionz on block pages I there are blocked pagss within a

minute window, deny access to web sitez

for minutes.

Save Changes

2. Configure General Block Page Options:

a.

Bark when blocked: K9 Web Protection offers an audible feature in which the
application plays a bark when a user attempts to access a blocked site. This
feature is useful to alert a parent, teacher, or other care provider that
someone under his or her supervision might be stumbling onto offensive
or inappropriate content.

Note: You must have speakers connected to your computer, and the volume
control cannot be set to mute or you will not hear the bark.

Show admin options on block pages: If a user of your computer attempts to
access a Web site that is not allowed by the currently active K9 Web
Protection settings, a Filtering Alert block page appears, indicating that the
page violates one of the settings and the reason for the block (see

Chapter 5: "Understanding Filtering Alert Pages" on page 39 for full
details on these important alerts). This option allows administrative
options—such as overriding a site that has been blocked or modifying the
Web filtering settings—directly from a Filtering Alert block page.
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{3 Blocking Effects

Set general blocking options. [ Mers help... ]

General Block Page Options Time Qut Settings
D Bark when blocked Enable Time Out Settingg <¢——un«——————— 3a
Shew admin options en block pages Ifthere are | 10 | | blogked pages within a

10 % | min

3b

for| 30 | % | minutes.

5
Save Chalp |

Copyright ® 2005 Blue Coat Systems. All Right Re EE

3. Configure Time Out Settings:

a. Select Enable Time Out Settings. The other fields become available. If a user
attempts to visit too many blocked sites in a specified period of time, K9
completely blocks access to the Web for a specified time.

b. From the drop-down lists, select the time out parameters. With the
defaults, K9 Web Protections blocks all Web access for 30 minutes if it
detects a user has attempted to access 10 blocked sites within a 10-minute
time period.

4. Click Save Changes.

Specifying URL Keywords

K9 Web Protection allows you to block access to Web pages based on keywords in the
Web page URL. You can, for example, block any Web page that has the word sex in the

URL.

To block specific keywords:

X

SETUP

.y Web Categories to Block
<) Time Restrictions
1P web Site Exceptions
) Blocking Effects
Click link ————= ", URL Keywords
% Other Settings

j Password/Email

1. From the Setup menu, select URL Keywords.
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r"*;,:_;. URL Keywords

Setweb address tokens (words) you wish to block. [ More help. .. |

Keywords to Block Additional Keyword Settings
28— ~dda keyword: |poker Add Do net show keywords on Block Pages
i1 casino \
3
2b
Save Changes

2. Add URL keywords:
a. Inthe Add a Keyword text field, enter the keyword to filter.
b. Click Add.
3. When a page is blocked because of a banned word in the URL, K9 Web Protection

displays a filtering alert that identifies the reason the page was blocked. By default,
the message displayed includes a reference to the keyword.

As these keywords might be offensive, you have the option of not displaying
keywords on the filtering alert. To prevent the display of these keywords on the
filtering alert, select Do Not Show Keywords.

4. Click Save Changes.

Note: You can use an asterisk (*) to match portions of the URL. For example, if you
enter sex as a keyword, K9 blocks www. sex. com but not waww. sexy. comor

wwv. essex. com If you enter sex*, K9 blocks www. sex. comand www. sexy. com but not
wwv. essex. com If you enter * sex, K9 blocks www. sex. com and www. essex. com but
not wwv. sexy. com Entering * sex* blocks all of the above examples.

The keywords are added to the list of filtering keywords as shown:

See Chapter 5: "Understanding Filtering Alert Pages" on page 39 for full details on
these important alerts.

To remove the keyword from the filtering list, click the blue x next to the word you
want to remove.

Note: Entering sex in the URL keywords does not block pages that have the word sex
in the Web page itself. K9 only blocks Web pages that have the word sex in the URL.

Selecting Miscellaneous Options

The Other Settings page contains settings that apply to K9 Web Protection
configuration that are not related specifically to filtering. Currently, this page contains
the following options:

a “Updating to K9 Beta Releases” : Enable the automatic update of K9 Web Protection
pre-releases.

a “Specifying Web Search Options” : Enable Google SafeSearch™.
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Updating to K9 Beta Releases

A Beta release is a version of software that is undergoing final testing before final
release. However, because this version has not completed full testing by the company,
unforseen errors might occur. Blue Coat allows you to receive automatic K9 Web
Protection Beta software release updates before the general public receives the final
release. This allows you to get a sneak preview of new features and provide feedback
back to Blue Coat. If you elect to receive a Beta update, you will receive an e-mail with
more information.

You can opt out of receiving Beta releases at any time.

To automatically receive Beta releases:

X

SETUP

4y Web Categories to Block
_1 | Time Restrictions
1P web Site Exceptions
) Blocking Effects
i URL Keywords
% Other Settings

j Password/Email

Click link

1. From the Setup menu, select Other Settings.

Beta Program

Select option ———h/]| Update to beta versions of K9 rather than publicly
released versions.

Note: Bets versions of the software have
undergons initial testing, but not the sxtensive
testing that is required of software released io the

gencral public.
Save Changes

2. Select the Beta Program option.
3. Click Save Changes.

When Blue Coat releases a K9 Web Protection Beta version, your system detects this
and updates the application.

Specifying Web Search Options

K9 Web Protection offers the option of enforcing the use of Google SafeSearch, which
diminishes the amount of adult material that might be returned as a result of an
Internet search. This feature is enabled by default. Currently, K9 Web Protection
supports the safe search functionality of the Google Search Engine only. Other search
engines will be added in future releases.
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To enable/disable Web Search Options:

X

SETUP

¥ Web Categories to Block
<) Time Restrictions

ff Web Site Exceptions

{2) Blocking Effects

") URL Keywords

% Other Settings

j Password/iEmail

Click link

1. From the Setup menu, select Other Settings.

Web Search Settings

Uze Google SafeSearch™

Save Changes

2. When selected, Google SafeSearch is always employed. If unselected, this policy is
not enforced.

3. If you make a change, click Save Changes.
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Changing the Admin Password and E-mail Address

For any time and for any reason, you can change your administrative password or the

e-mail Blue Coat uses to communicate information.

Any time you request a temporary password, Blue Coat recommends immediately

changing it to a password of your creation. Temporary passwords are only valid for 24

hours.

To change the administrative password and/or e-mail address:

X

SETUP

4 Web Categories to Block
£ | Time Restrictions
1? \Web Site Exceptions
{1) Blocking Effects
' URL Keywords
% Other Settings
Click link —>_j Password/Email

1. From the Setup menu, select Change Password.

|£E}, Password/Email

Change your K9 administration password and email address. [ More help... ]

Change Admin Password Change Email Address
Current email  bob.kent@email.com

Current p— address:
paszword: New email bob kent@email2.com
New vesses address:
password: Re-type new bab kent@email2 com
Re-type news — email address:
password:

Save Changes

2. Change the password:
a. Enter the current password.
b. Specify a new password, twice.
c. Click Save Changes.

3. Change the e-mail address:

a. Enter a new e-mail address, twice.
b. Click Save Changes.
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Note: The password must be 15 characters or less and can only include alpha-numeric
characters (for example, A-Z and 0-9). You can also use the following special characters:
!I@#I$/%AI*/(’)/{/and}'
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This chapter describes how to view all of the Internet browsing activity that has
occurred on your computer.

K9 Web Protection presents Internet browsing activity on two different pages:

O “Viewing the Activity Summary” —Web browsing activity is presented in high-
level data tables.

a “View Activity Detail” on page 37—The full URLs of Web sites are presented.

Note: The statistics tracked in this window begin upon installation of the software
and continue to increment indefinitely. To purge the log and restart the statistics, click
Reset All Counters at the bottom of the General Overview table.

Viewing the Activity Summary

This page allows you to view activity recorded by K9 Web Protection. This activity
includes Internet browsing activity and administrative actions.

To view the Activity Summary:

1. In the top menu bar, click View Internet Activity.

-

VIEW INTERNET
ACTIVITY

$ View Activity Summary

2. Click link

-ig View Activity Detail

2.  From the View Internet Activity menu, click View Activity Summary.
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See “Category
Summary” on

Admin Events” on

J?'é

View Activity Summary

¢ This page is an overview of your internet activity. [ Mere help. . ]

pagakb

Category Summary

JOOA0000O00QOC0000FORR0O00

Chat/instant Messaqging

Online Games
Lifestvie

Mahaare Snnrees

General Overview

Streaming Media/hP3 238 (since Mon 0214 2/07 02:39PN)
Web Adverisements 217 URL requests 2615
o 211 Blocked bv category 25
See G,ene”ral Computers/internet 178 Blocked by keyword 0
OVGI’VleW on Softeware Downloads 188 Blocked by URL override 0
page 35 Open Image/Media Search 133 Allowed by URL owverride 0
83 Local requests 0
Blogs/Newsgroups 55 Unrated 86
Arte/Entertainment 43 System overridez 0
Email 33 Support files 1089

Personals/Dating 32 [Reset All Counters ]

See “Most Recent 9

Most Recent Admin Events

0242840

page 36 SportsiRecrealion/obbies 24 Mon 0212 Switching te Minimal Internet Protection Level
Businez=/E conomy 20 03:03PK
Pornography 11 Mon 02/12 Failed login attempt
Intimate Apparel'Swimsuit 11 03:08RH
Shopping 10 Mon 0212 Failed login attempt
L 03:27PM
Restaurants/Dining/Food 7
L Mon 02112 Failed login attempt
Brokerage/Trading g DEA1EN
i ial Service: g
Einancis| Servicse - Tue 02113  Switching to Moderate Internet Protection Level
5
5

[ Views full log ]

Category Summary

The Category Summary table lists all categories relevant to the active K9 Web Protection

rule:

0 Categories displayed in green are allowed by the current protection level policy.

0 Categories displayed in red are blocked by the active policy.

0 Categories listed in orange have changed status during the reporting period.

The category summary also provides access to statistics about recent Internet activity by

category.

To view a list of Web sites browsed by category:

Category Summary

& Streaming MedialldP3 247

@ web Advertisements 27

@ ZSearch Engines/Portals 212

& Computers/internet 178

& Software Downloads 168

[v] [ 133

& g8

1. Click link ———————&"28 " Juewsarouss 55
5

& Ars/Entertainment
i

Frmail

o
a

1. Click a category link. This example selects the All Personals/Dating category.
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All Personals/Dating [ Show admin events ]

Cmrmmmal o/ Tlabime
& Personals/Dating

meetme. hotornot.comi?action=match -
pix2 hotornot.comizhorts/HUMHEAYKSNLSSKMIKSSDI
meetme. hotornot. com/r/?emid=KERY GMB

meetme.hotornot. com/t/?mid=5005180&owner=NURUR

Days are

separated Scroll
8::104“1 " @ Personzls/Dating crtv.mate.com/ad/293/358228/1 8B4/ bars
5\853:1-_0;;1'1- @ Fea criv.mate!.comicrivi1282/geolocatie=Sunnyvale
E:‘P\Edccjlt]- @ Perso meetme. hot “Eomt ?rmid=50051808&0wner=NURUR
e 0214 @ personsisiDating W hotornot com/ioginiZtarget=http%34%2F%2F,

10:38AM
4 >

Examine the results. Browsing activity is separated into calendar days. Use the scroll
bars to scroll horizontally and vertically to view all of the information.

(Optional) The Show admin events link displays any changes in policy you as the
administrator invoked on K9 Web Protection.

All Personals/Dating [ Hide admin events ]

Tue 0213
03:02PK
Tue 02113
03:58FM

#. Switching to Monitor Internet Protection Level -~

Admin
actions

%, Failed login attempt
“a Failed login attempt

#. Switching to Default Internet Protection Level

Tue 0213

DIZI_“, g;ﬂ" “a Failed login attempt

Tue 02113 - X
D Persom

e 33EN ng images-origin. match. com/match/man/messengertab/cpl

Tue 02113 (x] i

VIMELIL

pix2.hotornot. comitaliz/H&MHS/HY INQ/RMRY ORGWWRE

05:23PM Fe
Tue 02113 . I e nNE BT
0E:29F D P = ng meetme. hotornot. comt/?mid=5005180&0wner=NURLR

Tue 02113 I . )
gcoapy Switching to Monitor Internet Protection Level 2

Figure 4-1. Category activity plus administrator actions.

One reason you might want to show administrative events is to analyze how many
failed logins or password changes occurred in proximity to attempted access to
specific content.

General Overview

The General Overview displays a high-level breakdown of recent Internet activity, including
the number of Web pages visited, requests allowed, and requests blocked.
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Activity since_> -Gel::raulz?;ue;:;j;n;m A link indicates more
last reset {since Mon H9PM)

URL requests / details available
Blocked by category 5
Blocked by keyword 0
Blocked by URL averride 0
Allowed by URL owverride 0
Local requests 0
0
5

Unrated &7
System overrides
Click to set Support files 108
stats t0 zero = [geset All Counters |

The data displayed represents all activity from the stated date and time. To reset the
statistics to zeros, click Reset All Counters.

Clicking a category link displays detailed information for that overview category. The
following is an example of details for Blocked by category.

Blocked [ show admin events ]
_ adultimendfinder.com/p/ing. gif7site=Trad ut&img=Umr uz

05:15PM

27/?http:idelb2. myzp

Mon 02112
Q

© ttrafficmp. . Hi20623
05:29R11 rafficmp. com/j.Li2062

Tue 0212
08:384H

CLaOA

" adsv3.partnerZprofit comiserve?oc=E2048TAF3ERt=15
Tue 0213 A
08:53AM o

Toe 0217 _

browseusers.myzpace.com'browssbrowse. azpx 78N

Figure 4-2. Sites belonging to categories that are blocked by K9 Web Protection.

Most Recent Admin Events

The Most Recent Admin Events table displays recent changes to K9 Web Protection,
including filtering actions (overrides, keyword blocking additions, and login failures) and
other administrative options performed using the administrator password.

Most Recent Admin Events

Tue 02/13 Switching te High Internet Protection Level

08:225M

Tue 02113 Switching to Default Internet Protection Level
10:07TAM

Tue 0213 Audible bark when blocked

10:07AM

Tue 0213 Failed login attempt

10:08AM

Tue 0213 Failed login attempt

10:084M

[ View full log ]

Figure 4-3. Example of recent admin activity.
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In the above example, the Internet protection level was changed and the K9 bark enabled

for attempts to access restricted sites by the administrator (marked by block text). Also,
two attempts to log in as an admin occurred. Although you might have entered your

admin password incorrectly, this might also indicate a user attempted to login to your K9
Web Protection interface.

Note: Clicking the Reset All Counters link in the General Overview table does not remove
the record of administrative events. This exclusion is by design so that if an unauthorized

access to the administrative tool occurs, there is a record of the changes that were made

during that time.

This data is high-level. To see more detailed information about administrative events,

click View full log.

separated\

All Administrator Events

Monday February 12, 2007

Mon 02/12 03:03PK
Mon 02/12 03:09PM
Mon 02/12 03:27PM

BB BB

Switching to Minimal Internet Protection Level
Failed login attempt
Failed login attempt
Failed login attemnpt

Mon 02/12 05:11PK
Days are

Tuesday February 13, 2007

Tue 02113 08:484M
Tue 02113 09:224M
Tue 02113 08:224M
Tue 02113 10:07AM
Tue 0213 10:074M
Tue 02113 10:08AM
Tug 02113 10:084M

|l - - - S S

Switching to Moderate Internet Protection Level
Switching to Default Internet Protection Level
Switching to High Internet Protection Level
Switching to Default Internet Protection Level
Audible bark when blocked

Failed login attempt

Failed login attempt

Figure 4-4. Example of detailed admin activity.

View Activity Detalil

This page displays a detailed view of all Internet activity, including:

0 All Web sites visited and blocked since the last log purge.

O The category ratings of these sites (if rated).

0 The actual URL of the sites visited.

To view detailed activity:

1. In the top menu bar, click View Internet Activity.
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-

VIEW INTERNET
ACTIVITY

,':4._ View Activity Summary
2. Click link ——————="¢ View Activity Detail

2. From the View Internet Activity menu, select View Activity Detail.

All requests [ Show admin events ]

~
Mon 02112 e A N i o i g
- @ Web Advertisements c.mzn.com/c.gif?did=18t=38udaRNTmGE4NQ'Fv wir
02:40PM
Mon 02112 - ” — :
_ & Comput =qm.men.com'sgm/messenger/zgmeerver.dil
02:40PM
Mon 0212 - . e - e )
- ® chat config.messenger.men.com/CoenfigdMzgrConfig.asmx?
02:40PM
Maon 02112 — — = . ’ ' |
- oniine (ames zone.mzn.Con’u|magear.-::aen—uz.umeazengertaI:.umagr_
02:40PM
H_Cn g2z Searc rad.mzn.com/ADSAdClient31.dlI?Getad=&PG=IMUSWT
02:40PM
KMon 0212 P ., e -
- @ Chat mezzenger. yahoo.comiexternaliclient_ad.php?p=405¢
02:40PM
WMon 02112 e N ) . - R
- & Web Advertizements ad.vieldmanager.com/st?ad_type=iframedad_zize=23
02:40PM
Mon 0212 gy 11k Tirivmrtizamants ar viskdmanankr camfimn?7 =3 dv AR cha1 171220077
£
Date Category Full URL

You can view just the activity related to Web surfing in this detailed report, or you can
also include administrative events. To include administrative events in the report, click
Show admin events next to the All requests title. As part of the report, all administrative
events are displayed.

Viewing these administrative events in line with Web surfing details can be useful for
understanding the behavior of those using your computer. For example, multiple failed
logins might indicate a user has repeatedly attempted to access the K9 Web Protection
application. Signs a user successfully accessed the K9 Web Protection application are
many failed logins occurred before a recent password change or a category was
allowed or overridden before a site was visited.
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If you or anyone else logged into your computer attempts to access a Web site that has
been blocked by the currently active K9 Web Protection settings, a Block Page alert
appears. This block page indicates that the page violates one of the settings and
provides the reason for the block.

Each Block page provides an override feature that is available only to users that have
the administrator password. This feature provides a flexible browsing experience for

different users with varying requirements and also provides a browsing environment
that matches the dynamic nature of the Internet.

There are five different types of Block Page overrides in K9 Web Protection (each
section also provides override information related to each filter type):

0 “Category Blocks” on page 39
“Website Blocks” on page 42
“URL Keyword Blocks” on page 42

“Time Restriction Blocks” on page 43

[ |

“Timeout Blocks” on page 44

Category Blocks

If the page has been blocked because the site belongs to a particular category, the
Category Blocked filter alert page displays. In the following example, a user attempts
to access www.playboy.com, but is blocked from access because that Web site belongs
to the Pornography category.

& ﬁ Category Blocked

Filtering Alert

The site you tried to visit belongs to a category that this computer is setto block.

hitp:/w e plavboy. com is blocked because it iz currently categorized as Pornography.

If you feel the categoerization iz INCORRECT, pleases report it via the Incorrect Rating Ferm.

If you would like to change the categories that K9 blecks, you can do =0 here.

Administrator Override Options

Action: | - Select Ovemide Action — R
Next 15 minutez Permanenthy

Administrator Paszword:

- [ K& Web Protection Administration ]

Figure 5-1. A Web site is blocked because it belongs to a blocked category.
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The date, time, and Web site is logged in the Internet Activity data tables. See Chapter 4:
"Viewing Internet Activity".

Overriding a Blocked Category

If you have the administrator password, you are allowed to perform an override action.

To override a blocked category:

ﬁ Category Blocked

The site you tried to visit belongs to a category that this computer is setto block.

http:M'wiwiwe. avert.orgd is blocked because it iz currently categorized as

L

Education and

Cultural Institutions.

If vou feel the categorization iz INCORRECT, pleases report it via the Incorrect Rating Ferm.

If you would like to change the categories that K9 blocks, you can do =0 here.

Administrator Override Options

Action: | - Select Qvenide Action - < Y3 1. S'eIeCt an
_|- Select Ovemide Action — action
& T

Adminig’ X
- Allow all categories

[ K8 Web Protection Administration ]

1. In the above example, you have the Sex Education category blocked. From the Action
drop-down list, select an option:

¢ Allow all pages on the blocked site: In this example, all pages on www.avert.org,
including https / www.avert.org/ educate.htm, for example, are allowed.

¢ Allow all content rated in the blocked category (for example, Sex Education)

e Allow all categories.

Administrator Override Options

Action: | Allow all pages on "avert.ong” v

2

O MNext 15 minutes @ Permanenthy

3 ————— Administrater Paszsword: |sesss

4 = | Ovemde

[ K& Web Protecthsn Adminiztration ]

2. Select the time frame option to set the active period of the override: Next 15 minutes or
Permanently.

3. Enter your administrator password.

4. Click Override.

Note: If you do not enter the correct administrator password, the selected override is
rejected.
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Any override action you select on a Block Page is reflected in the appropriate section on
the Setup tab. For example, if you override a category from a Block Page (in this case, Sex
Education), the override—and its time frame—appears in the Web Categories to Block
section of the Setup tab, as shown:

w Web Categories to Block

Setthe categories you wish to block. [ Mere help... |

Updated 1, Mote: The following categories have been temporarily overriden.
category Sex Education (Override: 14 min. left) [ Clear ]
action

Protection Level

Q High Blocks the most commenty blocked categories, pluz Abertion, Gay/Lesbian, and
Unrated =sites.

O Default Blocks the most commenty blocked categories, but allows Unrated sites.

@ Moderate Blocks Adultlature Content, Pornography, Nudity, and Spyware
categories only.

O Minimal Blocks Pernography and Spyware categories only.
(O Moniter Allows all categories - enly loges traffic.

O. Custom Select your own =&t of categories to block.

Figure 5-2. Updated information on the Setup tab.

In this example, sites in the Sex Education category are now permitted because of the
override action, with 14 minutes remaining for the override.

Alternatively, if you were to override just the site by selecting Allow all pages on “avert.org”,
the Web Site Exception page (Setup > Web Site Exception) section reflects the override:

m Web Site Exceptions

Setweb sites you wantto always block or always allow. [ Mere help... ]

Sites to Always Block Sites to Always Allow
Add a site: Add a site:
Updated
% miv.com 4 avertorg — category
action

Figure 5-3. Page is allowed.

Even if you select Permanently as the time frame, you can always undo an override later by
navigating to the appropriate section by selecting the X to remove the exception and
saving the change.

Incorrect Rating

If you experience a blocked Web page that you feel does not belong to the specified
category, click Incorrect Rating Form. Blue Coat appreciates your feedback.
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Website Blocks

If the page has been blocked because the site is listed as a site to always block, the
Exception Site Blocked filter alert page displays. In the following example, a user attempts
to access www.mtv.com, but is blocked from access because that Web site is listed in the
always blocked list (see “Specifying Web Site Exceptions” on page 21):

ﬁ m Exception Site Blocked

Filtering Alert

The site vou tried ta visit is in this computers list of sites to always block.

http:dfwrwew . mitv. com/ is blecked because miv.com is in your "Always Block™ exception list.

If yvou would like to change the sites in your exception listz, yvou can do =0 here.

Administrator Override Options

Remove "mtv.com”™ from the list of "Always Block™ exceptions.

® Mext 15 minutes O Permanenthy

Administrater Password:

[ K8 Web Protection Administration ]

Figure 5-4. A page is blocked because it is listed on the block list.

Overriding a Blocked Site

Overriding a blocked Web site is similar to the overriding a category feature. Refer to the
previous section.

URL Keyword Blocks

If the page has been blocked because the site URL contains a keyword that is specified to
always be blocked, the Web Address Filtered alert page displays. In the following
example, a user attempts to access www.casino.com, but is blocked from access because
the keyword casi no is on the always blocked list (see “Specifying URL Keywords” on
page 26):
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% (P web Address Filtered

Filtering Alert

The site you tried to visit contains a keyword that this computer is et to filter.

hitp:iheewrw. casing.comd iz blocked because "casing” iz in this computer's lizt of URL
keywords to block.

If vou would like to change the URL keywerds that K9 uses, vou can de g0 here.

Administrator Override Options

Remove "cazino” from the list of web address fiters.
[7 o not show keywaords on Block Pages
Administrator Password:

[ K8 Vieb Protection Administration ]

Figure 5-5. A Web page as blocked because of a keyword.
Overriding a Blocked Site

If you have the administrator password, you can override this filter.

Administrator Override Options

1
2

Remove “cazing” from the lizt of web address fillers.

Do net show keywerds on Block Pages

3 — = Administrator Password: [seess

[ K8 Wieb Protection Administration ]

3.
4.

Select Remove keyword from the list of web address filters.

(Optional) Select Do not show keywords outside admin interface. When a page is blocked
because of keywords, those words are not displayed to a non-admin user.

Enter your admin password.

Click Override.

If you remove a keyword with this override feature, it is removed from the Keywords to
Block field on the Setup > URL Keywords page. See “Specifying URL Keywords” on page 26.

Time Restriction Blocks

If Web site access to a user is blocked because you have disallowed access at a specific
time, the Access to Web Sites Restricted filter alert appears. See “Specifying Time
Restrictions” on page 20.
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Filtering Alert

':Q Access to Web Sites Restricted

This computer has been set up to disallow access to web sites atthis currenttime.

Web access has been dizabled for the current hour of the day.

If you would like to change the times that K9 allows access to wekb =sites, vou can do =¢
here.

Administrator Override Options

Enatle access to web =ites now. (15 minute override)
Administrator Passward:
Ovenide

[ K& Web Protection Administration ]

A

Figure 5-6. Access to the Web blocked because of a time restriction.

Overriding the Time Restriction

Enter a valid admin password in the Administrator Password field and click Override. You
are given 15 minutes to browse before the lockout in re-enabled.

Note: All other access controls are still in place. For example, if you have the category
Pornography blocked, and you decide to override time restrictions, access to
pornography sites remains blocked.

Timeout Blocks

If a user attempts to access a blocked Web site or category too many times within a

period of time you have specified, K9 Web Protection suspends access to Web sites. See
“Specifying Blocking Effects” on page 24.

Filtering Alert

2 Too Many Blocks
==

You have been blocked too many times within the “time cut” window.

There have been at least 5 blocked pages within the past 10 minutes on thiz machine. K9S haz
been set up to block ALL web =ite access in thiz situation. Access to web sites iz denied for

If vou would like to change how K% tracks excessive blocks, you can do =0 here.

Administrator Override Options

Re-enable access to web site= now.
Administrater Password:

[ K% Web Protection Administration ]

Figure 5-7. Access to all Web sites blocked for the next 30 minutes.
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Overriding the Time Out Blocks

Enter a valid admin password in the Administrator Password field and click Override. You
are given 15 minutes to browse before the lockout in re-enabled.

Note: All other access controls are still in place. For example, if you have the category
Pornography blocked, and you decide to override time restrictions, access to
pornography sites remain blocked.
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This chapter describes the K9 Web Protection Get Help feature. You—or anyone using
your computer—can communicate directly with Blue Coat. No administrator password
is required to access these tabs.

Note: If you are using K9 as a part of the CA Internet Security Suite, you must contact
CA for support. Go to http:/ /www.ca.com/home/support.

The GET HELP page provides several links to different Help features:

O “Accessing Instant Support” on page 47: Get real time answers to your K9 Web
Protection questions.

O “Viewing a List of Frequently Asked Questions” on page 49: View of list commonly
asked questions from K9 users.

0 “Reading and Posting Forum Posts” on page 49: Read posts from other K9 users
and join the forum to post your own.

a0 “Checking or Disputing a Category” on page 50: If you encounter a Web page that
you feel is not rated correctly, you can enter it here and get information and contact
Blue Coat to dispute a rating.

a0 “Sending Feedback” on page 51: Have something to say about the value of K9 Web
Protection? Send it to Blue Coat.

a0 “About K9” on page 51: Get information about your current K9 Web Protection
version.

Accessing Instant Support

Instant Support allows you to send a question relating to the operation of K9 Web
Protection and receive an immediate answer from the Blue Coat database.

To use Instant Support:
1. From the main menu bar, select GET HELP.

2. Click Online Instant Support. A pop up dialog displays, containing the instant
support interface.
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= K9 KnowledgePortal - Windows Internet Explorer

& | http:ffwww, nohold.netfnoHoldCust31 fProd_7/KnowledgePortal/KPScriptsiframeskp, asp?sid=4] ¥

3. Entera
question

T

a@ K9 Web Protection

Back Print Logout

Blue®Coat

Zander: Hi, fm Zander, the K& Web Protection mascet. Since thiz iz an automated help system, |
best understand short questions. Simply type yeur guestion below or click *GO" to
browse the K9 support knowledge tree.

(Information for first time us

= -
uestion: W ca W 7
Quest How do | block a Web site?

All Contents Copyright © 1999-2006 Last updated: 11/19/2006 12:16:49 AM
Powered by noHold, Inc. U.S. Patent No. 6,604,141

& €D Internet F100% v

4. Click
Go
/

3. Enter your question in the Question field. In this example, you are asking K9 how to
block a Web site.

4. Click Go.
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f K9 KnowledgePortal - Windows Internet Explorer.

& | htkpffenan,noboldnetinoHoldCust31 fProd 7 knowledgePortal/kKPScriptsFrameskp, asprsid=4. ¥

@ K9 Web Protection

Blue®Coat

Back Print Logout
Zander: Now, bazed on what you told me | understand that: ey
& ‘fou want help with adminigtration and cenfiguration.
# ‘You want to alwavs Block a website.

Zander: If you want to always block a website, please do the following:

.K
5 9 — W @~ 1. Launch K8 from your Start menu, click Setup, and login with your
answers administrative password. go there now

2. Once you have logged in, click \Web Site Exceptions in the left column.

3. Type the site's URL in the Sites to Always Block text area and click
Add, Repeat this procedure for each URL you want blocked.

4, Click the Save Changes button to save all URLs entered.

Email this solution to yourself or a friend

6 Zander: Was thizs =clution helpful?

O"EE OHC

w
OIT==ti o Wl How do | block a Weh site? m m m

All Contents Copyright ® 1999-2006 Last updated: 11/19/2006 12:16:49 AM

Powered by noHold, Inc. U S. Patent No. 6,604,141

L 8 & Internet 00w

5. K9 Web Protection Instant Support answers your question. To help you confirm this
answer is relevant, the top frame provides the conditions K9 believes you are seeking
answers for. Review the answer and follow the procedure, if it solves your problem.

6. Peform one of the following:

e If the solution answered your question, click Yes. You can close the dialog or ask
another question.

¢ If the solution does not provide the answer for your problem, click No. The dialog
then displays a list of clarification options that might help you narrow your
search.

Viewing a List of Frequently Asked Questions

Blue Coat has assembled a list of common questions asked by K9 Web Protection users.
Enter the following URL in a browser: http:/ /license.k9webprotection.com/faq.html.

If the link does not work, the FAQ list might have moved. Click the Frequently Asked
Questions link on the GET HELP > Get Instant Support page.

Reading and Posting Forum Posts

Blue Coat provides a K9 Web Protection forum where you can read what other users are
saying about their K9 experiences. You can also join the forum and post your own
comments.

Click the User Forum link on the GET HELP > Get Instant Support page.
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Checking or Disputing a Category
K9 Web Protection allows you to enter a URL and get information about its category
rating. If you disagree with this rating, you can send a notice to Blue Coat for
investigation.

To check or dispute the category of a URL:
1. Select GET HELP > Check/Dispute Caetgory.

/% Checki/Dispute Category

Submit a weh page for review. [ Mere help... |

Pleaze enter a valid site for the review process

WWW.CNN.Com

20

2. Submit a URL:
a. Enter a Web site URL.
b. Click Submit.

Examples and Disputing

This example, www.cnn.com, is a well-known news/media site; therefore, its rating is
firmly established and is not subject for review.

/% Check/Dispute Category

Submit a web page for review. [ More help.. ]

Review Page: http:iwww.cnn.com! [Check ancther site)

Thiz page iz currently categerized as News/lMedia

& Thig Web page matches a list of high-profile URLs which are rated correctly and will not be
rated differently, thus it cannot be submitted via this page.

Figure 6-1. A well-known Web site cannot be disputed.

The following example, www.metal-news.com, returns a category rating of News/Media.
However, you feel it belongs in Arts/Entertainment.
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To dispute a Web site rating:

/M Check/Dispute Category

Submit a web page for review. [ More help. ]

Review Page: hitp:/'www.metal-news.cem/ (Check another site)

Thiz page iz currently categerized az News/Media

theze categories are INCORRECT, please fill out the form below to have the web page

re

1 Pleaze =end results of the Site Review via email
Email: |pob kent@email.com
VWhat category or categories does thiz site belong to? (Read Descriptions)
2 Apte/Entetainment % | |- Second Category {Optional) — w
Commentz and Site Dezcription (Pleaze provide az much detail az pessible)
3 This site provides in ztion gbout music, and I beliewve it
— = |should ke in the Zrts/Entertainment category. Thanks!

Submit

1. (Optional) Select Please send results of the site review via email to instruct Blue Coat to
forward its rating investigation to you. Specify an e-mail address (this field becomes
active if you select the option.

2. From the Category drop-down list, select the category you feel this Web site belongs to.
You can optionally select an secondary category if you believe the Web site straddles
two different category types.

3. Enter the reason you believe this Web site should be reviewed and possibly re-rated.
The more details you provide allows Blue Coat to perform a thorough investigation.

4. Click Submit.

Sending Feedback

About K9

If you have any type of feedback you want to send to Blue Coat regarding your K9 Web
Protection experience, select GET HELP > Send Feedback. Blue Coat requests that you do
not use this feature for support issues. This first two links on this page redirect you to
other K9 pages that provide support. The third link expands a text field for you to enter
text, then click Submit. Blue Coat appreciates any feedback you have—positive and
negative—regarding the product.

The GET HELP > About K9 page provides a table of data that represents the version of K9
Web Protection currently running on your system.

The Show Advanced Information link displays a page of information that advanced
computer users might find useful regarding connection activity, DRTR lookups, and
caching activity.

For additional information about Blue Coat and K9, visit the following Web sites:
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www.bluecoat.com and www.k9webprotection.com.
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K9 Web Protection users have occasionally experienced problems using K9. Usually,
these are because of Internet connections or desktop firewall issues.

K9 Not Connected

Symptom

You are getting the following picture.

Blue Coat® K9 Web Protection Setup .

! 'i ‘You must have an active internet connection to validate your license - please connect and retry,
LJ

Cause
0 User is not connected to the internet.
a0 A firewall is blocking K9 from validating license.

0 User is forced to access the internet through a proxy.

Solution
a0 Connect to the internet and try again.

a Configure your firewall to always allow k9f i | t er . exe access to the internet.

Note: This error might occur if you are installing K9 on a computer that sits behind a
device known as a proxy server. Currently, K9 does not support proxy
configurations.

K9 Not Responding

Symptom

You are receiving the following screen:
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1@ K9 Web Protection Alert
L] B

K9 Error

A K9 Web Protection Not Responding

The Blue Coat K9 Web Protection program is not responding.

The Web page you requested could not be displayed, because the K3 Web Pratection
program is not responding

There are many differert reasons why this could be happening. Please try the following

* K9 Web Protection was temporarily
Fraposed Solution: Refresh this page to try again.
* K9 Web Protection has crashed
Froposed Solution: Reboot your computer =0 K9 Weh Protection can start again.
+ Your K9 Web Protection installation has become corrupted
Proposed Solution: Reinstall K9 Web Protection. NOTE: You may be asked for your
license key andfor administrative password to reinstall.

If this problem persists, please click here to view other support options,

Bluef3Coat

Cause

[ |

Somebody might have tried to disable K9 Web Protection.
The K9 filter has crashed.
The K9 installation has become corrupt.

A software firewall has crashed on the system, causing K9 to stop.

Solution

a

a

Uninstall any program you suspect might be causing the crash.

Try re-installing K9 again on top of the existing version. You can obtain the latest
version at: http:/ /www.k9webprotection.com/download /k9-webprotection.exe.

After you reinstall K9, reboot your computer.

0 If you receive a message that K9 has been updated, and rebooting does not solve the

problem, contact K9 support.
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CA ISS users might experience problems when configuring K9 Web Protection. This section
lists the most common problems and how to resolve them.

Note: For users who acquired K9 Web Protection as part of their Internet Security Suite,
K9 Web Protection will not install without CA ISS being installed first; this is by design.
First, install the CA Internet Security Suite, then install K9 Web Protection

Symptoms

You cannot remain logged in to the K9 administration page with the password you set or
a temporary password. You also have installed one of the following:

0 CA Internet Security Suite

0 CA Firewall

O Zone Alarm Internet Security Suite
0

Zone Alarm Firewall

Cause

A setting in the CA/ Zone Alarm firewall is preventing you from logging into K9 Web
Protection.

Solution

Follow these instructions to change your firewall settings:

1. Download the latest version of K9 Web Protection; enter the following URL in a Web
browser: http” / www.k9webprotection.com/ download/ k9-webprotection.exe.

Install this file right on top of the existing version. You should receive a message that
K9 was successfully updated.

2. Reboot your computer.

3. On the CA application, access the Firewall page.
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L eTrust Personal Firewall

Privacy

This is a list of all ihe
Wieb ses you have
visited in the current
session a3 well &3 any
sites you have edied
privacy settings for

Overview
Firewall
Program 7o customize privacy
Control | -attings for a site,
left-click in the Cookie
Emall | Cortrol or Mobile Code

Protection  ;oinn,

Privacy For more options,
right-click in any column,
then choose Options.

D Lock
To add a site to the Est,
click Add

Alerts & Logs

@ Help

Main Site L ache Cleaner

Site
license cwiservice. net
Loopback

Maobile Cookie Control
Edied Code  session Persistert 3rd Party Bu

g J J / X J
g J J J X J

Entry Detail

Site Name

fobile code
Session cookies
Persistent cookies
3rd Party cooldes

license cwiservice net
Allow
Allow
Allow
Bilock

4. Verify the following entries:

a. Select Privacy > Site List. If you do not see the title Private Header at the top of
the chart, expand the box until you see it.

b. Find the entries license.cwfservice.net and Loopback and verify there is a green
check-mark under the Private Header column.

c. If thereis not a green check-mark, select license.cwfservice.net and click Options.
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Site Options

Ad Blocking Mobile Code

Customize cookie control for this Web site in the: future.

Session Cookies
[I_ Block session cookies

Persistent Cookies
[f_ Block persistent cookies

~Jrd Party Cookies
W Block 3id party cookies

izable web bugs
k|'_ Rémove private header infarmation

~Cookie Expiration
[T Expire cookies
{" I

L o 3

~Privacy Advisor

The Privacy Advisor informs you when privacy settings interfere
with & Website you are visiting

=
.

|ResettoDetaut | [ Ok ]| cancel ||

d. In the new window that opens, deselect Remove private header information.

5. If the Loopback entry does not exist, repeat Steps 4c and 4d. If the Loopback entry does
not exist:

* (lick Add (just above the Options button) and enter Loopback in the box that pops
up to add this entry.

* Again click Add and enter 127.0.0.1 in the box that displays.

6. After following these steps, your settings have an additional line for 127.0.0.1. Each of
these entries should show a green check-mark under the Private Header column. You
might also have other entries in this list, but these should not affect K9.

Your original password or temporary password allow you to log you in to K9. A
temporary password is only valid for 24 hours. If it has expired (and you forgot your
original one), request a new one by clicking the Forgot your password? link below the
password box when you attempt to log in to K9. After you are logged in to K9, change
your password by selecting Setup > Change Password.

If the above instructions do not solve the problem, e-mail K9 Support at
k9support@bluecoat.com. To enable the most expedient solution, provide as much detail
as possible.
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	7. After you enter and verify your password, you are prompted to place application shortcuts. Select which shortcuts you want by checking the appropriate boxes, then click Install.
	8. You must restart your computer to enable K9 and begin protecting your system:
	9. After you restart your computer, K9 Web Protection begins protecting your system with the Default Internet Protection Level. Proceed to the next section to begin learning how to configure K9.




	Logging in to K9 Web Protection
	To access the K9 Web Protection configuration, administration, and reporting functionality pages, you must log in to the application with the administrator password you specified during the installation process.
	1. Find the application in your Start Menu > Program listings. Click Blue Coat K9 Web Protection admin to run the application. Alternatively, if you chose to place a shortcut to the application on your desktop, launch the software by double-c...
	2. Clicking either View Internet Activity or Setup displays the Administrator Login prompt.
	3. At the prompt, enter the administrator password that you created during the installation and press Enter.

	Note:
	If you forget your password, click the Forgot your password? link and a temporary password is sent to the e-mail address you used when you registered your K9 Web Protection application. This temporary password is valid for only 24 hours, so y...


	Getting Familiar With the K9 Web Protection Interface
	This section provides a quick overview of the Blue Coat K9 Web Protection user interface. Blue Coat recommends that you familiarize yourself with the user interface before you configure and use the software.
	The Blue Coat K9 Web Protection user interface includes four primary sections:
	Home-Default page that allows access to other pages containing K9 Web Protection features.
	View Internet Activity-Tracks Web browsing activity, including category violations and override requests, and administrative activity, such as changes to program settings and automatic software updates.
	Setup-Controls the Web filtering rules for your K9 Web Protection application. With this tab, you can create the filtering rules that meet your specific requirements. You can select from five pre-configured Internet Protection Levels or creat...
	Get Help-Contains links to Instant Support and to frequently asked questions about the product. It also provides a support number for emergencies, a way to check or dispute how a specific Web site is categorized, and a link for providing feedback.


	Chapter 3: Configuring K9 Web Protection
	This chapter describes how to configure the various filtering features provided in the K9 Web Protection.
	Selecting a Protection Level
	This section describes how to change one defined protection to another or how to create a custom level.
	Selecting A Defined Internet Protection Level
	K9 Web Protection has five pre-configured Internet Protection Levels. These levels range from Monitor to High. They include different combinations of commonly blocked categories. Upon installation, the protection level is Default, which block...
	To select a different defined protection level:
	1. Click Setup. If you have not already logged in, you are prompted for your administrator password.
	2. Default is highlighted as the current protection level. In the description text, click the Show Details link to display what categories are blocked with this setting.
	Figure 31. Most commonly blocked categories.

	3. Each of the five pre-configured Internet Protection Levels within K9 Web Protection blocks different categories or combinations of categories. Review any of the other four protection levels, and select one to make a change.
	4. Click the Save Changes at the bottom of the screen to activate K9 Web Protection level you have specified.


	Creating a Custom Protection Level
	If you are not satisfied with the pre-defined protection levels, you can create a custom level, designated with only the categories you select.
	To create a custom protection level:
	1. Click Setup. If you have not already logged in, you are prompted for your administrator password.
	2. Select Custom. The field expands in the Web browser to display all the categories identified by the Blue Coat database
	3. Select any individual categories (not all displayed in example). You can also select Block All, which selects every category.
	4. Special categories:
	Figure 32. Unrated Web Pages categories.

	5. Click Save Changes to activate the new custom protection level.



	Specifying Time Restrictions
	K9 Web Protection enables you to restrict the time of day users can access Web sites. If there are specific times when you do and do not want your family accessing the Web, this feature assists you in enforcing that policy.
	To restrict Web browsing access times:
	1. Select Time Restrictions.
	2. Using the mouse, select individual time frames or drag your mouse to include multiple time frames. In the above example, the user is adding Friday from 8 am to 6:59 pm.
	3. Click Allow or Deny. Click Deny turns the time fields red. This example completes the scenario of restricting all Web access on school days from 8 am to 7:59 pm on Monday through Thursday, and to 6:59 pm on Fridays.
	4. Click Save Changes.
	Note:
	Even when you allow access, your other restrictions (for example, restrictions based on categories) are still active. Selecting Deny blocks access to all Web sites, regardless of other policies.



	Specifying Web Site Exceptions
	In addition to the defined and custom protection levels, K9 Web Protection allows you to explicitly block or allow access to specific Web sites. For example, K9 is blocking a site, but you want to allow access to it, but not any others in the category.
	To specify Web site exceptions:
	1. From the Setup menu, select Web Site Exceptions.
	2. To always block or allow a site:
	a. Enter the URL in the appropriate Add a site field.
	b. Click Add.
	3. Click Save Changes.
	Removing a URL
	At any time, you can remove a Web site from either the Sites to Always Block or Allow field lists.



	To remove a URL:
	1. Click the blue X next to the Web site.
	2. Click Save Changes.


	Specifying Blocking Effects
	The Blocking Effects page enables you to:
	Customize an alert when a page is blocked.
	Specify time out settings when K9 detects multiple blocked pages.
	To configure blocking effects:
	1. From the Setup menu, select Blocking Effects.
	2. Configure General Block Page Options:
	a. Bark when blocked: K9 Web Protection offers an audible feature in which the application plays a bark when a user attempts to access a blocked site. This feature is useful to alert a parent, teacher, or other care provider that someone unde...
	Note:
	You must have speakers connected to your computer, and the volume control cannot be set to mute or you will not hear the bark.


	b. Show admin options on block pages: If a user of your computer attempts to access a Web site that is not allowed by the currently active K9 Web Protection settings, a Filtering Alert block page appears, indicating that the page violates one...
	3. Configure Time Out Settings:

	a. Select Enable Time Out Settings. The other fields become available. If a user attempts to visit too many blocked sites in a specified period of time, K9 completely blocks access to the Web for a specified time.
	b. From the drop-down lists, select the time out parameters. With the defaults, K9 Web Protections blocks all Web access for 30 minutes if it detects a user has attempted to access 10 blocked sites within a 10-minute time period.
	4. Click Save Changes.



	Specifying URL Keywords
	K9 Web Protection allows you to block access to Web pages based on keywords in the Web page URL. You can, for example, block any Web page that has the word sex in the URL.
	To block specific keywords:
	1. From the Setup menu, select URL Keywords.
	2. Add URL keywords:
	a. In the Add a Keyword text field, enter the keyword to filter.
	b. Click Add.
	3. When a page is blocked because of a banned word in the URL, K9 Web Protection displays a filtering alert that identifies the reason the page was blocked. By default, the message displayed includes a reference to the keyword.
	4. Click Save Changes.
	Note:
	You can use an asterisk (*) to match portions of the URL. For example, if you enter sex as a keyword, K9 blocks www.sex.com, but not www.sexy.com or www.essex.com. If you enter sex*, K9 blocks www.sex.com and www.sexy.com, but not www.essex.c...
	The keywords are added to the list of filtering keywords as shown:
	See Chapter 5: "Understanding Filtering Alert Pages" on page 39 for full details on these important alerts.
	To remove the keyword from the filtering list, click the blue x next to the word you want to remove.

	Note:
	Entering sex in the URL keywords does not block pages that have the word sex in the Web page itself. K9 only blocks Web pages that have the word sex in the URL.




	Selecting Miscellaneous Options
	The Other Settings page contains settings that apply to K9 Web Protection configuration that are not related specifically to filtering. Currently, this page contains the following options:
	“Updating to K9 Beta Releases” : Enable the automatic update of K9 Web Protection pre-releases.
	“Specifying Web Search Options” : Enable Google SafeSearch™.
	Updating to K9 Beta Releases
	A Beta release is a version of software that is undergoing final testing before final release. However, because this version has not completed full testing by the company, unforseen errors might occur. Blue Coat allows you to receive automati...
	You can opt out of receiving Beta releases at any time.
	To automatically receive Beta releases:
	1. From the Setup menu, select Other Settings.
	2. Select the Beta Program option.
	3. Click Save Changes.
	When Blue Coat releases a K9 Web Protection Beta version, your system detects this and updates the application.


	Specifying Web Search Options
	K9 Web Protection offers the option of enforcing the use of Google SafeSearch, which diminishes the amount of adult material that might be returned as a result of an Internet search. This feature is enabled by default. Currently, K9 Web Prote...
	To enable/disable Web Search Options:
	1. From the Setup menu, select Other Settings.
	2. When selected, Google SafeSearch is always employed. If unselected, this policy is not enforced.
	3. If you make a change, click Save Changes.



	Changing the Admin Password and E-mail Address
	For any time and for any reason, you can change your administrative password or the e-mail Blue Coat uses to communicate information.
	Any time you request a temporary password, Blue Coat recommends immediately changing it to a password of your creation. Temporary passwords are only valid for 24 hours.
	To change the administrative password and/or e-mail address:
	1. From the Setup menu, select Change Password.
	2. Change the password:
	a. Enter the current password.
	b. Specify a new password, twice.
	c. Click Save Changes.
	3. Change the e-mail address:

	a. Enter a new e-mail address, twice.
	b. Click Save Changes.
	Note:
	The password must be 15 characters or less and can only include alpha-numeric characters (for example, A-Z and 0-9). You can also use the following special characters: !, @, #, $, %, ^, *, (, ), {, and }.





	Chapter 4: Viewing Internet Activity
	This chapter describes how to view all of the Internet browsing activity that has occurred on your computer.
	K9 Web Protection presents Internet browsing activity on two different pages:
	“Viewing the Activity Summary” -Web browsing activity is presented in high- level data tables.
	“View Activity Detail” on page 37-The full URLs of Web sites are presented.
	Note:
	The statistics tracked in this window begin upon installation of the software and continue to increment indefinitely. To purge the log and restart the statistics, click Reset All Counters at the bottom of the General Overview table.

	Viewing the Activity Summary
	This page allows you to view activity recorded by K9 Web Protection. This activity includes Internet browsing activity and administrative actions.
	To view the Activity Summary:
	1. In the top menu bar, click View Internet Activity.
	2. From the View Internet Activity menu, click View Activity Summary.

	Category Summary
	The Category Summary table lists all categories relevant to the active K9 Web Protection rule:
	Categories displayed in green are allowed by the current protection level policy.
	Categories displayed in red are blocked by the active policy.
	Categories listed in orange have changed status during the reporting period.
	The category summary also provides access to statistics about recent Internet activity by category.
	To view a list of Web sites browsed by category:
	1. Click a category link. This example selects the All Personals/Dating category.
	2. Examine the results. Browsing activity is separated into calendar days. Use the scroll bars to scroll horizontally and vertically to view all of the information.
	3. (Optional) The Show admin events link displays any changes in policy you as the administrator invoked on K9 Web Protection.
	Figure 41. Category activity plus administrator actions.



	General Overview
	The General Overview displays a high-level breakdown of recent Internet activity, including the number of Web pages visited, requests allowed, and requests blocked.
	The data displayed represents all activity from the stated date and time. To reset the statistics to zeros, click Reset All Counters.
	Clicking a category link displays detailed information for that overview category. The following is an example of details for Blocked by category.
	Figure 42. Sites belonging to categories that are blocked by K9 Web Protection.


	Most Recent Admin Events
	The Most Recent Admin Events table displays recent changes to K9 Web Protection, including filtering actions (overrides, keyword blocking additions, and login failures) and other administrative options performed using the administrator password.
	Figure 43. Example of recent admin activity.

	In the above example, the Internet protection level was changed and the K9 bark enabled for attempts to access restricted sites by the administrator (marked by block text). Also, two attempts to log in as an admin occurred. Although you might...
	Note:
	Clicking the Reset All Counters link in the General Overview table does not remove the record of administrative events. This exclusion is by design so that if an unauthorized access to the administrative tool occurs, there is a record of the ...
	This data is high-level. To see more detailed information about administrative events, click View full log.
	Figure 44. Example of detailed admin activity.




	View Activity Detail
	This page displays a detailed view of all Internet activity, including:
	All Web sites visited and blocked since the last log purge.
	The category ratings of these sites (if rated).
	The actual URL of the sites visited.
	To view detailed activity:
	1. In the top menu bar, click View Internet Activity.
	2. From the View Internet Activity menu, select View Activity Detail.
	You can view just the activity related to Web surfing in this detailed report, or you can also include administrative events. To include administrative events in the report, click Show admin events next to the All requests title. As part of t...
	Viewing these administrative events in line with Web surfing details can be useful for understanding the behavior of those using your computer. For example, multiple failed logins might indicate a user has repeatedly attempted to access the K...



	Chapter 5: Understanding Filtering Alert Pages
	If you or anyone else logged into your computer attempts to access a Web site that has been blocked by the currently active K9 Web Protection settings, a Block Page alert appears. This block page indicates that the page violates one of the se...
	Each Block page provides an override feature that is available only to users that have the administrator password. This feature provides a flexible browsing experience for different users with varying requirements and also provides a browsing...
	There are five different types of Block Page overrides in K9 Web Protection (each section also provides override information related to each filter type):
	“Category Blocks” on page 39
	“Website Blocks” on page 42
	“URL Keyword Blocks” on page 42
	“Time Restriction Blocks” on page 43
	“Timeout Blocks” on page 44
	Category Blocks
	If the page has been blocked because the site belongs to a particular category, the Category Blocked filter alert page displays. In the following example, a user attempts to access www.playboy.com, but is blocked from access because that Web ...
	Figure 51. A Web site is blocked because it belongs to a blocked category.

	The date, time, and Web site is logged in the Internet Activity data tables. See Chapter 4: "Viewing Internet Activity".
	Overriding a Blocked Category
	If you have the administrator password, you are allowed to perform an override action.

	To override a blocked category:
	1. In the above example, you have the Sex Education category blocked. From the Action drop-down list, select an option:
	2. Select the time frame option to set the active period of the override: Next 15 minutes or Permanently.
	3. Enter your administrator password.
	4. Click Override.
	Note:
	If you do not enter the correct administrator password, the selected override is rejected.
	Any override action you select on a Block Page is reflected in the appropriate section on the Setup tab. For example, if you override a category from a Block Page (in this case, Sex Education), the override-and its time frame-appears in the W...
	Figure 52. Updated information on the Setup tab.

	In this example, sites in the Sex Education category are now permitted because of the override action, with 14 minutes remaining for the override.
	Alternatively, if you were to override just the site by selecting Allow all pages on “avert.org”, the Web Site Exception page (Setup > Web Site Exception) section reflects the override:
	Figure 53. Page is allowed.

	Even if you select Permanently as the time frame, you can always undo an override later by navigating to the appropriate section by selecting the X to remove the exception and saving the change.


	Incorrect Rating
	If you experience a blocked Web page that you feel does not belong to the specified category, click Incorrect Rating Form. Blue Coat appreciates your feedback.


	Website Blocks
	If the page has been blocked because the site is listed as a site to always block, the Exception Site Blocked filter alert page displays. In the following example, a user attempts to access www.mtv.com, but is blocked from access because that...
	Figure 54. A page is blocked because it is listed on the block list.

	Overriding a Blocked Site
	Overriding a blocked Web site is similar to the overriding a category feature. Refer to the previous section.


	URL Keyword Blocks
	If the page has been blocked because the site URL contains a keyword that is specified to always be blocked, the Web Address Filtered alert page displays. In the following example, a user attempts to access www.casino.com, but is blocked from...
	Figure 55. A Web page as blocked because of a keyword.

	Overriding a Blocked Site
	If you have the administrator password, you can override this filter.
	1. Select Remove keyword from the list of web address filters.
	2. (Optional) Select Do not show keywords outside admin interface. When a page is blocked because of keywords, those words are not displayed to a non-admin user.
	3. Enter your admin password.
	4. Click Override.

	If you remove a keyword with this override feature, it is removed from the Keywords to Block field on the Setup > URL Keywords page. See “Specifying URL Keywords” on page 26.

	Time Restriction Blocks
	If Web site access to a user is blocked because you have disallowed access at a specific time, the Access to Web Sites Restricted filter alert appears. See “Specifying Time Restrictions” on page 20.
	Figure 56. Access to the Web blocked because of a time restriction.

	Overriding the Time Restriction
	Enter a valid admin password in the Administrator Password field and click Override. You are given 15 minutes to browse before the lockout in re-enabled.
	Note:
	All other access controls are still in place. For example, if you have the category Pornography blocked, and you decide to override time restrictions, access to pornography sites remains blocked.



	Timeout Blocks
	If a user attempts to access a blocked Web site or category too many times within a period of time you have specified, K9 Web Protection suspends access to Web sites. See “Specifying Blocking Effects” on page 24.
	Figure 57. Access to all Web sites blocked for the next 30 minutes.

	Overriding the Time Out Blocks
	Enter a valid admin password in the Administrator Password field and click Override. You are given 15 minutes to browse before the lockout in re-enabled.
	Note:
	All other access controls are still in place. For example, if you have the category Pornography blocked, and you decide to override time restrictions, access to pornography sites remain blocked.




	Chapter 6: Get Help
	This chapter describes the K9 Web Protection Get Help feature. You-or anyone using your computer-can communicate directly with Blue Coat. No administrator password is required to access these tabs.
	Note:
	If you are using K9 as a part of the CA Internet Security Suite, you must contact CA for support. Go to http://www.ca.com/home/support.
	The GET HELP page provides several links to different Help features:
	“Accessing Instant Support” on page 47: Get real time answers to your K9 Web Protection questions.
	“Viewing a List of Frequently Asked Questions” on page 49: View of list commonly asked questions from K9 users.
	“Reading and Posting Forum Posts” on page 49: Read posts from other K9 users and join the forum to post your own.
	“Checking or Disputing a Category” on page 50: If you encounter a Web page that you feel is not rated correctly, you can enter it here and get information and contact Blue Coat to dispute a rating.
	“Sending Feedback” on page 51: Have something to say about the value of K9 Web Protection? Send it to Blue Coat.
	“About K9” on page 51: Get information about your current K9 Web Protection version.

	Accessing Instant Support
	Instant Support allows you to send a question relating to the operation of K9 Web Protection and receive an immediate answer from the Blue Coat database.
	To use Instant Support:
	1. From the main menu bar, select GET HELP.
	2. Click Online Instant Support. A pop up dialog displays, containing the instant support interface.
	3. Enter your question in the Question field. In this example, you are asking K9 how to block a Web site.
	4. Click Go.
	5. K9 Web Protection Instant Support answers your question. To help you confirm this answer is relevant, the top frame provides the conditions K9 believes you are seeking answers for. Review the answer and follow the procedure, if it solves your problem.
	6. Peform one of the following:


	Viewing a List of Frequently Asked Questions
	Blue Coat has assembled a list of common questions asked by K9 Web Protection users. Enter the following URL in a browser: http://license.k9webprotection.com/faq.html.
	If the link does not work, the FAQ list might have moved. Click the Frequently Asked Questions link on the GET HELP > Get Instant Support page.

	Reading and Posting Forum Posts
	Blue Coat provides a K9 Web Protection forum where you can read what other users are saying about their K9 experiences. You can also join the forum and post your own comments.
	Click the User Forum link on the GET HELP > Get Instant Support page.

	Checking or Disputing a Category
	K9 Web Protection allows you to enter a URL and get information about its category rating. If you disagree with this rating, you can send a notice to Blue Coat for investigation.
	To check or dispute the category of a URL:
	1. Select GET HELP > Check/Dispute Caetgory.
	2. Submit a URL:
	a. Enter a Web site URL.
	b. Click Submit.
	Examples and Disputing
	This example, www.cnn.com, is a well-known news/media site; therefore, its rating is firmly established and is not subject for review.
	Figure 61. A well-known Web site cannot be disputed.




	To dispute a Web site rating:
	1. (Optional) Select Please send results of the site review via email to instruct Blue Coat to forward its rating investigation to you. Specify an e-mail address (this field becomes active if you select the option.
	2. From the Category drop-down list, select the category you feel this Web site belongs to. You can optionally select an secondary category if you believe the Web site straddles two different category types.
	3. Enter the reason you believe this Web site should be reviewed and possibly re-rated. The more details you provide allows Blue Coat to perform a thorough investigation.
	4. Click Submit.


	Sending Feedback
	If you have any type of feedback you want to send to Blue Coat regarding your K9 Web Protection experience, select GET HELP > Send Feedback. Blue Coat requests that you do not use this feature for support issues. This first two links on this ...

	About K9
	The GET HELP > About K9 page provides a table of data that represents the version of K9 Web Protection currently running on your system.
	The Show Advanced Information link displays a page of information that advanced computer users might find useful regarding connection activity, DRTR lookups, and caching activity.
	For additional information about Blue Coat and K9, visit the following Web sites:
	www.bluecoat.com and www.k9webprotection.com.


	Appendix A: Common Error Pages
	K9 Web Protection users have occasionally experienced problems using K9. Usually, these are because of Internet connections or desktop firewall issues.
	K9 Not Connected
	Symptom
	You are getting the following picture.

	Cause
	User is not connected to the internet.
	A firewall is blocking K9 from validating license.
	User is forced to access the internet through a proxy.

	Solution
	Connect to the internet and try again.
	Configure your firewall to always allow k9filter.exe access to the internet.
	Note:
	This error might occur if you are installing K9 on a computer that sits behind a device known as a proxy server. Currently, K9 does not support proxy configurations.



	K9 Not Responding
	Symptom
	You are receiving the following screen:

	Cause
	Somebody might have tried to disable K9 Web Protection.
	The K9 filter has crashed.
	The K9 installation has become corrupt.
	A software firewall has crashed on the system, causing K9 to stop.

	Solution
	Uninstall any program you suspect might be causing the crash.
	Try re-installing K9 again on top of the existing version. You can obtain the latest version at: http://www.k9webprotection.com/download/k9-webprotection.exe.
	After you reinstall K9, reboot your computer.
	If you receive a message that K9 has been updated, and rebooting does not solve the problem, contact K9 support.



	Appendix B: CA Internet Security Suite Users
	CA ISS users might experience problems when configuring K9 Web Protection. This section lists the most common problems and how to resolve them.
	Note:
	For users who acquired K9 Web Protection as part of their Internet Security Suite, K9 Web Protection will not install without CA ISS being installed first; this is by design. First, install the CA Internet Security Suite, then install K9 Web Protection

	Symptoms
	You cannot remain logged in to the K9 administration page with the password you set or a temporary password. You also have installed one of the following:
	CA Internet Security Suite
	CA Firewall
	Zone Alarm Internet Security Suite
	Zone Alarm Firewall

	Cause
	A setting in the CA ⁄ Zone Alarm firewall is preventing you from logging into K9 Web Protection.

	Solution
	Follow these instructions to change your firewall settings:
	1. Download the latest version of K9 Web Protection; enter the following URL in a Web browser: http:⁄⁄www.k9webprotection.com⁄download⁄k9-webprotection.exe.
	2. Reboot your computer.
	3. On the CA application, access the Firewall page.
	4. Verify the following entries:

	a. Select Privacy > Site List. If you do not see the title Private Header at the top of the chart, expand the box until you see it.
	b. Find the entries license.cwfservice.net and Loopback and verify there is a green check-mark under the Private Header column.
	c. If there is not a green check-mark, select license.cwfservice.net and click Options.
	d. In the new window that opens, deselect Remove private header information.
	5. If the Loopback entry does not exist, repeat Steps 4c and 4d. If the Loopback entry does not exist:
	6. After following these steps, your settings have an additional line for 127.0.0.1. Each of these entries should show a green check-mark under the Private Header column. You might also have other entries in this list, but these should not affect K9.
	Your original password or temporary password allow you to log you in to K9. A temporary password is only valid for 24 hours. If it has expired (and you forgot your original one), request a new one by clicking the Forgot your password? link be...
	If the above instructions do not solve the problem, e-mail K9 Support at k9support@bluecoat.com. To enable the most expedient solution, provide as much detail as possible.




