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Internet Users in the World
by Geographic Regions
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®191739 Threats to Information Security

Categories of threat

Examples

* 1. Acts of human error or failure
2. Compromises to intellectual property
3. Deliberate acts of espionage or trespass

4. Deliberate acts of information extortion

L

Deliberate acts of sabotage or vandalism

6. Deliberate acts of thefi

7. Deliberate software attacks
8. Forces of nature

9. Deviations in quality of service
from service providers

10. Technical hardware failures or errors
11. Technical software failures or errors

12. Technological obsolescence

Accidents, employee mistakes

Piracy, copyright infringement
Unauthorized access and/or data collection
Blackmail of information disclosure
Destruction of systems or information

lllegal confiscation of equipment or
information

Viruses, worms, macros, denial-of-service
Fire, flood, earthquake, lightning

Power and WAN service issues

Equipment failure
Bugs, code problems, unknown loopholes

Antiquated or outdated technologies
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Who is the biggest threat to your organization?

Dick Davis a.k.a. Harriet Allthumbs
“wannabe amateur hacker” Employee
accidentally

deleted the one copy
of a critical report

Tom Twostory
convicted burglar

stluansdaRaNaInVINTHE

2. n’liastﬁﬂﬂ{wﬁa%ﬂ’mﬂmwmﬂ (Compromises to intellectual property)
>  fa ~ 0 = o a a A >  fa +
nindFunadgya (P) iWusuwniivaimadniiugsie Smswdaunadyan
Wd‘ v a Qs =) a & U 1A a Qf d‘ v
Hasusedfiiduidrvasanufa uasidunswddnoliania ldun §28n7 Taananonisd
a a by o a ~ 1 A ﬂ/ [l v 1
wazdindunT amstfveaniwdaumalygratniige ﬁmsszqsmuﬁ%amamm:au
' & P {d‘i’ A o o I o €a ~ 6 a v a wa
UauaiINaInsanIaiayy i nIwgaun1idymyrainesansdn desdjuaawy
Toanasflaliiieanugdssuuazenuivdaseulumshlily sulwgnisszida
> A il o o [ edaa a a4 o Aa
ningaunidgarasdunsidgiwsendusnizeans saduninssiniangnang
v A & @ A _ad A o A a a a% & I
drAaTandursldinaiiaifluntsaivgn  iNedasiunssziliafuinioenduas
P @ A a a a5 o~ P ¥ @ a
uanmiteanngranadasunssziliafadnsoaneuas 038 2 o9ans Nasurszisnvszdae
a a Q‘ § = o 4 1 lé 1
SUAND Ao SIIA, BSA 1iat579 BSA é1iatilatfanngisnian 2006 LaNgILaenhidIwasl
& _&d & ed a a a a I3 A a aa
vayranaursnllulanidusenduisnasiiofudnt  avdnandfiusasneszidon uazis
UFTR wedasiumisfiofnflunindfumalynn wazliinafiedfiwninnilsasaseu
¥ aa ~ o A a A‘ o v Aa § {
viu Muinddnea Midsiaiaans dweawviliifia bad sectors uuFafiussyTanduaT

dl va a wen a a A€
wWaldlinsujudenungnanafedng

3. n131Nn3n (Deliberate Acts of Trespass)
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6. N13123n33% (Deliberate Acts of Theft)
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nIWGFunMstan (Intellectual Property) yasnvastayaazaatiasas dgnaluslllay
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hsaldhauisasniaslunfaasldsunsyhsaamsunudanuainszaneldgeszuusneg
ﬂﬁ]ﬁ;‘ﬁ'um%mhUﬂauﬁaL@laimﬂﬂmmwmnaauﬁmﬁ Lﬁaa‘"@msvl,a%‘aﬁa%imﬂ 2l
nhogandurslaanu e lasunsueniuilasdt Symantec Norton Anti-Virus Las McAfee
VirusScan #lsunsugglunisaanishisanaunitaas ke
° A o a o A a & . (Y
Tudrwusiieves hisnauiiiaasiuszuuduhsandoudinunies (macro virus) @28
msdigadidiaslUfiszuud judnisvedniasneniiiaeilasdalud@ aiinsldldunsy
a6 =3 6 EZ o n:a' o nﬂ 6 a wa a o d'
e dnaad wazszuugiutoys hiraziuinu dvlWdvesszuudjidnisezdalaian

Tafmailuniaidainiad (boot sector)



12

Worms
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6 v a

4 ac \ 6o (3 v a ¢ Aa ,
double-barreled payload 3 3TuazduFIWIRNINUAZUKLAI W AUBIWAIY ITuNTnT3
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Trojan horses
o & o o & & ° A o & ¢ o o &

Inyangasrazupsarvnusanauls '«J:mmuma@i‘mquWWLLas walnsauaasaas
o a & A A & A (% & & A = &
YaozuuaaunaLaas 1w 1laiSun Ing .exe ANAULTIIIT W3 W335

gﬂLLam@Tﬁaamagﬂmﬂﬁmﬁmaaimﬁ'uaa% U5z14 20 WNI1AN 1999 L’%&lmﬂ;ﬁ%
lasudwanilusunsulnsausasaunuanda Happy99.exe Llaidadiuduazfiaaslusunsnlng
ANFDTANUAINIZADNINTZULUNWA 1T% aulWS w3a ﬁ%ﬂdLtﬁﬂ@aﬂﬁuﬂmﬂaﬁ“ﬁ”}&rﬁﬂh}EJ’IJWQQ@
aulnaansgluszuule

Trojan horse releases
its payload, monitors
computer activity, installs
back door, or transmits
information to hacker

Trojan horse arrives Trojan horse is activated
via e-mail or software when the software or
such as free games attachment is executed

31/usmd Trojan Horse Attack
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Back Door or Trap Door

Back door #3a Trap door \ufisfildsunsuweslaainsliuazinwamengudmiums
whlduilaseuy SadwseslniliuaanasitranluszuuuasdfniAiaslunsud luFsdne g
@18819 UszLAnaad back door 4 Subseven waz Back Orifice

Polymorphism

. & o a A d' E £ va o U

Polymorphism tJulasfianitedt lasunsnam lidanuennlunsasasu anaasls
LR8I WlNNTFEIUTUNTNATIIIL WNBIANSAL polymorphism  LwTzNulEinafianns
' o Ao o . 9 o a ~ = o
TausnwmlanIzNE1A (signatures) "Lwi%mgﬂmu WNaRANIINNITAITIIUVDI LU TUNTH
LaualTa

Virus and Worm Hoaxes

L2 a 6 o v A a = a 6

LﬂugﬂLmeuaaﬂﬁmaﬂma@’l"ﬁﬂauwaL@laiwﬂv\LamamaﬂnmlummLﬂi’]z‘m Tag
hiianaanasazunlugdeaninsdidnnefing tdeauldszisduarsanida dranidns
wasstayaidussaufiigeiie teliiudidarananuideuativiude 9 ludnnaa gnaa
FITUANBHVDI NITRNABNAII WINbATUIARNDUTLLANHLINAITNIZFIGD AITLTAN

meﬁagaﬁgﬂﬁadﬁau‘ﬁﬂmim LLﬂ:ﬂliﬁ]:i’i’WL@ﬂIﬂiLLﬂENLLauaWL’J%’aa gIRINLEND
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Lmdﬁagamaﬁum asiinlumAeAsInylIainasinianaan ﬁm%‘uﬁagamqwm

Augnananyhiw 13sn wazlaudnd sansnidldlén CERT Coordination (www.cert.org) Lilu

quﬁs’mmﬁﬂmmwuﬂaa@ﬁﬂia;ga

8. N853INBA (Forces of Nature)
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FIUTBITTULRTEWNG Uo8AIFIANNLEIR 8 UaN A ST wN13TauI19n 519
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Failure to Store and Protect Data Securely
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Improper File Access
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Use of Weak Password-Base Systems
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Poor Usability
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